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1 ARP

1.1 ARPE Y
1.1.1 ARP{ER

ARP (Address Resolution Protocol, Hilibfi##ihis) &t 1P bk f##T 4 LUK MAC Hilik CEFx
YiEhE) P

TEMZ T, BN e 2 B A B B R4S 5 — A LB AT I, B DRI ) T 1) Y 4% 2%
ikl CREIP Motk o (FRAUNAT 1P Huhb 2 AN 1), BRI 1P Hid v 20 d5f 2 ol A4 fi 208 3k A 4 oY 5%
RIE, PR R AR B DA B ) B AE, BT DLRF LN AN 1P ik B BEHhE B . ARP
I SIS D REF P13

1.1.2 ARPHR3C4EH#

ARPH 43 ARPIE K FIARP N 2541 3¢, 30k [ 1-1 Fiow.
El1-1 ARP #R3C4EH

—> A

’—b UGN RS
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KRB | KA MAC i1k IPHhE MACH: I 1P}k

2 2 11 2 6 4 6 4
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o HEMFRIY. FORBEMFHBMEMIEY . BIMEN 1 RN LAK R L

o PRI FORTEWUR I EMHEESEAL . B I{E A 0x0800 B KR IP Hubik;

o FEAFHERE RS B Sy e A o R O EE S, BLEAT A AT . XA
XK E P k) ARP 5 KRB Z kU, EATIE 730k 6 F1 4;

o HRMEFM (OP): 138 ARP IR, 2 KR ARP N4

. Kk MAC Hilik: R d% 07 v A& (PR R

o ik P bk RIEJT IR IP ikl

o HFs MAC Hihik: Hii05 veas I ik

o HixIPHihl: BT RN IP Mk,
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1.14

(1) FEHAELEGEACHARP XK, g 2EA8E E0 B XM ARP K1, WREKS T
I MAC Hitik, D1 SEAL A BEERIH ARP KR MAC Hitik, X IP 2l AT i 3%, Jf
¥ 1P ik ik 2h ML B

(2) WP ATLE ARP AR MY 1) MAC Hidik, THEZEA4E% 1P Bdiidl, SRIG LA 316 7 k
E—A ARP USRS, ARP SRR SCHH ) 1% 5 1P kb AR ik v MAC #uhik g 4L A 1) 1P
HudibFl MAC Huhl, Hxs IP #uhibATH A8 MAC Huhik >4 4L B 1 1P Huhib A4 0 1) MAC bk,
T ARP BRI SC LA #% 07 k3%, %M B LRI BT ENLE AT LI B iZ s R, (H A i
KIGENL CBIENL B) S XHZis R4 AbHE

()  ENLB LLEH K IP Hilib AT ARP & RS (1) H A 1P Hiutik, 49 A0 RIS 2R AT R Ab B .
¥ ARP iR R ik CRIEHL A [ 1P Hihib Al MAC HulEfE N H B ARP £, 2
Ji LR 5 UK 3% ARP N CSCZG ML A, H & T H 2 MAC Hitik.

(4)  EHLAWE ARP WNHSCE, ¥ EHL B 1) MAC Ml n A 2] H A ARP £ LU T 5 944K
S, IR 1P AR AT 356 5 ik H 2

E1-2 ARP HtitfiR4rid 2

Host A Host B
192.168.1.1 192.168.1.2
0002-6779-0f4c 00a0-2470-febd
A
Sender MAC Sender IP Target MAC Target IP
address address address

address
0002-6779-0f4c 192.168.1.1 0000-0000-0000 192.168.1.2

Sender MAC Sender IP Target MAC Target IP
address address address address
00a0-2470-febd 192.168.1.2 0002-6779-0f4c 192.168.1.1

N A RN B ATEF—M BT, FHLA SRR MOKRH ARP K, ARP GRS H AR
IP Mkl A W9 G 1) 1P kb o 4 AL A MO e AR SC 3R A3 W DG 1) MAC ik, KR SC e &
MG, TR OGH AT EHL B (1) ARP I, ML #E ARP Gk, Hbs IP Hitik A EHL B (1 1P H
HE, 22 5 AT 3 i S 4 S0 3RS EL B 1 MAC ik, ml vl UBER SR 48 ML By I SRR 6
LV ML B 1) ARP RI, WSS HBAHR SC R4 T B.

ARPZ

W EE T ARP T2 H Y1 MAC Hulibf5, 4 47E 3 O ARP K0 1P il Al MAC ki O¢
RRL, DTS2 [A— B RSO R .

ARP %155 h5h7&% ARP FIHFITH A ARP £ 1.

1. F7SARPRIN

A ARP KU i ARP PGl i ARP ) 3C H s A o gedr, nfLigk24b, vl LAY ARP $)3CHE
B ATLAHERAS ARP RINE &5 . M BIAZALI R, #2FDIRAS down I, RS MMBRAIN (54 ARP
LI

2. B 7SARPRIN
A ARP RIUE N T TR EMLEY, Sawieth, Aeuishd ARP £IE &
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il & A ARP RIUA] LA IEAS (12 4Pk, #4 ARP RIUA] LAREIANTE & 1P Huhk (15 & 8 (5 1
SUEFHHRE N MAC Hihik, PR B4R SCETAAE SO R I 1P HihkF MAC Hhuhk (s &,
TR T AT RN 22 £ 1) 1) 1 460 A

Fi A ARP RI4) i ER A ARP RIAIK #4& ARP I,

o ERUEKIHA ARP RIUN, BrTHCE IP Huhbfl MAC HutbIiish, I Z0HL'E 1% ARP K IUT
£ VLAN i 0. KER A ARP 300 ] LT 32 1] TR SCHE K .

o {EIUESIHA ARP RN, HAZENE IP Mkl MAC HubFIR . G5 s 42 11 = 2 LUK 32
L1, A ARP RIAT UL B TR ks B 118 VLAN B2, JERAS ARP &
TABE M T R, TEN RITIAT MM MBRIE 1P HARIRIT, W58 KI%E ARP
TSRS, D ST g e S T AR 3 1P b R A % MAC ki S BT E Y 1P Mkl AN
MAC HihEARTR], WP ARP i AR SCIH: UM ARP R I, B, x5 # & ARP
R0 AMENTIRES AL N ATIRES, 2 Ja st nl U TS K .

— AU, ARP shE&SUT I A 3h TR 1P Hutik FI LUK MAC Huhk (@b, JCREE BRI AN 4

T SR 2 F 7 B REAT ] AN 8] 5 1) 1P ikl AT MAC HiuhE 3475 1, 7 DARC B 0 55 A ARP 3£ 070,

0 A5 R R IX AN T AR VLAN P R AN e 422 11 B gt DAC B K S ARP 2201

1.2 B EARP
1.2.1 FLRMERSARPERIN

HiA ARP RIGAE B IEH TARR (8] — HAR, B ARP RIS YK VLAN 2 VLAN 2 11 4%
BRI, A SRR K s ARP RPN, 2R E 2 AT RIS & ARP 100U 5338 R A A

X OIS ARP RI, oy iy TAMBdrE,  Banfiehi 21 1 12 FPRES down 285U, 1k
RBIRMHTIRE -

M KEA ARP RIL, MRAE B4 (1 4 AR W AL T BB AR . AT I RCIR & 1 S5 A
FIAEAE 1% ARP RIH ) 1P Ml Al 1P Huhik o, o B BB i ARP RIUH (1) 1P HulkAE
Al — M B % Atk b T IERCIRA RIS ARP RIANRESR 4R SCH A

F1-1 FLiFMEETS ARP RN

BRI we 1t BR
SN system-view
TR AN arp static ip-address mac-address vlan-id

iﬁg%;ﬁ interface-type interface-number —
FLIRIMES o e [ vpn-instance vpn-instance-name ] s i
ARP T BB, BN BT

FLARINELH | arp static ip-address mac-address HSARPE IR

BARPEII [ vpn-instance vpn-instance-name ]
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@ 15 RA

A vlan-id A T 45 % ARP &R Pt i 49 VLAN, vian-id 56202 ) P 8.2 4) #4549 VLAN #9 D,
H vian-id A48 & 45 2 69 v KP4 1 56578 FiXA VLAN. VLAN 35 49 VLAN 48 1 /0 2,42
lEE

o i8E A4k vlan-id #= ip-address #91HEJL T, A4k vian-id &AL 69 VLAN 451 69 1P Hoiik 5o S A= A4
ip-address 45 69 IP 33k B TR — M K.

1.2.2 BEIZEFIHNSARPRIIA &AM

B LR ARP VMY H 3 ish A& ARP £30. A TR iEH T S 2 ARP %5, w LUERE
BE B2 814 ARP BRI KA ECRBA TR H. 245 %22 2 8h7 ARP BRI EUE I Tk &
FIMEI, ZBees B AT 2] 804 ARP R I,

F=1-2 BEEREZFFIHTS ARP R R AN

BRI we WLRA
SN system-view -

B i R, MSR 2600/MSR 3600#; 4% feiF
5 2] A ARPR I e K4 4096, MSR

LB W% VP 21804 | arp max-learning-number 56001 4 ftVF 2% > SIS ARPR IR fi: KA 4L
ARPRI ) 35 K3 number 16384

MTCE W % ARV X ) AR ARPR IR i KA
HOWY, RIREE AR &5 S S A ARP IR I

= i
BLRGABENINE ARP ZRG R AN TEE LA L 53 63h A ARP RIAAN4, L%
2643 & ARP R I/ H R DM 4,

1.2.3 BEEEOFIHTSARPRIA & AN

W Ll ARP W B 2E A ARP R I, 4 T RiEE 800 R S IS 2 1) ARP %
J5, W LI R 1 ) A ARP R IR I KA ECRIEAT IR 44 1122 2] 33 ARP R I 1A
HoR BT B AR, B BT 2 3h4 ARP R,

W R K ILHTE ) VLAN 2 DHECE T A Vr2: 2 8h& ARP RIS kAN, W HAT — 28
1 /&% VLAN #2111 E 87 ARP RIS S AT % FRCE SR, A 422 2] ARP £,
#1-3 MEEOEIHE ARP RIMMIRALE

BRIE we 15 AR
HEAXRGE system-view
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1RIE we iR

. e interface interface-type
AL interface-number

A 1E UL, MSR 2600/MSR 3600 #4512
SOVF2E S B A ARPER IR 1) 5 KN4 4 4096,
WO O ot I s | o b MSR 5600 &£ F A 112 > S ARP I H)
ARPi%Im%EEij(/I\ﬁ arp max-learning-num numbper E{j(/l\if(?’{l16384

M E O R S S AARPR I B KA 5L
MO, FRonZE R8O 22 2 B A ARPER I

1.2.4 BB HBSARPERIAYF (L T(E)

IE N P A, ARP KT ST . ARP L HE)A ARP KWUFEKZ AR, R4l
WA —ANEAF AW, A IS A BIRH R C ol N ARP R IER, XA A A7 A SR A
EACI 1] o U SRAE BIK ZAG I 1] T ALK, W Er vh S A I )

*1-4 BB ARP RITAE LT E
BRIE we A
SN system-view
I B AARPR I K ZALIN A | arp timer aging aging-time | 4500 T, ZhASARPR I (12 Ak IR 7] 2043 il

1.2.5 BEIMTSARPEINHIIEEINRE

BN ARP R IR 2 Dy fig i) LA HI T 86 2l BLA% 2] ARP i SCH IR ik v MAC ik 24 20 #F MAC

1154 ARP £,

o M ARP RIS EIIRESG, W& EAREY ) ARP 3 K ik MAC Hikik > 218k MAC 1)
A ARP £, WAHET TN MAC Hudik 414k MAC (i A ARP £ 5.

o KM ARP RIS IRE G, s ] LLAE ) UK MY MAC il >4 5188 MAC H ARP i 3
Rikui MAC Hiik 41 #% MAC (13 ARP K100, 0] ELF= T8 i MAC Hiulil > 41 8% MAC 11

# ARP £,
#1-5 BAzZ ARP R EINRE
121E we iR
ARG system-view
JE B &ARPRIA AT )G | arp check enable | SA5HL N, SAARPRILAIMG T e T 1 5 R A&

1.2.6 FEARPHEERINEE

ARP H G4 T2 P P G i v 2, AHE B ARP R0 B TIOAC S, S s A1l
fit ARP ARHEZN BN EN H 1) 1P AR A3 IP Hulik. VRRP &4 4 (1 e 40l 1P Hihk 5% NAT 430
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(RIAIH ) 28 ik s e 3 1) ARP i SC it R4 11 1P Hitik . VRRP #5421 v 1) 40 1P Mk 5%
NAT S48 [ Zh R 28 bk ph 58, HEAR SCAS JE ARP SRR SC%E

WAL ARP H &G B m B OB HAbEE, 5 B AR OB e B vee H S B k%
FUMRAIE T ) o K TAF B O PRI RR T S W, « A BRI P i B R 37 T i “f5 B .

#1-6 FF/2 ARP HEEEThAE

#R1E

g
A

LRA

HEANRGAE

system-view -

FFIAARP H & K Thig

arp check log enable

BN, ARPHZES EIhaea T

1.3 ARPERFALER

\l/

R’

FHRARP £, BFBUH IP duitfe MAC dbhbég it bt X 2, “THFH Ak EFB13,

1% 2m #IA.

HIRAT I 4ok

FESEIE FIRBCE G, EARRALE FIT display fiy& i LR RACE R ARP HUISAT 00, L A%H

B A B UERC B R .

FEFPHET, H AT LAAAT reset fir 235k ARP &I,

F1-7 ARP R RFNLE$A

#R1E

AN
AN <

WRARPE I (MSR 2600/MSR
3600

display arp [ [ all | dynamic | static ] | vlan vlan-id | interface
interface-type interface-number ] [ count | verbose ]

T RARPEII (MSR 5600)

display arp [[all | dynamic | static ] [ slot slot-number ]| vlan vlan-id
| interface interface-type interface-number ] [ count | verbose ]

BIRTREIPHLIEARPR T (MSR
2600/MSR 3600)

display arp ip-address [ verbose ]

BRTREIPHLLEARPR T (MSR
5600)

display arp ip-address [ slot slot-number ] [ verbose ]

7R E E VPN LA [ ARP R I

display arp vpn-instance vpn-instance-name [ count ]

IR ASARPR I Z AL [H]

display arp timer aging

EFRARPE T (MSR 2600/MSR
3600)

reset arp { all | dynamic | interface interface-type interface-number |
static }

EMARPEIN (MSR 5600)

reset arp { all | dynamic | interface interface-type interface-number |
slot slot-number | static }
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1.4 ARPELEIFC & 25451

1. tHME K

e  Router B## TN, iR GigabitEthernet2/1/1 %4 Router A, %11
GigabitEthernet2/1/1 J&F VLAN 10.

° Router A 1] IP Hiht>h 192.168.1.1/24, MAC Hilik % 00e0-fc01-0000.

Jy T 470 Router B #il Router A T 15 112241, #LL{E Router B I Router A it & — 4 A& ARP

I, M (R BRSO MU R T 1P HhERT MAC bbb R s o6 &

2. tHME

El1-3 BLEFRZS ARP RITZEAME

Router A

192.168.1.1/24
00e0-fc01-0000

Router B

I

3. BT
1F Router B (T FAIRELE .
# 173 VLAN 10.

<RouterB> system-view

[RouterB] vlan 10

[RouterB-vlanl0] quit

# $4% 1 GigabitEthernet2/1/1 Ji A ] VLAN 10 1,

[RouterB] interface gigabitethernet 2/1/1

[RouterB-GigabitEthernet2/1/1] port access vlan 10
[RouterB-GigabitEthernet2/1/1] quit

# A 4% 11 Vlan-interface10, FHCE IP Hbiik.

[RouterB] interface vlan-interface 10

[RouterB-vlan-interfacelO] ip address 192.168.1.2 8
[RouterB-vlan-interfacelO] quit

# HCE - 4FS ARP R0, IP Hubikh 192.168.1.1, XfW [ MAC Hihl>4 00e0-fc01-0000, B4k
ARP L1568 N H 42 11 4 & T VILAN 10 9% 11 GigabitEthernet2/1/1.
[RouterB] arp static 192.168.1.1 00e0-fc01-0000 10 gigabitethernet 2/1/1
# BE A ARP RIIE S



[RouterB] display arp static

Type: S-Static D-Dynamic  O-Openflow  M-Multiport I-Invalid
IP address MAC address VLAN Interface Aging Type
192.168.1.1 00e0-fc01-0000 10 GE2/1/1 N/A S
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2 3 ARP

2.1 %BARPENT

2 ARP #ROE—FREER I ARP #R3C, R S Al 1 ik v 1P HidAT H bR 1P sk R 2 AL 1P

Hiutik,

WA Tl L6 AR R 3% 2 ARP R SR SZILLL R Thfig

o HEIHTRAN P Mk RS HANLE IP bl . LT RS Rt ARP S, W
IR ST 1P Huhl R B ) 1P kAR R, W25 A0k S 9 ARP ) OCH 345 IR [B—A~ ARP M.
B, HHNZIA 1P Hubk o

o AR TREAFHINE, B RIE ST ARP R SCHE AL 1% 5T ARP R I

1. REBARPIRICF S hEERY1E A

JAHT %t ARP RICEIDhREG, WA SRR Rtk ARP HOCHHEAT N B CRi%uq 1P Hy

hby Rikun MAC il X H & 4551 ARP R TIE M. W45 ARP Rt A 7E 5 a2k

ARP 30 1 A 3253 1P Hiukk kN () ARP 237 -

o WAL XNV ARP LI, B Z M2 ARP RS IS BB ARP I

o WIBAETEX NI ARP SRIN, B4 23 i 1 o 9l ARP 4R SC 48547 1145 5 5EB6) B (1) ARP £ 13 o

Ktk ARP RICE UG, WA AR IR %2t ARP HROCKHId ARP I, (Hig4sH

B CAFAERI Y. ARP R I0, an S 7 AN Bl I e 9% ARP HROCKRHT i ARP R I, 1] LU A 9 9%

ARP #3052 Dife, LU ARP R INTE I .

2. ER&RE R BARPIIAERYIER

SE I R IE TP ARP DR T LA R I8 0 N AT %5 BT ARP R INELH MAC Hhhl R I, 32N A3 53¢

WR:

(1) Bk E MO ARP Bl

WER B B WKL R ARP 3G, o] LA [A) 99 B 9 IR 0L, AR g (1) =L

I O S5 PR 9L 0 L[] 1) — MR I MAC ik, S80S HUR ey E 5 Vi e 4%

h T BRI B W OCH ARP B Ty SR (s, nl DALE I DG4 1 B e iR % a9 ARP )

Ao JEHZIIRR G, DR 1 FofRg 4 JROC 5 1D A (0] [V o Jo Bk a6 422 11 = 1P bl A 10 5 9 A

IP Btk ¥ %% ARP 4R SC. IXFE, R EALEAT LA ST BEAA I DG, AT 5 15 in] P9 2%

(2) BilLENLARP RI:ELL

FESZPRIA ST, A AR B ML CPU b IR E M, AT BEAAAE ARP R OCHE F 37k

FHUTCTE S AL BRI B ARP RSCEIL S . IR0, i EHL 32 ARP KI5 2> R

Ak, e ) BRIE A ARP BRI 5, &2 W imEmes kA,

h T g BRI R, w] DAAE R e 4 O R T E I R %R ARP iRk, EZIhEEE, MOCHE

o PR () I ) ) g S S 3642 11 3 1P BB AT T T B (K 1P ik 1) S % ARP RS IXEE,

Bouts FEAUAT LRI BB ARP b6, MBS

(3) Btk VRRP L IP Mkt phse
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YL AEE VRRP &40, T2t VRRP &4 4111 Master 2 i #1619 28 Py 1) =LK
ER ARP RSC, A EHLE A ARP Hihib2e, MR M 4% AN A7AE 1P Hulik 5 Master #% i
#% VRRP L 1P HbAH A 1 % . Sl ARP RS ) I% 5 MAC 2 VRRP REHUL I FH 28 X6 WY 1K i
L MAC Hilik. 5T VRRP [TEAIN 4, 1ES W “AISERRETRS” M “VRRP”,

2.2 BEEH#FHARP

FLE %9 ARP I, B

o WREAVFFING 1024 M D LR HEN AL ARP Jfig.

o BUEVERRLMI ARP UIRESS, HAT N D REHOIRES up IF HECHE 1P Hubk/s, SbIhfeA HIE

o WUERMBHT %t ARP IRSCHISOE M, WIAE T~ ANRIE A e A3

o WURFINAEIR 24 1N R T I Ak S 2 ARP Dfig, BRI IA R 1P Mk, g
o PR DU A A RIS BEAR /IR A I I 8] BT REG I8 4 B Bl ARP 4R ST ACIE A 1] g2
TERCAR L BERE R I TR T g o

F2-1 BLE R ARP

HR1E we A
HFANRGME system-view
[ . o . BAATEILT, SR ARPHC 122 ) Tk
FF 3 Ho 9 ARPH S 24 ) T g gratuitous-arp-learning enable BT A
IR B BN HE ] — P R ARP BRSO, wARIHER M B

gratuitous-arp-sending enable

RIS A% G SR ARPHR SC T fiE ARPIERIN AL G P ARPHR L

. 2 11 X0 % interface interface-type

NP interface-number

A FE I ik S Bt ARPI)RE, Jf | arp send-gratuitous-arp BB EOLT, BRI ARPIIfEAL
T R o T ARPHR ST JH 1 [interval milliseconds ] TR A

2.3 BHIEIPHi hZSIRRINRE

WA R H B s RIE T ARP 05, W AR BRSO R 1P M hEAT B U 1P HbhEAR ), 1%k

e oM AT 1P Hh bk SRR DI RE RS, EAT i R AR B

o WIRYE P HuhEpP S EE R D) REAL T OC TR I, e ik — ANt ARP HRICHIAZ R oE,
FBCERT R ARP N2 5 A 7R AAAE 1P ik 5

o UM P M R R DR AL T FDIRES I, WAL AR AR 1P Mk

F2-2 BHIR P i RIBRINEE

#1E we 15t AR
HARGHLE system-view
- et . . BRI R, JEIPHBHE I SRS R D REAL
M RN I RE - N .
JA FIEIPHAHE P RAR R T ik arp ip-conflict log prompt F LIRS
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3 RIEARP

3.1 KIBARPEfY

AR ARP 552 N> R 1) EHUARAT [R]—  BEIANCE R — W B 2% B 5 — & 0L, I8 Ak
EATRHATRE ARP ThRE B &t il ARIZ 15K, XA REFRAECEE ARP (Proxy ARP).

REL ARP DIfe bRl T 47 B B 20X — sk, FTH PR SR, IHRAER— B e .

I ARP 4 4l A ARP FIAHACEE ARP, &N 5c X il :

o WHAREL ARP [N IS AHEH B EN D BIEESIR A AR =280 b, Hixeex
BUATER—AN H 8t

o AHMREE ARP N FHIZ SN ARE HIE M ENUER R R AE A =280 b, Hixse gl
ATEF AT ik,

WITCHF R UL, AT 5 2LAtiA b AR ARP 345558 103 ARP.

3.2 FEERIEARPINEE

I ARP FIAHAEE ARP DRI E VLAN £2 R = )2 DR 82 TR = )2 DOK 182 TR
K= )2 B A5 O R TGS .

F3-1 BLERIE ARP k¢

BR1E we 15t AR
HANRGHE system-view
AN DL interface interface-type interface-number
fit EACEIARPIIRE | proxy-arp enable B tEOR, AFARPINRE AL T 3¢ IR A
*3-2 EEEARHKIE ARP T8¢
#BR1E we 15t BA
HANRGHE system-view
AN DL interface interface-type interface-number

local-proxy-arp enable [ip-range startlP | ST, AHAREEARPINAEALT2C

reEAICmARPIE | O kA

3.3 RIBARP R RFNLE P

PESEN ERRCE 5, fEAEERLE N AT display dr4w] LLE o RECE AU ARP (Is1T15 0, A&
B AR R UERC & RO -
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#3-3 K12 ARP B RFNHEP

BE we
BoRREARPIIR A display proxy-arp [ interface interface-type interface-number ]
IR HACEEARP LIRS display local-proxy-arp [ interface interface-type interface-number ]

3.4 RIEARPELEY fir &F 2445

1. AT K

e  HostA [{JIP Mtk /& 192.168.10.100/16, HTE =yl ¥ (1) 44 %5k 192.168.0.0/16.

e Host D [ IP Huhit /& 192.168.20.200/16, Fr7E Jajtek 9 [ 4% 5 4 192.168.0.0/16,

e Host Al Host D HAH\ b T[Rl—FM, {H5FREIH 3% Router 4376 A [H] (1) 7 9

. Host A Fi1 Host D % A liC & 644 5, Bk #E 13 4% Router b3 FACEE ARP IhRE, {FANLEPA
T M1 Host A 1 Host D fg T .

2. 43/
E3-1 BB ARP AN
Host A Host B
192.168.10.100/16
0000.0c94.36aa
Subnet A
GE2/1/2
192.168.10.99/24
%Router
GE2/1/1
192.168.20.99/24
Subnet B
192.168.20.200/16
0000.0c94.36dd
Host C Host D

. EELE
# Jid B 42 0 GigabitEthernet2/1/2 ] 1P M.

<Router> system-view
[Router] interface gigabitethernet 2/1/2
[Router-GigabitEthernet2/1/2] ip address 192.168.10.99 255.255.255.0

# JT 5 #:10 GigabitEthernet2/1/2 [FJ/CFE ARP TfE.

[Router-GigabitEthernet2/1/2] proxy-arp enable
[Router-GigabitEthernet2/1/2] quit

# I & 2 1 GigabitEthernet2/1/1 (1] IP Hdik .
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[Router] interface gigabitethernet 2/1/1
[Router-GigabitEthernet2/1/1] ip address 192.168.20.99 255.255.255.0

# JT )4 1 GigabitEthernet2/1/1 fRALEE ARP L)jfit.

[Router-GigabitEthernet2/1/1] proxy-arp enable
[Router-GigabitEthernet2/1/1] quit

i & 5, Host A Fl Host D 1] LLH A ping i
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B %

IR 2 O 1-1
L L IPHIEE AT AR «veereereereese sttt 1-1
111 IPHEHE (I3 ZEFIZETR woereeeeererrereeesciciee sttt 1-1
112 BRI HI I oo 1-2
I e T 15 U 1-2

1.2 P B B T PRI I e 1-2
1.3 B B LA I IPHI AL - e vee ettt s 1-3
LA IPHEHE R ST T ZERT -vveeeeeeeeese ettt 1-4
1.5 HIL T I HIHEAE FH 2B <-vreeeereeeenseese s s 1-4
T L= e e L LT T T PP 1-4
1.5.2 45 1 IR HIBIF I B ZE] +vvvvvereeeeeeseeseseses s 1-6



1 |PHiHE

FARKF AR, ASCHTRR N 1P HuhE A 1Pv4 Ml
1.1 IPHuEE /Y
1.1.1 IPH#bsit By LR R

IP Huhb gt fe 5 RN IE R 2] IPvA 4% IR A A LI — /N 2 — stk 1P bR 32 Lk,

R sy FRER T R R, BV 1P b R0 A DL BB TT 1 4 ATk s, g

OO N —AN Y, 41 10.1.1.1,

|P bl by 9 30 7 4 s

o WS TEL (Netid): FIFXARFMIMLS . WE-510 7 BT URLRR 25 7B UK
AL, HISRIX 43 1P Btk [y 2

o ENSIFER (Host-id): HFX AWML AN AN E EHL.

N T R AN, IPHE Sy RS, B 1-1 R, e s o o 2 T B

E1-1 T3P ik

7 15 23 31
A% 0] Net-id Host-id
B2 1[0 Net-id Host-id
Cc [1|o Net-id Host-id
D2 [j11fo Multicast address
EZ [1hf1)1 Reserved

iR FRIPH AR HEYE B K 1-1 Fros . HAr KEAEH IR E A, B. C=2%,
F1-1 IP it E R IEE
Hoht A HohtSEE % BB

IPHiu41:0.0.0.0HI T LA R ZE i B I HEAT i i
&, I HAGEAZEA R fsbht

A 0.0.0.0~-127.255.255.255 127.0.0.0/ Bt ffy kil #R AR B VR ER IR, 1% 31X AN
Hohk I A S B L, BT A E RN 4
15PN EBIEEAT A3

B 128.0.0.0~191.255.255.255

C 192.0.0.0~223.255.255.255

D 224.0.0.0~239.255.255.255 ZH R bt

255.255.255. 255 ] 1/ #kHuht, e dbhbfRE 45

E 240.0.0.0~255.255.255.255 :
A
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1.1.2 437%a0 1Pk

NP Mokl BAGTRRR I R, ANGEAE R BHLA 1P Hudl.

. Net-id 4= 0 fyihhib: FRoRARMZE NN Flan, 0.0.0.16 F/x AR 45N Host-id 4y 16 1) 3
Mo

. Host-id 254 0 [flthhik: Mgk, FFhnil— Mg,

. Host-id A4 1 (fthil: P& 3kl B, Hhlh 192.168.1.255 4R, KiE k4
192.168.1.0 M4 N T 11 =ML

1.1.3 FMFN#HERL

B645 Internet GHUR K I, P bl CURASE. S T 7850 RI T 169 1P b, o7 UK P s
o 2540053 BN 5SR-S DA L ) 5 B 53Rty — 36 o (1 9 2 7 B
RERS A — IR 5) AT 00 o 0 S0 7 B JE T T 52

TR —AKEY 32 LERFIRCT, ti— R “17 Rl HELEi “0” ALt “17 xR T
o455 B3 5 B 1P S B, T <07 RERE TR AL S B

Pl 1-2 7 — BSR4 719 (5

E1-2 1P ek F %%

0 7 15 23 31
Bl f1]o Net-id Host-id

Mask 11111111111111110000000000000000

T MRI5 Net-id Subnet-id | Host-id

Mask 11111111111111111111111110000000

LRI AT S BSR4 1P kb, i, —A> B Mk LAZEg) 65534 (2'°-2, &
PNV BEA 1 1) R R RN LS B B4 O I Bl AN ML, BRI 9 L
MM FBUR, BZ 47 512 (2°) AT, ST 7 LR EN S, B T2
126 (27-2, X EH S TFEA 1 1) M EHLS 7B 4 0 M BUbAL) AN TS .
W ENL SR B EUE 512%126=64512 />, LA TR 2/ 1022 4

AT PRG-I FERE A BRUE, BEIN - P HEAD 17 B R gl i I 24 5 A R, BT
B. C 2 IP Huhik6h 1 (1 7 P i ERIAE 23 %) b 255.0.0.0. 255.255.0.0 il 255.255.255.0.

1.2 BeEZEORYIPHEE

1. TRERIIY
BT 7 1P HUhE T DA e BT IP A . B 3R 1P Mk AT AR JLRF 5
o HITFIIRE IP Huik
JEiL BOOTP 43t 32 1P skt
e il DHCP 4rAifF ] IP Hutik
Wi PPP Wi 3kAS 1P Hbdik
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X LRy 2R, 0T A By REREL 1P Mkt £ 7 26 3 i )5 7 SRIREU 1P k. 45 i,

YR TR E T P Mk, AR5 DHCP PRl i 1P bk, AFAF-ahige 1) 1P Mkl 24 i

b, O 1P Mtk 2 i DHCP Mhsll /3 L

AT A Eiiat Fahde e P bk 77X . it BOOTP Al DHCP 43 B33 IP ik 7 X Hi 5

W ZREARIP S E RS i “DHCP”, Jid PPP Wik 1P Ml 5 G4k S L « —

RN E RS P “PPP”,

WA TR AT LURCE 24 1P Mk, JLrp—ANh 32 1P Hihik, JLR 0 A 1P dhik.

—MIEU T, — A O AHEEE AT P L, R LR RS BT A E N IP Hihk Hodn,

BB AR T AR, AR RN S R T 2 AR TR, T

A5 R T AN UELS, st A 0 BRCE — A 3 1P HihERT—AN A 1P Hihk

2. R ERFIFES

o —MEOHBEA—AE P Hikibo SHECE R 1P MR 55 A 32 1P ik

o PRI E B BOOTP. DHCP. PPP J7 U SREL IP Hudik sl £ ] 20 e 42 1 ) 1P ik
WA BE 45 1282 BN 1P Mk

o [AHEEHOME. MIP MW ITER— W B, (AR 2, FH N ROz E, [
FE O FAFE PO ZE 1) 1P Hh A v LLAE R — M B .

I EMEVE

F1-2 BEROR IP it

BRAE W ERR
ARG K system-view
BEANE O K interface interface-type interface-number
B L IPHL At }Z%T%“”mm“”m““m“““mm BRAESLT, BA e LR I

1.3 BCEIZEOE B IPHbit

1. hEERITT

FriE “IP HuhE A 7, 2ie— N0 EW A ECE P Hubl, {2 T4 OaEIEE AR, e R

& FHEA P HUHE 3 TS —A 1P Huhik . 1P Ml £ 3 Se R .

o {EIPHUHEE LA ER Z EAEE R, 7L IP Mk, AT DA E AN LR ] e B )

IP Hudil: .

IR O PR AR, v DU S 1 DA e e D P Mk, AR i —E S

— AN 1P Hudl.

2. BRERFFIES

o ZRELUKMEII Loopback 5 1/ 1P Hudik v 4 o4 B ], (EA S AREfS e m
Hodil.

o WA FHEE LI HhEAS 5 ASBE A A5 B Hul

. —A AN Ok DU 2 AN .
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o WURMHEHEIATZ AT ER P b, WA TR E M 1P HubkfE £

3. EEEE

WA F#E L  IP bk O ic &, BoE J7vER LY TahfiE . ik BOOTP 2 DHCP 323k B il
1L PPP Bl 73 -

4. BEDE

S AR T A7) ) T B T RS P A T P Bk FR el R o fh 0 P O B LA SR IAT 1P Mk, Toik
FEMEHE LR U Bh A # Pl T LA 50T Sl B — 4 200 di 199 B (R i s i el A BE SERLBE& (] 1Y)
. SEAERIIC B R 275 5 A 2R

F*1-3 B E#ROGEH IP it

BRIE we A
HEAXRGE system-view
HEANFZ ORI interface interface-type interface-number
BCE AR A EH M | ip address unnumbered interface SREOLT , AR DAE e
Pk interface-type interface-number ) IPHhE

1.4 |PHbE R R R FOLE A

FESEN ERECE S, ARSI N AT display fr4 ml DL RIS S IP HUEs T 1500, il &F
B AF BRI UERC & RO .

F1-4 |P Hbtt B9 B IR FNLER
BIE we

BREEREOS5IPHXHEE MG S K | display ip interface [ interface-type interface-number ]

e S ot display ip interface [ interface-type [ interface-number ] ] brief
BR= RS TR A e
SR R T S IPAR G A 245 [ description |

1.5 Hhubfe & st it (& A =645
1.5.1 |IPHhiit g & 24151

1. A EK

Router [} LK M #% 1 GigabitEthernet2/1/1 4% —ANJRillk ™, 1% R (v ALl & T 2 S
Bt: 172.16.1.0/24 F1 172.16.2.0/24 . ZRIXPAS M B EHLAR AT LB Router 55 7M5B M 451815
X AN Berb i SE P LRE S B .
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2. (A [E
[E1-3 1P bt Fc & LA K [

172.16.1.0/24 Router
Host B

GE2/11
172.16.1.1/24
172.16.1.2/24 172.16.2.1/24 sub

172.16.2.2/24

172.16.2.0/24 Host A

I EBMELE

Bt BEARIFE SR, WAAE Router (14 1 E HECE —A 1P ik, WA %4> EVLAE IS Router
L AN 28015 . A 1AL R I A T AL e8I Router Ul ARSI S, e SEC E R L K)
MAP sthdike kT AEPRAN B EHLRESS B, AN B I A LR 24K Router BEE N MG,
# Il & 8211 GigabitEthernet2/1/1 (¥ 3 1P Huhib R 1P bk

<Router> system-view

[Router] interface gigabitethernet 2/1/1

[Router-GigabitEthernet2/1/1] ip address 172.16.1.1 255.255.255.0
[Router-GigabitEthernet2/1/1] ip address 172.16.2.1 255.255.255.0 sub

#7F 172.16.1.0/24 W BRI EHL EFLE MG 172.16.1.1; 7F 172.16.2.0/24 W B (1 EHL il &
MK 172.16.2.1,

4. R E

# 1] ping v 2K Router 5 /4% 172.16.1.0/24 N EHLIFE@ M
<Router> ping 172.16.1.2

Ping 172.16.1.2 (172.16.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.1.2: icmp_seq=0 ttl=128 time=7.000 ms

56 bytes from 172.16.1.2: icmp_seq=1 ttl=128 time=2.000 ms

56 bytes from 172.16.1.2: icmp_seq=2 ttl=128 time=1.000 ms

56 bytes from 172.16.1.2: icmp_seq=3 ttl=128 time=1.000 ms

56 bytes from 172.16.1.2: icmp_seq=4 ttl=128 time=2.000 ms

--- Ping statistics for 172.16.1.2 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/2.600/7.000/2.245 ms

R E KR Router 5 M4% 172.16.1.0/24 I EHL AT LLH I,
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# 1] ping 4K Router 54 172.16.2.0/24 4 EHLI 4@ .
<Router> ping 172.16.2.2

Ping 172.16.2.2 (172.16.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.2.2: icmp_seq=0 ttl=128 time=2.000 ms

56 bytes from 172.16.2.2: icmp_seq=1 ttl=128 time=7.000 ms

56 bytes from 172.16.2.2: icmp_seq=2 ttl=128 time=1.000 ms

56 bytes from 172.16.2.2: icmp_seq=3 ttl=128 time=2.000 ms

56 bytes from 172.16.2.2: icmp_seq=4 ttl=128 time=1.000 ms

--- Ping statistics for 172.16.2.2 --—-
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/2.600/7.000/2.245 ms

B E B &R Router 5 M 4% 172.16.2.0/24 N ENLATLLH I8 .

# Al ping &K M 4% 172.16.1.0/24 FIRI%% 172.16.2.0/24 N EHLEE M. 7F Host A _EA LA
ping i Host B.

1.5.2 FEOERIPHbLEF & 2415

1. tHME K

KoAmbitisd DDN 4L R, 9 i i s 2 IE A R0 of ORI, JF 20 It DUK 2 FE R A
HeR SR D T A P bk, R R RS HT LUK I 1 1P Mt

2. AME
E1-4 &/ IP tbit =898 W =

S2/1/1
Router B

GE2/1/1
172.16.10.1/24 172.16.20.1/24

3.EETE
(1) ME Router A
# OB WA DAOK 32 119 32 1P Hlhik

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 172.16.10.1 255.255.255.0
[RouterA-GigabitEthernet2/1/1] quit

# A B LA LUK % ) 1P ik

[RouterA] interface serial 2/1/1
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[RouterA-Serial2/1/1] ip address unnumbered interface gigabitethernet 2/1/1
[RouterA-Serial2/1/1] quit

# LB 3 Router B e[l s s 1 2% - 450€ tH4% 11 8 33 1 Serial2/1/1.
[RouterA] ip route-static 172.16.20.0 255.255.255.0 serial 2/1/1
(2) M *E Router B

# T E RS LUK K 32 1P ik

<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/1

[RouterB-GigabitEthernet2/1/1] ip address 172.16.20.1 255.255.255.0
[RouterB-GigabitEthernet2/1/1] quit

# FCE R A LUK ) 1P ik

[RouterB] interface serial 2/1/1

[RouterB-Serial2/1/1] ip address unnumbered interface gigabitethernet 2/1/1
[RouterB-Serial2/1/1] quit

# B E 2 Router A JTIE ) RS (1)t 7€ 45 H 4 R 1 Serial2/1/1.
[RouterB] ip route-static 172.16.10.0 255.255.255.0 serial 2/1/1

4. WEECE

7F Router A LA Ll Ping il 5 Router B A3 ¥ s o 4L

[RouterA] ping 172.16.20.2

Ping 172.16.20.2 (172.16.20.2): 56 data bytes, press CTRL_C to break
56 bytes from 172.16.20.2: icmp_seq=0 ttl=128 time=7.000 ms

56 bytes from 172.16.20.2: icmp_seq=1 ttl=128 time=2.000 ms

56 bytes from 172.16.20.2: icmp_seq=2 ttl=128 time=1.000 ms

56 bytes from 172.16.20.2: icmp_seq=3 ttl=128 time=1.000 ms

56 bytes from 172.16.20.2: icmp_seq=4 ttl=128 time=2.000 ms

--- Ping statistics for 172.16.20.2 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/2.600/7.000/2.245 ms
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1 DHCP#tid
1.1 DHCPE#N

DHCP (Dynamic Host Configuration Protocol, sz FEHLACE WM KA M 4% 15 % 2h 4 H /i 1P
Hi bk 25 X 28 i B S

DHCP K & F il IR 45w il Ae A X, 150 i 1) IR 25 s HH 1 SR 20 TE 0 48 1 o 2 000 HR i S IR 45 7
IR Ak 2 P 4 R TP M hE 25 B A S, DASEEL 1P Huhb 2545 B sh il E .

TEDHCPIML I o, — Ml & — S DHCPR & #s Fll 2 & % S i (WIPCRUERENL, 40 & 1-1 Fr
TNo

DHCP % /" 5 AIDHCP AR 45 8% Ab T AN [F) 4 PR R BE), %8 7 5 v LB IS DHCP AR 4k 5 R 45 2 il (s, 3k
HuPsht & HAb RS & 45 B DHCPH4kITFEAAN4H, S0 “3.1 DHCPH 4k 7.

E1-1 DHCP 81Z!5;

DHCP client DHCP client

DHCP server
2 ¢!
DHCP client DHCP client

1.2 DHCPHYJIP#iE 4B
1.2.1 |PHbiE 4 B 5 1

EEXP % P AN F] sk, DHCP S 4t =F 1P Mk 3 Fie 5% .

o FUrAcHubb: fiHR B/ DRRE e (il WWW RS 2555 S0 8 2 11 1P Mk .
1Mk DHCP e & 1 [E 52 1P ki 23 e s & ) i o

. HahsrfcHhlk: DHCP g% P i 2> BCAL A A JEBR 1) 1P Hhutik

o FIASrHCHINE: DHCP % i/ Be R A — 2 A ROHR I 1P Hidik, ARG, &P i
T ST F bR . 2K 22 BOR T i B I AR X R B AS 43 Be R
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1.2.2 |PHtIt3REN S 12

E1-2 IP it 7S 3RELT 2

DHCP client DHCP server

& &

(1) DHCP-DISCOVER

(2) DHCP-OFFER

(3) DHCP-REQUEST

(4) DHCP-ACK

4 1-2 jioR, DHCP% /3 ADHCP IR 45 25 SKIUP b, 3= B30 1 PUANBA BT «

(1)  KBUEL, Bl DHCP % )i -3k DHCP R4S s fIp B . 2/ s LA #% 7 R %
DHCP-DISCOVER 3.

(2) $RUEEEL, B DHCP R ZS2$42 4L 1P Huhl (KIE Bt . DHCP R4S g eI 31 % 1 i ()
DHCP-DISCOVER # 3 J, #R#E IP Hikik 4B KL SE P th—A> 1P Hitik, 5 HARZ % i
JH ik DHCP-OFFER ] 3R I£45 % 7 bt o

(3) EFEHYEL, B DHCP % i £ 1P Huhk (BB . i 5 2 & DHCP RS 2% %% 7 i R oK
DHCP-OFFER ##3¢, % J'uiii A #8525 — M 21 DHCP-OFFER #)#3C, 2R Ja LA ik 5 Xk ik
DHCP-REQUEST 3¢, %k {5 DHCP Hii45 %54 DHCP-OFFER ) 3CH 43 BL i) 1P M
i

(4)  #HIABYEL, B DHCP RS 288N 1P Huhl BB . DHCP li4s-#5 i £ DHCP % ) i & K1)
DHCP-REQUEST X Ji5, 4 DHCP % 7 it P IR 55 2 s EAT U0 NHRAE: dn A s
AP %% P g, IR A DHCP-ACK 3¢ 5 Uik [1] DHCP-NAK 3¢, F B hlibA R 7
e &R 1% Ui o

% P iR AR 2% 23R 01 () DHCP-ACK ff AR ST i 23 LA #1749 ARP )3T, FRIIE S

A ENL R ARSS 25 B ) 1P ik, SRR PR B 1] AT BT, 28 7 o A el . 5

M), % o 3% DHCP-DECLINE #3457 DHCP g 2545, FEEHr 135 1P Hidik,

IR M 2 rh A E 24~ DHCP e %%, [ DHCP &/ ol h i e 45 4b, ¢ DHCP JIlRg5 4 A ik

A3 C 1P bR ATy T 43 le 25 Al P v o

1.2.3 P AYFRLEH

DHCP JI 55 #% 73 Fe 45 7% ;- i 1) 1Pl By — e AR A IR (B B 320 Be ) 1P Hbhik), A I PR AR
IFLLT o ARG A I IR S5 2 W eliZ 1P Hutik . 40 SF DHCP & 5 i Ay SE 4k 4524 A iz ki, 1) DHCP
2 Uiy e B F K 1P HbhEFHZY

7E DHCP %75 (1) 1P itk R0 3 BRG] — - 22 A I I, DHCP %% 7 i 23 1] B 40 L 1P Hbhik )
DHCP Jlz %5 #% Fi. 4% & i% DHCP-REQUEST # 3¢, VAREAT IP AL B NFr . an % = diig ] LAARSEAL
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I 1P Hitik, T DHCP Al 4% 44[a] % DHCP-ACK 50, %11 DHCP % f itk B 354507 1P Ly i
B 1P ST LA AR LAT 6% i, ) DHCP J 55 24191137 DHCP-NAK L, il DHCP 3
ANBEIRAFHTIIALL -

IRAERLLI ) — Lo AT I [ HEAT AR L9 A E 2RI, DHCP % i e AE R 21 WIRRIA 2 7/8 I, T #k K
3% DHCP-REQUEST it SCHEAT4:4). DHCP JIj45 28103 5 A |, Rk .

1.3 DHCPH3 &=

DHCPA 8 FIKL IS, AR SC IR sUAARI,  FUR R S B IR (R 7). DHCP IS AR
P13 R, S T R BT IO

[E1-3 DHCP R3C#&=

0 4 15 23 .y
op (1) htype (1) hlen (1) hops (1)

xid (4)

secs (2) flags (2)

ciaddr (4)

yiaddr (4)

siaddr (4)

giaddr (4)

chaddr (16)

sname (64)

file (128)

options (variable)

FFBIAERE T

o op: RSCHHAERIY, 4 Jil RARSCRIMA N AR SC, 1AW SRR 2 MRS AR ST
KA options F-BLHH AR

e htype. hlen: DHCP % )" i (IR 2F M bk 280 K K

e  hops: DHCP it 3¢5 () DHCP H14k 14 H . DHCP 1kl LR &k —/> DHCP 14k, %5
Bt o Hem 1.

o xid: /AR — USRI ERE MBI, SRR IR — BRI SR O R

e secs: DHCP % /"t DHCP WK & i il HAr&A 1A, [FEh 0.

o flags: H—/NLUREAT REWI N FRIRAL, FRARI DHCP k45 i B 4 SR FH PR kil &) &
T RE, O R R, 1R R #5 HRIRHR AR .

e ciaddr: DHCP & /i ft) |P Hudik o 4n 5% /2 s A3 AR o] AR 1P ik, DURRE G 21kt =7 B
7B B 00 I BN T80 7 i B SN 2 11 1P Hidil .

e  vyiaddr: DHCP JIR%5#%7 Fign 2 F ui i) 1P Hhuhik o

e  siaddr: DHCP % ik HUS ShlL E A5 B IR 45 1P M.

e giaddr: DHCP 7 F'¥iij & HiE KR CF &I 155> DHCP H14% 11 1P Mtk

e chaddr: DHCP % /7 s FR s AF b hl
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e sname: DHCP & /i 3k HiUA shC B A5 B IR 55 4% 24 FR

o file: DHCP Ji%5#% 4 DHCP & F s 45 i 1) JE B e & SO 2 0k S s A2 15 15

e options: FEALKIEI TR, WEMICHIZEA., AR, DNS RS 1P Hili-. WINS fiik
25 9 (1) 1P Mo hiE e E A

1.4 DHCPi£IR

141

1.4.2

DHCPIEL & 4%

475 BOOTP (Bootstrap Protocol, HZ&t30) 3%, DHCP &% T BOOTP [ & 4% . DHCP
A1 BOOTP 4 A A [|] - B4R AE T (Options) 7Bt. DHCP 7£ BOOTP il 38 hnithag,
Wi Options 7B K52

DHCP F| /] Options 7 Befk s ¥ hilfs B M4 L E S50, Bk shZ& 0 BRI, R 25 7 e At
B 1 0 4 T A R

DHCPE i ¥ X K] 1-4 P .

[E|1-4 DHCP &g

0 7 15
Option type Option length

Value (variable)

DHCPE i 43

W WL DHCP &34

e  Option 3: P AT, IR E K% /- 3 43 FC (1) W9 G Hh bk

e  Option 6: DNS R&-#FEI, FkdaE b7 b/ B ¥ DNS k554 bl o

e  Option 33: FRAMHEI. 1ZIETH S 0 KA m CRIH 1R 48 bk #E & e
N EARFERD, ANRERI M), R ENZIETUS , KRB th R AR X s A B b, i
Option 33 il Option 121 [A]{77E, 28 Option 33.

e  Option 51: IP HuhikF L%

e  Option 53: DHCP il 528 k5, Fril DHCP W B3R,

e Option 55: KR ZHUHNEKIEIN . 27 ity F) FH 1235 T0Fe W 75 22 IR 55 4 SR EDOIR L6 g 244 i 5 2 40
I IT PN 549 5 i U SR (1) 2 50068 I PR3 T

e  Option 60: | FARPUEIN. &/ i A ZE AR R B CHTE M) B DHCP HR4s4% vT LLAR
LT 53 & i TR )i, S Lo Tl e Y L 1P bk

e Option 66: TFTP JIkR5s #4150, FHARIGE AE T i/ Fi i) TRTP k45 #eiis4 .

e Option 67: JABICHAAEI, FHRERE N/ i/ B 8 8 S04
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e Option121: Jo/rZKEk L. LI AL & 4L 0 JEF ARt CRIH (10 9 25 bk (1 R
AT A, AT LB HERD SR 41 D, & i B TS , K A 6 2 s ik LS oA % o o
L% Option 33 Al Option 121 Al A77E, 2% Option 33.

e Option 150: TFTP JIR5s#sthibade i, FHkdi o A% b s B ) TRTP k55 4% ik .

W% DHCP &I N4, 52 W RFC 2132 fil RFC 3442,

1.4.3 BENXHHEINER

AUGETF N2, RFC 2132 kA% —#E, 41 Option 43, Option 82 F1 Option 184. R TiIK

B g S LAPIE Ik 2.

1. T A EEBI®I (Option 43)

Option 43 Fx24 | R & {5 EIE . DHCP fil45#3F1 DHCP % F ' uiidi i Option 43 AC 4] R4 & )

&5 B

WA E ) DHCP % 7 sy, 1] LUE S Option 43 3RHK:

e ACS (Auto-Configuration Server, HZIECE 44 MSE, W4 URL Hihlk. H & F1%
i,

o JREIMLFEFRM, CPE (Customer Premises Equipment, )/ 'l#45) M DHCP k45 853k
%A 85, Bizfs B4 ACS, LUE ACS RS AL i kAT il & 12 5% . CPE
FACS PN, SN MG EHMBERERS” i “CWMP (TR-069)7,

e  PXE (Preboot eXecution Environment, FiJash#ATHED) 515 R4S a5k, DUEE 5t
PXE 5|3k 55 #3 3K B 3l 34 s A = 65 S

o fEJZEMZH, AP (Access Point, #:As) {E4 DHCP & /i, 1] LAIE It Option 43 3RHL
AC (Access Controller, #A#sHil#s) Hilik, LUE AP N AC SREUS 8 3 s A4 il 5 B o

(1) Option 43 #4 =t

El1-5 Option 43 #&3

0 7 15 23 31
Option type (0x2B) Option length Sub-option type Sub-option length

Sub-option value (variable)

T HRAERT P, BT Option 43 Sy % i 43l B %2 145 EL, Option 43 KA Fikmif e, @it

AR T F P 2 BUAS R 4 B 240 W ] 1-5 froR. i 2 A B SO8

e  Sub-optiontype: FiEIIRAL. H, FIEWEAE AT LY 0x01 E7x ACS S8 11k T, 0x02
TR MRS PBE AR TIET, 0x80 K7k PXE 513 R4S g bl 13 17

e Sub-option length: FIEIIAE, AELHEF LIS BRI F-RE D B B o

e Sub-option value: FIEIHE . ARZEEP LI, BUEM A AR, FEHNHES 0
T,
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(2) Option 43 F-3EIHUAE - BL 1 2

o  ACSSH LI HUAE T Beg X 15 1-6 . ACSIHURLMNE. 7 4 flss i K f np A%,
FANSE AR CENERIECY 0x20) BE T .

E|1-6 ACS SH T EEF R AIER

URL of ACS (variable) 20

User name of ACS (variable) 20

Password of ACS (variable)

o RSB R AR T IE I BUE T B N A IS RS (R AR

o PXELI'FMRSS A bk 0 ) HUE - Bt 2t B 1-7 o Hor, PXENRSS #5282 H AU
HEER 0; Server number 15 Fh A 5 IRIPXER 55 4 ik {2 H ;. Server IP addresses™d
PXE 55 #% T IPHL .

E|1-7 PXE 5| 5AR %S S5 Hhiit FiE T EVEF B A&

0 7 15
PXE server type (0x0000)

Server number

Server IP addresses (variable)

2. P4 IBERIEI (Option 82)

Option 82 FRk HH 4kAC R FIEI, 1ZEIic sk T DHCP % /7 i (AL B (5 .. DHCP H4ksk DHCP

Snooping ¥ %2205 1 DHCP % /' iiis & 1% 4 DHCP IR 45 2% 1) sk 3 S5 , £E1%4R S 3 In Option 82,

4% 4y DHCP JIR45 2% .

I AT LA Option 82 H3k453 DHCP % F i (A7 B AF &, LAMIEAL DHCP %/ 3,  SEILX % 1

Uity (1) 22 A R E 9 2545 ] . SCRF Option 82 ¥ e 45 23 T DAAR A 12236 0 ()45 5L i 72 1P bk R I Aih 2 5k

()53 TC SIS, AR T i 28 35 P Mk 20 P 7 5 o

Option 82 i Z ] LI & 255 Tk, #5751 Option 82, /b8 X —ANFik . Hurks

S FFANFIET: sub-option 1 (Circuit ID, HL# ID F3E1) 1 sub-option 2 (Remote ID, iz

& ID kI,

t1J- Option 82 N AW A G —Hag, AN R 8 & A 75 2 g T I 7 .

W4 I, Circuit ID (I BLR LA

o XM string NI A . sub-option 1 1K) A 282 B IR 4T R

e KM normal #ix{iH7: sub-option 1 [¥] 4 A2 F] DHCP % 7 b i sK AR SC 1145 F1 T J& (1)
VLAN ID BA K Hz %5

e KM verbose #ixUHA: sub-option 1 f¥) P4 20045 H P L& AT kRN, $21%] DHCP
& i SKRAR ST IR Lz 1 45 R4z BT JE ) VLAN 1D

Remote ID A A A LA T JLFh:
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K string #0175 sub-option 2 (1) 4 28 P C B I 4 £

KH normal #:X1H 78 sub-option 2 (1) P 752 #I5 2 DHCP % 7 i sk SCIR 1 MAC 1
fi: (DHCP Hi4k) sk % HIHF MAC i (DHCP Snooping).

K] sysname A 78 : sub-option 2 [N AR B& N ARG L IR W& RG AR LOEL
REME T sysname i AL E .

3. Option 184

Option 184 7 RFC "Wl AR B3I, F )7 ol BL A & SOz I b #5405 1015 B . W4 L, Option 184
Wi TS ey T i 4 B . B Option 184, W LASZILAE A HA1E S IIEE) DHCP & /7 i de it
T Y A A5 R

H i Option 184 SZHFPUANT-REI, ARE K 21 F -

sub-option 1: [ FFNYALFRES 1) 1P Hidik, FH AR VR A 09 286 U 42 sl K B FH R e 1 48 %) ik
4-f%. HATE X T sub-option 1 (PIZEIEIY A FE 2R (1) 1P Mhl kT , HAh Pk T4 A A 2%
sub-option 2: 7% F R4S 4% 11 1P ik, 4 sub-option 1 8 119 19 24 W70 b B 88 AN T TA B AN &
VEISE, DHCP %5 7 diig A HIAZ A8 045 58 1R 2% FH IR 5 A I 28 U Kb B2

sub-option 3: & VLAN 15 L, F5:EiE7F VLAN (£ ID }2 DHCP % )it & 75 238 B g <& 1
VLAN 1 415+ VLAN.

sub-option 4: [ ZMBEFERIFIYEE B, Fi5 e ARSI B 1) 1P ik 2 SLOCIR Ik 5
Bl SIP (Session Initiation Protocol, < UiAIaaAb ) F 7 22 (8] FAHIE AR I 6 i ) 1P kil A
P50 o 22 10X 5% IR L] Ak 85 R 46 FH IR 25 2R 3 AN AT IA I, SIP = my LAASE I oy 1P Rbhik &%
N5t B e 556 iy SIP P v I e A

1.5 HiHsE

5 DHCP ISR A

RFC 2131: Dynamic Host Configuration Protocol

RFC 2132: DHCP Options and BOOTP Vendor Extensions

RFC 1542: Clarifications and Extensions for the Bootstrap Protocol
RFC 3046: DHCP Relay Agent Information Option

RFC 3442: The Classless Static Route Option for Dynamic Host Configuration Protocol
(DHCP) version 4
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2 DHCPJR %523

2.1 DHCPRR& S

2.1.1

2.1.2

DHCPHRR %5 28 B9 [z FH EREE

6L R348 R T DHCP Hi 45 285K 58 i 1P Mkt 43 i«

o MWERFIBR, T UACE T EIR KM TAER, JFMfE LU AW 4 AT A b A B

o W ENEH K T XM SR IP Hihib A, ToiEsS B EHL /N EE 1) 1P Hihik . 41
W, Internet 22 A\ IR S5 BRI B B Il IR RHE N O O P 80H L P 2R sh 3R 19 H G 1P
pi| 8

o M HAT /DAL ML E ) 1P Huhik, K ZEEHLAA [ E ) 1P HuhkF sk

¥ 41E 5 MCE (Multi-VPN-instance Customer Edge, % VPN Sl [l /1 484 FLd 4 I, 7R

#% LA 'E DHCP JIRZ5#sIhfie, AMX AT LA M L) DHCP % P i /0 C 1P Huhil, 36 v] DLSEE A FA W

W DHCP %/ s Bc 1P udik, {HZ N WURIRAR 2 18] ANEFAM Z 8] () 1P Huhl =S a AN 5 .

MCE [{PFAIA 4, WS I “MPLS BLE RS ” H1i) “MPLS L3VPN”,

DHCPilt it

A~ DHCP Myl #4720 ] {53 C TR b 31k 0 099 2% 150 1 2 45 DHCP JIR 4545 Mkt v 4 25 7 3
ERIFA T 1P Ml 2 HA 24

1. Heht AR B AR

it k5 R 7 S DU JLR: AR 1P Hihb, BRI R S ) MAC HhbEER i 1D
5P SR 73, SEDUA R E (% 77 S 2y Bor 52 (K 1P ik ZhaAiee 1P Mk, BI7EH bk
fi € AT AL IO 1P Mok B, B0 i 1P ki s B, Dbk YE T T A IR BE 1P Rk,
ISR IZE T i o

FEH IR R TR O 1P MBS R, A A LR

(1) bR E A EREBG IPRAZ BRI 2 A LG
ZAMIEE LR b B A B 1P HUEVE I CASEHhEYE D M2 A4 DHCP I 2K
BCI) 1P M hkJE .

DHCP ik 55 #i il d 5E SL DHCP 28, S i AL 5 A 1F IR 20 7 i 2 O 28 S ks 61 1 1P Stk
DHCP fil 2% 2 i 45 2 7 s A& R SRR SC, )W DHCP % 7 i JT Ja& 1 FH P 28 o AN 7 28 m] LA
ZANVLECAAT, R 2% b AKX DHCP 3 SRR SCH AL AR —NILEL A, sl 1% 7 i 1%
AP 8e fEahb R, W DO AN B R 258 AN R (B . 2R DHCP 25 i T2 AT
JE, WIAAZHT P SRR bk A 2k P it o BC 45 % % ) i o

RIW AL BT O, ke B T«

o fZMMuhbM N P S UEVE I EC BT, FF DHCP %/ i A - 2R EA T UL -

o HUR DHCP 2/ diiJg T A 2, WIMAZ ] 2R ik v B b ket ik 7 e 45 %5 ) i o
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WUAZ T P b B T Rtk BREEDURL R — AN 26, W VERC _F i o 2
HHE B A T (A B Mk, DA 2 St 05 e PR L2 25 o

4 DHCP %/ 3 A& TAEfT A DHCP /™24, W4 Mkt 8 24 23 1 fy 1P M ik 31 ] Gt
it address range Al E) ik PEHbhESM AL DHCP % /3

W EENZAS AN EC K P LT Pyt 2 IR M, B A G B DA I 1P b HES I,
HEZPC R, B DHCP w4528 Joik i DHCP % ) i 43 i Hiu kil o

Z

B A Mo bk 55 B N 4G e AR SRR, T35 2 09 MR, TN sk o BeiZse B A e bt

)

ik dE S — AN EMBL IFRE 2 DR B

KA Al 7 e s 2N, bR A B ST At M B b AR W] R R 1P Stk
AR EM B G 1P ik, U Bt B AR B R E B, MR Sk R S
1) 1P Mkl

2. Mkt By EX R
DHCP Jl45-8% Jy %5 1 i 20 i 1P Mk iy, iyt (32 56 S D) 4 s

1)

(2)

3)

WURARAERG 25 P 3 MAC Mtk EE 2 P 1D 5 1P Mk A 40 sE i bk i, WGz b, 5f
VAR E 1 1P Rbhab 0L A 9 26 255053 I 26 7% ) i

WHRPCE] DHCP RIS R 0 5 7 3N bk, Itz hl, A iZ kit s as Ee
[P i1k R Ay 99 28 25053 L 45 7 ) i o

WURATEAEFR AR E Ml i,  H A3 DHCP 3 KR SCI 3 A 51 kb, 00)32 Ji LA
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(1) W BEHEATILIC,  JF R ap A T T 1) 3= 94 B Jross B (R ikt . G SRS TURC 30 W B, )
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% i A 24 1) DHCP-DISCOVER #1301 Option 50 “FBtHE 2 1 IP #iuhilk. Option 50 k% /7 st
TR IP Mol (Requested IP Address) , % 'iiill ik 78 DHCP-DISCOVER . 3 HRs
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2.3 FLEDHCPHAR S 22 A tthiit it
2.3.1 DHCPHR&Z Sttt ith it EE S BN
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Al EDHCP it Wik 2.3.2
JC N 5 g 3 lC TP R 2.3.3
JiC & DHCPZ -~ wiig At F (1) 194 G b il 2.34
fiL & DHCPZ -~ mig Al H (135 44 i 4% 2.3.5
fiL & DHCPZ -~ Hig it F (1) DNS i 557 bl 2.3.6
fic & DHCP % /7 sty 4 F I WINS IR 45 28 Hu i RINetBIOS T 257 2.3.7
B H—
L& DHCPZ 1wl FH I BIMS IR &5 %15 B 2.3.8
lL & DHCP % At F I TETP IR 5 s Mkl &% Ja 3 e 4 2.3.9
B E DHCPZ 1wl FH (1 F — /MR AL IR 55 1 IR &5 w1 P b bk 2.3.10
il & DHCPZ "t FH (1) Option 1844k 2.3.11
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2.3.2 fIEZDHCPhiitith
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2.3.3 BEEAZE Pk ECAYIPHELE

NIVZ

N
2F—A~ DHCP #bhb =T VAR BT B B # At T 3 7 X Ash At B 2 7 X, Sh A5 25 X0 h
—NERNEZ NI EF— AN EZWNE S ANAREFAF, B P TURELRE SR, RFELRRGHE
Wit E 7 R, Bl — Ak b REER) At B B WAt 3) Ak 32 5 X,

1. ME—NEMEZ M SEE s ASit it EE AN

FESLCAL N T, 75 2R AN RBCN BOANRI 3 i, 20— RO Sl 2 AN TR] f8 h dak v L o
UBEF, T LA A v ki) o FUU G R (1) DHCP I 28, e kit Py S AN R  FH P 2RB0 AN ]
(R hESE I, T SEB A 4 R R i o3 O 8 Y Bt ik . AR AL T, W AR — A dt
HEYEHL, A ANUCECARfT ] 2R % 7 i 2 e 4 i A ik e RN B A S, AN L
BCATATT 7 2100 %5 7 S oA SRS 1P Mk

U RAN T BR3P i EAT 39S, iy A 2 BRI W B A vl oy BE (R sh A sk Y T, 00 ey DU G 2 S
82 (e EIPTTREN Lo WA BN bR e 6

Fx2-4 BE—NEMEZ MBS EE AR

1BRIE

A
AN <

AR

BENRGHE

system-view

SUEDHCP A 2%, FEHEA

dhcp class class-name

AL, AFAEAT /A DHCP
IIRES

DHCP ] 2K 4L IE fEHhEI R, 75 £ DHCP ] ™
RARE thakJa Iy, bk
" o rule rul ) ) AR, WAHREDHCPH
, g - if-match rule rule-number option P4 [ UG B )
ﬁﬁEDHCPmF%EJ@EEM option-code [ hex hex-string [ offset offset - . I .
s length length | mask mask ] ] Eﬂﬁi{f/ﬂiT’ i 5 ) DHCP ] 7
et b, Ay hik
BRIRFEMA quit -
JE i hE AR A dhcp server ip-pool pool-name -

fic F DHCP I Lt sh 245 73 Fid
B3 R B

network network-address [ mask-length |
mask mask ]

BRAETEOLN, BOATCE M B

CAJae) i B A IB Eh 7S 0 AT
HIIPHLHESE L, B2 bk
il

address range start-ip-address
end-ip-address

BB, BT E S A
1P kv ]

CAl3%) Wic B DHCPHhE Yy
{8 EDHCPH F KB A4
PP Hb 3 Y5 [

class class-name range start-ip-address
end-ip-address

BRATEN T, WARENTEE
DHCP ] )" K82 73 e A 1P s ik
0 H
classir 4 H¥5 & MDHCP A
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e m, TN P RS
i o [ b
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Bk (AL A1 AT 24T B
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BTSN, IPHihEAR £ 800
R IR

(Al3%) 1 B DHCP ikt rp
A2 5 Q8P L

forbidden-ip ip-address&<1-8>

AT, DHCPHuhEh A )
FraIPHbL# S 5 A )4l

BRI RGN quit -
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SITCI P HE 1

[ end-ip-address |
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Z
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ABE; woR % RKIAT class G4, WA SAH P EIBERR AT E; 3 AMAT

forbidden-ip 4>, TWABLE 2 AN FA45 A 3o b IP sk,

o /£ DHCPu.itieANE Fid it forbidden-ip 4B E R AL g shaBee) IPHALE, RA HAT60k
AL RS S BLiX e |P sk, AR AR AR SR FT A 4 FeiX 2k |P 3 dt; i@ 1d dhep server
forbidden-ip 4432 R A5 A FhHBety IP ik /s, B bbb AR R 4L 5 BriX & P dbilk,

2. EEE—NEMEREZ MMM RS EE AR
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BRIE W 15t BB
ARG system-view
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Ji¢ & DHCPH b i B2 7 e Y 32

M Ex

network network-address
[ mask-length | mask mask ]
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i

(A% MeEDHCP ikt sh &

Fic (7 AR B

4y network network-address

[ mask-length | mask mask ]
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BEZNASHAZ) ST IPHIEE
BRI RS quit
AL R, FRDHCPAR S 2 1111
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AL RS S BLiX e |P sk, AR AR AR SR FT A4 FRiX 2k |P s dt; i@ 1E dhep server
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I3 TCHEE 1) 1P Mk

o BRI HUEE S 1P bk e . Y B AT MAC HUhE R i F P kR, DHCP iR
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2.3.8 BEEEDHCPZE Fin{f HBIBIMSAREZHRBEE
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400 WA AT AL A4 RITFR A58 4E, DHCP R4S %% 5 224 BIMS IR 45 #5110 1P Huhik . ity 115 DA
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$#2-11 FiiE DHCP X Fis{EAl BIMS FRE R4
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WANRGAE system-view
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(1) WHRAETHEBIIN, R AZPRKAAT up RS CAnHaa VLAN X IR e L el =R
PLRMHZI) B E h DHCP % )i, 1) DHCP iR 45 #83K B 1P Mkl &% Jim S 3K B e & SC2F
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$2-12 BLE DHCP Z Fim{EFAY TFTP IR S8t R B e 33

HR1E we 1t IR
HFANRGME system-view
Ut NDHCPHbutE AR ] dhcp server ip-pool pool-name
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fic & A DHCP 2% /= iy 43 e 1Y) JEd : . BT, WHEE JDHCPEK F' i 4
LN, bootfile-name bootfile-name B 13 2 S04

2.3.10 BCEDHCPE FPim{E R T —MEHAR SRR 5522 1Pt

WAAE A SN G, W RE TR B n) Fo LU IR 45 8 sk IO A IS AT A B 6, B TFTP R4S 2% 3 B id
T AR E T LAY E DHCP JIR45-48 4 DHCP & /7 i 4 e i K — /MR S5 (R IR 525 1P #h
HE,  DME 2 50 58 35 U7 FZ RS 2%, SREULELI{E B

3<2-13 & DHCP B Fim{ER BT —MEMIRZHIBRSS25 P it

RAE W 15 R
HFANRGME system-view
Ut NDHCPHbutE AR K] dhcp server ip-pool pool-name
fic. & DHCPHuikith JyDHCP % BBEDL T, WAL EDHCPHhEE N
P e — AN RS | next-server ip-address DHCP% ity 43 B () F — /N IR 25 11 IR
K55 B 1P b 2% 4 1P

2.3.11 BZEDHCPZE Fim{E FBJOption 184 S#{

KT A B A E S RS I DHCP 2 /2 i fe % 7 i ik DHCP AR B IP HbHE (1) [7) Isf, - $REN 2585 W 1Y B 75 16
MG R, FHEAEDHCPRS #% |- i & Option 184. Option 184 WZAEMTEMN4, SN, “1.4.3
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%2-14 B E DHCP & Pii{# F ) Option 184 &4

#HR1E

we

L RA

BENRGHE

system-view

A\ DHCP b1k th HE 1

dhcp server ip-pool pool-name

PC T ) 4 I Ak LG5 £ 3 i

voice-config ncp-ip ip-address

RGN, BOATCE P2 I Ak
PR
SUATCE T W28 gL AR BE 25 1 b
Ik, HABRCE A AR

CRIE) 0 3546 P A 55 4 ) s ik

voice-config as-ip ip-address

BAETROUY ARG % TR 55 45
i

(Al3%) M EE = VLAN

voice-config voice-vlan vian-id
{disable | enable }

BRAATEOLT, BARLEE & VLAN

CAIk) WE A Bl ke B iy
T

voice-config fail-over ip-address
dialer-string

ALY, ARG B Bk
FE P IU %

2.3.12 HENXDHCPi£In

%

R’

B &L DHCP it J by, BA) R F 42, Ao E45IRT fe 2t DHCP 49 TAf TRE R TR, &

AR R T e

AL E ) DHCP JIR45 2844t 7 Ry LI & 77 2, 145 DHCP JIR45 43 vl LUy DHCP % F i $ it
FNFEE RN . LSO, o] DU A4 B2 X DHCP 3£
. Btir DHCP AW & &, Bilt) DHCP &4t . 1f i 5 2 X DHCP #£30, n] LUy fdih

W AnE k) DHCP & 17

o TR, RFCHEATE ME. | 1wl LRSS i 25 E SGET N 7%, 4l Option 43,

Wik [ X DHCP 3635, #] Lk DHCP %/ s fit ) i85 s .

P bR T AT PRI TN B A (I gateway-list. dns-list #74), X T%A L4
KAL) DHCP &5, v LU option Ay A BLE LN . i, wILL@st option 4
ip-address 1.1.1.1 #4245 5& & DHCP %5 /™ it 43 e i I 1) JIR 45 #s ik hy 1.1.1.1,

PR CA ) DHCP B . 47 3t 7 ek e B P J5R s (Lkami@id dns-list fir4- i
Z W AEMLE 8 1~ DNS e g7 titil, Wit /75 EEh0E ) DNS g5 a bk H KT8, ik
AoV A2 T KD, wIRUE I F o X DHCP I T 77 AT H

%2-15 BEX DHCP £l

#R1E e 2R
ARG K system-view
HENDHCPth It 40 P dhcp server ip-pool pool-name
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1BR{E we AR

option code { ascii ascii-string | hex
H & X DHCPL I hex-string | ip-address AT, A AEXDHCPIED
ip-address&<1-8>}

%2-16 = H Option B &15% AR

RIS IRTZFR MR A E M2 #EFERY option A4 S8
3 Router Option gateway-list ip-address
6 Domain Name Server Option dns-list ip-address
15 Domain Name domain-name ascii

NetBIOS over TCP/IP Name . )
a4 Server Option nbns-list ip-address

NetBIOS over TCP/IP Node

46 Type Option netbios-type hex
66 TFTP server name tftp-server ascii
67 Bootfile name bootfile-name ascii
43 Vendor Specific Information - hex

2.4 EFDHCPRR%

HA A H DHCP k455, e ) DHCP 45 2810 & A4 REAE XL
%<2-17 |2F DHCP BR%%

BR1E we EER
ARG system-view
J3 JTIDHCP I %% dhcp enable BB WL N, DHCPIRS b T2 1HIRAS

2.5 BcEEDOT/EEDHCPAR 55 281250

fiC'E$2 1 TAELE DHCP IR &Stz , M8 3] DHCP 2% ) i & K (1) DHCP $i) SCH, 5 A DHCP
45 28 i M kb oy i s b 25 S 8

#*2-18 BELE# O T1E7E DHCP ARS S/1E

HBRIE we )]
ARG system-view
HEANFE LK interface interface-type interface-number

FAEOUT, e AR

fit B O TAEAEDHCP R &5 #4558 | dhcp select server DHCPJE 2622 5t
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2.6 BcE#OS| Attt

QU A, JFEAEHE 5 IZ RS, 3 DK R DHCP #55K, RIS A % 7 i 73 BC A 40 5E 1
IP Ml WPRAFAERSIE R 1P Huhk, UG R ki s £ 1P bk 7 o 2e %) i

#F2-19 ECE#O 5| Aitbutit

BRAE we LA
HANRGHE system-view
AN DAL interface interface-type interface-number
BEIEDLT, B 5 AT k.
fic & 42 5 Fl#uhikits | dhep server apply ip-pool pool-name S OB AT AE, B S
TSy ek

2.7 ELEIPHuE H 3846 Th Ak

JB Ak 1P HuhE A AL S SOtk i 5E, DHCP k4528 8 257 v 4 FC ik i, 75 25 iz k647
TR

DHCP fil 452 (1) Rk 45800 & 38 ik ping DHRESZILM, 38l AL I 2 75 Ae 7E g 7 1 7] P 7321 ping M 3ok
I AEAEHRE PR 9 . DHCP R 4595 K% H bk > £5 43 B Huhk () ICMP L2 A8k 4000, Wik re
Fi a2 B ) P S [ g S 4 S, UK A A7 AE HU bk ph 58 o DHCP 45 4 M b ikt Hh 26 3887 1 1P Stk
HEE LR W AEHR @ i i) A B 3 B SR SC, AR SE 3% ICMP Rl 8iE ki e, B
B A I% )R] Sk s 4R SCE H IA B 5 KA o W AT AR A W R [m] 308 i Y S, DD btk 53 C 45 25 ) i »
M DR %5 72 S SRA 1) 1P ki —

DHCP fili 45 #id ik ping 45 /E R AT I 15 & LB Mkl ph 58, 1) DHCP 4% 7 i JUDE ik % 3% % 2% ARP 4R 3C
DN 15 R LB M Bk ph 58

F£2-20 BLE IP Hbhbim =AM ThEE

B®RIE we 1t BA

HARGHLE system-view
BRI  DHCP RS # K32 h] fak 17 Kk
o KHE bl

(DR EDHCPR %548 K i%]5] | dhep server ping packets _ )

iSRS Rk number 0FR /~DHCPJK 45 23 K5 1Ptk 7y B 25
DHCPZ% /ity 2 1if , A4l ping i /E 44
Mz 2T b e

B L T DHCPIRZ 48 4 ] G 5

~ RIS ] A] 5 50022 75
(AR E DHCP R 55 4555451 | dhep server ping timeout T » g e
58 R S P R N B ) milliseconds OﬁmDHQEEB’E%‘EhIPi@{L ;j\ga,ﬁ
DHCP% /it Z T, ANoxillid ping#fAEHR
IURES LR PR LIEN
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2.8 it EOption 82B4LIE A =

WAL & DHCP HiR45 240 3E Option 82, )24 DHCP ik 45 #3747 Option 82 [k 3, & 7Em
N 3L 5T Option 82, I 4% /i 4 e 1P Hihik 4545 B .

R fiC E DHCP fil 45 %% 2% Option 82, )24 DHCP iR 45 23U #5747 Option 82 ({4 )5, AEHE
i W 4 SC A Option 82, HUob % i i 1P Mk 2545 S .

J{fiOption 82 LhREIE W M H, FFZAEDHCP/R%S#s MIDHCP 14k &R HEATAH N L & . DHCP 14k
FrOption 82 IfEMIMI LA EiHS, “3.3.6 i EDHCPH 4k % £ Option 82 IhAE”.

%£2-21 BLE Option 82 BYALIEA R

BE we WEAR
HEAXRGE system-view
I & DHCP i 4% s Ab ¥ . . BB LT, DHCP RS 28 kb 1
Option 82 dhcp server relay information enable Option 82

o

2.9 BCEDHCPRRSZ H#FHA

29.1

2 DHCP %) (AT A AT & REC FRUIE R, O T 52 MeA, #EEE DHCP 454 He Ak ol

At
BCEDHCPAR S BRI LT AR E B 15 KR

— MR ULR, A DHCP i RS ) #E bR &N R 1 %, DHCP B4 484 4 LA &1 7 Xk %
PR o iR DHCP 25 iy A% I E SKAR SO | AR AL A 0, HAZZ /o AN SCREEMC % 11 Y
ZARIC, AT DABC S DHCP R4S 2% 2SR SRARSCI) FAn B nr, LR LA 3k 7 R IE N R SC .
MO 1P HubE & o A R SRR S CRIRSCH ciaddr B O), JEig /275 )5 H DHCP
25 A5 0 3G [ N SC T RE, DHCP iR 2% 2% 8 2x LA SRR B 20K [ B4R SC R %45 DHCP % i (EH
Ak >y ciaddr) .

iE R SCE L DHCP H 4k & ) DHCP %528 (B4R SCH giaddr FBA K 00 B, L2
Fl DHCP JR %5 85 101) #E I N 4 SCTh E, DHCP 45 %l 4 DA% 1 20K 9] B 4 S0 R %4 DHCP o
4k CHVH fshhl 4 giaddr).,

3<2-22 BLE DHCP BRE8BMRLUT BAR B EFKIRX

BRIE we AR
WANRGAE system-view

AL, DHCP S5 S A i sk
dhcp server always-broadcast S iR bR ALK e U e
R T R N R S

Ji FIDHCPHR 25 25 1)) 1%
(| )3 e SC T
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2.9.2 BLEDHCPARS 2 ZIEBOOTPIE Xk

BOOTP %/~ iy Hi i 2 A kAL 25 TEBRIYI KT o AERCLEAL BRI AR, T REANAY Bt BTG BRIy s i
L. M, W LB G E DHCP k454 2% BOOTP 5K 3C, i b 43 1ic JG BT (10 M k- FH 24

%2-23 B E DHCP fR55 887288 BOOTP ik 1R

BE we WEAR
HANRGE system-view
P & DHCP i 45 2% 2% : BeE LR, DHCP RS 282 2
BOOTPi% k4 3 dhcp server bootp ignore BOOTPi% it &

2.9.3 FEEDHCPARS 22 LIRFC 1048 ¥ EHIME N K I1EBOOTPR & 3R 3T

HLEBOOTP & 7 i A2 IR SR SCH, vend 7 B 1A% XARF & RFC 1048 (125K o 6 TIX Rl 3,
DHCP Jil 25 2% (k44 Ab 3L 7752 AT vend T BN 2, #RSCh vend 7 B i) 3 2545 DL 15 4 5C
T vend F BRIV 45 BOOTP %% /7 bify
J& Fl DHCP Iz %5 #5 (1) [0] . RFC 1048 % XAk Ky REJG , A T IX kg AT & RFC 1048 ZEK 4R 3L,
DHCP IR 2% %% 256 75 B2 0] B (3 T LT & RFC 1048 Bk kg,  H12 30 B &4 S0 vend FEL,

FfAI N4y BOOTP % /7 b
$2-24 BLE DHCP BR%588LL RFC 1048 #

ERHE &% BOOTP M &R

RAE W 15 BB
SN system-view
g UL N, DHCPHRS: 250l W RFC
Jii FIDHCP iz 2% #5181 B 10484% AR T T e kb T K AR AS

RFC 1048#% R 3 Uy fe

dhcp server bootp reply-rfc-1048

AR E AR P il BOOTPH L
FRIE A 0 i Lk I 2%

2.10 B EDHCPAR S5 28 & 1XDHCP3R 3L BIDSCP{L K

DSCP {55 ZH RAR DR SC B 5 (LG5S, Pg IRCAL R AR FE S -

AR 55 28 A 3% 1¥) DHCP 41 3C [ DSCP {1t 562

F2-25 FiE DHCP BR%5 88 %1% DHCP R 3B DSCP i %2k

TEAHC E nl LR %2 DHCP

1RIE

A
aF <

LRA

HENRGHE

system-view

fil & DHCP /IR %5 2% & 1% DHCPH

W IDSCPL L

dhcp dscp dscp-value

AL, DHCPRS: #% Kk i%
DHCP#R X [)DSCPA 5t 4 4156
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2.11 DHCPBRSS 2 B /~F04E 4

\l/

R
DHCP k4% % 2 1% F reset dhcp server ip-in-use ¢4~ R A2 /5, DHCP k%% £ G EIE
AL &, BT B P st RA ML 45 RIEDWIEL, B P T ZEH P IP sk,

RN EIRECE G, BB FAT display iv4 A LLS /S ECE 5 DHCP RS s (i 4 s i, 8
A E B s B UERC & AR .

EH PR R AT reset fir2E B DHCP JIRSS 85 19415545 B

32-26 DHCP BR% 88 E /A4t

BRAE e
B/RDHCP ki 545 & display dhcp server conflict [ ip ip-address ]

display dhcp server expired [ ip ip-address | pool

SR 2R R 0 £ Soakname ]

B 7RDHCPHE 1L (1) 7% PR i hk A7 5L display dhcp server free-ip [ pool pool-name ]

R DHCP b 12 display dhcp server ip-in-use [ ip ip-address | pool

pool-name ]
W RDHCPIR 4538 M4 15 15 display dhcp server statistics [ pool pool-name ]
5 7R DHCP bkt 475 L display dhcp server pool [ pool-name ]
TEBRDHCP [tk 5345 12 reset dhcp server conflict [ ip ip-address ]
T BRAL L3 I k48 8 15 B reset dhcp server expired [ ip ip-address | pool pool-name ]

reset dhcp server ip-in-use [ ip ip-address | pool

iR DHCP 9 IE SR 5 M 452 12 1 ot nama]

T BRDHCP IR &5 #5415 1S reset dhcp server statistics

2.12 DHCPHAR %5 =8 Ba BY it & 2645

LI DHCP 41 77 2T LSS A 9K

o DHCP JIRG#F1% F i hr TRl —/NW By, BT DHCP R SCIAC T

o DHCP 55z AL TANF R By, 2568k DHCP HR 4k sl 1P Mk i) 7 1ie .
TEAEMEAHE DL T, DHCP R 4% 2% (0 fic B #8217 Y

2.12.1 ER7SYB7E Hutk 8 B fr 2 5645

1. tHMEE K

Router B #1 Router C % A/ k DHCP 7% /i fil BOOTP %) uii, M DHCP ik45:%% Router A 3REX
FRASY R 1P Mk, A ARS 2%, RSCHLE .

Hor,
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e  Router B [{j# ] GigabitEthernet2/1/1 ()% /i ID K
0030-3030-662e-6532-3030-2e30-3030-322d-4574-6865-726e-6574-302f-30;
e  Router C [(J# 1 GigabitEthernet2/1/1 [¥) MAC Mkl %: 000f-e200-01c0.

2. tAM[E
E2-1 F#7SYRE Mk 2H W E

Gateway

10.1.1.126/25

GE2/1/1
10.1.1.1/25 10.1.1.2/25 GE2/1/1 GE2/1/1

Router A Router B Router C
DHCP server DNS server DHCP client BOOTP client

3. BT
() HBCEROM P Huhk

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 10.1.1.1 25
[RouterA-GigabitEthernet2/1/1] quit

(2) [ic'® DHCP JiR%

# J3 ] DHCP iR%%.

[RouterA] dhcp enable

# WL B % 1 GigabitEthernet2/1/1 TAF4F DHCP R %5 244 = o

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] dhcp select server
[RouterA-GigabitEthernet2/1/1] quit

# G DHCP Hifkith 0.
[RouterA] dhcp server ip-pool 0O
# fic B R #9877 A Router B 23 JiC IP Hiuhil .

[RouterA-dhcp-pool-0] static-bind ip-address 10.1.1.5 25 client-identifier
0030-3030-662e-6532-3030-2e30-3030-322d-4574-6865-726e-6574-302F-30

# i &R s g8x )70 Router C Z3ic IP Mkl
[RouterA-dhcp-pool-0] static-bind ip-address 10.1.1.6 25 hardware-address 000f-e200-01cO
# MBI S5 A L.

[RouterA-dhcp-pool-0] dns-list 10.1.1.2
[RouterA-dhcp-pool-0] gateway-list 10.1.1.126
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4. WERLE

fic & 5¢ 5, Router B Fl Router C 1] LI DHCP fli45#% Router A 435 H1ii5 £ 1P btk 10.1.1.5 fil
10.1.1.6, FEFRBUAHSCMLIC & S8, Wit display dhcp server ip-in-use fiy4 1] LA 5% DHCP fIi
G5 A8 A i Ay O ) 1P ik

2.12.2 Eh7s4yBe bk 8 B fr 2 5645

1. A FEK

Y4 DHCP IR 45 %411 Router A 24 B¢ 10.1.1.0/24 FF % i sh A B 1P Huhik, iZ kit 9
BYr AW TR B 10.1.1.0/25 F1 10.1.1.128/25;

Router A IPANLLK M L, GigabitEthernet2/1/1 I GigabitEthernet2/1/2 fy ity i A
10.1.1.1/25 #11 10.1.1.129/25;

10.1.1.0/25 [ Bt P4 (Pt b FR A B FR S 10 K 12 /NI, 3844 J5 4% 4 aabbcc.com, DNS Jli 4% 4%
Hihik Ay 10.1.1.2/25, WINS R 45 284hhl 4 10.1.1.4/25, RSl 10.1.1.126/25;
10.1.1.128/25 M Bt P (kA BARR 8 65 %, 3844 5484 aabbec.com, DNS Jr 552 Hiudil o4
10.1.1.2/25, J5 WINS %5 ss b, WG Hht % 10.1.1.254/25.

2. A&
[E2-2 DHCP AW &

Client WINS server Client Client

10-1.1.4/25 GE2/1/1 GE2/1/2
@10_1.1_126/25 10.1.1_1/25%10_1.1.129/25 1011254/25@

Gateway A Router A Gateway B
10.1.1.2/25 GE2/1/1 DHCP server

Router B . .
DNS server Client Client Client

3. EBESE

(1)
)

fic & DHCP server %4 LY IP Huhk (#%)
Ji & DHCP 4%

# J3 Fl DHCP k%5 .

<RouterA> system-view

[RouterA] dhcp enable

# fid & 2 11 GigabitEthernet2/1/1 il GigabitEthernet2/1/2 T.{f 7 DHCP K45 25 :L.
[RouterA] interface gigabitethernet 2/1/1

[RouterA-GigabitEthernet2/1/1] dhcp select server
[RouterA-GigabitEthernet2/1/1] quit

[RouterA] interface gigabitethernet 2/1/2

[RouterA-GigabitEthernet2/1/2] dhcp select server
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[RouterA-GigabitEthernet2/1/2] quit
# NCEAS S AR IP Ml (DNS Z45%% . WINS 452 F M Sk ) .

[RouterA] dhcp server
[RouterA] dhcp server
[RouterA] dhcp server
[RouterA] dhcp server

# I’ DHCP Huhikith 1,

[RouterA] dhcp server
[RouterA-dhcp-pool-1]
[RouterA-dhcp-pool-1]
[RouterA-dhcp-pool-1]
[RouterA-dhcp-pool-1]
[RouterA-dhcp-pool-1]
[RouterA-dhcp-pool-1]
[RouterA-dhcp-pool-1]
# i DHCP Hihitkith 2,

[RouterA] dhcp server
[RouterA-dhcp-pool-2]
[RouterA-dhcp-pool-2]
[RouterA-dhcp-pool-2]
[RouterA-dhcp-pool-2]
[RouterA-dhcp-pool-2]

4. WEECE

forbidden-ip 10.1.1.2

forbidden-ip 10.1.1.4

forbidden-ip 10.1.1.126

forbidden-ip 10.1.1.254

HI2K24 10.1.1.0/25 BB A %5 7 S 23 iC 1P ik ol 26 1 B 25 4
ip-pool 1

network 10.1.1.0 mask 255.255.255.128
expired day 10 hour 12

domain-name aabbcc.com

dns-list 10.1.1.2

gateway-list 10.1.1.126

nbns-list 10.1.1.4

quit
JI2K 24 10.1.1.128/25 W Be A 1% 7 Siig 73 HE 1P ik R o) 2 1L B 2 4
ip-pool 2

network 10.1.1.128 mask 255.255.255.128
expired day 5

domain-name aabbcc.com

dns-list 10.1.1.2

gateway-list 10.1.1.254

fic & 5E 5, 10.1.1.0/25 1 10.1.1.128/25 W B )% F it i LA DHCP Ik%5 %% Router A Hiif 2141
N R4 B 1P ikl R 24 i B 240 it display dhep server ip-in-use 4 i LA A% DHCP k45
PN A 1P Mk

2.12.3 AP B E 24

1. AR EEK

e  Router A 1§ DHCP H4k#4 % DHCP # 3. 7F Router A _[fit & DHCP 14k 57 £F Option 82
TiRE, fif3 Router A BEfE ) DHCP %% v &2 1) 18 =K i SCH8 in Option 82.

e Router B /) DHCP IR %% % A% i /3 e 1P ik R A M 25 it B 240, 40 iR Router B #21%
BRI KRS H Option 82, WX i 7 Bl Hbdik Y6 [ 10.10.1.2 £ 10.10.1.10 1 IP
Hodk o

e Router B Jj 10.10.1.0/24 W% B P (1) /7 3 73 B () DNS [z 454 i >4 10.10.1.20/24, 9 51
Huhik >k 10.10.1.254/24.,
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2. tHME
[E]2-3 DHCP FH P24 M [E

DHCP client
GE2/1/1 GE2/1/2

10.10.1.1/24 10.1.1.2/24 .sz

Sl GE211/1
10.1.1.1/24
Router A Router B
DHCP relay agent DHCP server
DNS server Gateway

. EMEVE

(1) Fd'® DHCP server &/ E L 1P Huhk (B%)

(2) FLHE DHCP %

# JA3 1l DHCP Ji%s, HId % DHCP IR %% kb3 Option 82 15 E..

<RouterB> system-view

[RouterB] dhcp enable

[RouterB] dhcp server relay information enable

# WL B % 1 GigabitEthernet2/1/1 TAF7F DHCP R %5 244 = o

[RouterB] interface gigabitethernet 2/1/1

[RouterB-GigabitEthernet2/1/1] dhcp select server

[RouterB-GigabitEthernet2/1/1] quit

# 0 DHCP A7 26 tt, BB UCECMZR 5 1, VURCHE RIS a5 Option 82 ¥ )7 bify o
[RouterB] dhcp class tt

[RouterB-dhcp-class-tt] if-match rule 1 option 82

[RouterB-dhcp-class-tt] quit

# G4 DHCP Hbudikith aa, FACEHHEIE AR P26 ot (b bkJa e & OGN DNS iS5 S 1t ik .
[RouterB] dhcp server ip-pool aa

[RouterB-dhcp-pool-aa] network 10.10.1.0 mask 255.255.255.0
[RouterB-dhcp-pool-aa] address range 10.10.1.2 10.10.1.100
[RouterB-dhcp-pool-aa] class tt range 10.10.1.2 10.10.1.10
[RouterB-dhcp-pool-aa] gateway-list 10.10.1.254

[RouterB-dhcp-pool-aa] dns-list 10.10.1.20

4. IERCE

e & 5e MU, 10.10.1.0/24 WBLV % siid i FH P 283 Bl 77 20T U DHCP JIk45-#5 Router B HIiE
FAT N RS ) 1P Mol A 4 il B 2%, {1 display dhcp server ip-in-use fiy4 Al A&
DHCP JIk 55 #% & 70 BCHY 1P M.
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2.12.4 F AW EL BRI FL & 24451

1. AR EK

e 1Fh DHCP %5 2511 Router A Jhy Jaida % 7 (1) 2 P i sh A 20 B 1P sk o

. DHCP Ji 4528 kvt F A5 B AN 9 B (k. 10.1.1.0/24 F110.1.2.0/24, 4 10.1.1.0/24 W B
B NHbE S, DHCP RS- 224842 M 10.1.2.0/24 W Bk $8 1P Huhk 4> e 45 %% 7 i

. Router A 24 W Bt 10.1.1.0/24 N A& i 43 BC H X S ikt 24 10.1.1.254/24; W B: 10.1.2.0/24
N PR3 i 20 B BT I S b ik 4 F10.1.2.254/24.

2. A E

El2-4 F MW EELE M &

Router A
DHCP server

GE2/1/1
10.1.1.1/24
10.1.2.1/24 sub

DHCP client DHCP client DHCP client Gateway

3. EESE
(1) Hd'® DHCP k%5
# J& 1] DHCP JIlt%% .

<RouterA> system-view

[RouterA] dhcp enable

# I B %11 GigabitEthernet2/1/1 [ E M IP Hihik, FHACE iZ%4% 10 TAE4 DHCP Alss 2ipi .
[RouterA] interface gigabitethernet 2/1/1

[RouterA-GigabitEthernet2/1/1] ip address 10.1.1.1 24
[RouterA-GigabitEthernet2/1/1] ip address 10.1.2.1 24 sub
[RouterA-GigabitEthernet2/1/1] dhcp select server
[RouterA-GigabitEthernet2/1/1] quit

# Q) DHCP Hutikith aa, C & 3= P9 B ik [ R0 A 9 B btk ], 06 9 SC btk
[RouterA] dhcp server ip-pool aa

[RouterA-dhcp-pool-aa] network 10.1.1.0 mask 255.255.255.0
[RouterA-dhcp-pool-aa] gateway-list 10.1.1.254

[RouterA-dhcp-pool-aa] network 10.1.2.0 mask 255.255.255.0 secondary
[RouterA-dhcp-pool-aa-secondary] gateway-list 10.1.2.254
[RouterA-dhcp-pool-aa-secondary] quit

[RouterA-dhcp-pool-aa]
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4. BEELE

BC & 585, 4 DHCP JIr 454 kil it 3 W B A % R Lk 3 BC 25 % - I g5 2 23 Az it
TN BOIR B R 23 L 25 %% 7 g 1P ik AN 2 ic & 28k il display dhep server ip-in-use
T P LAAEH DHCP JIRg54% U7 BC A T2 A B 1P Hiuhik .

2.12.5 BEMXDHCP% I BRI fip B 2&45)

1. LA FEK

DHCP % F'iii Router B )\ DHCP JIR%5-%% Router A 3REL IP Hutikfil PXE 5] 5 IR 22 bk H

o KU IP HuhkFTAEM B A 10.1.1.0/24;

. PXE 515 R4 23tthy 1.2.3.4 §12.2.2.2,

DHCPR 4525 75 Bl i H 52 X DHCP LI 1) 7 2UHc & Option 43 [ 2%, MMy S8k 2 )7 i 43 il PXE

51 F RS At . Option 43 FIPXEMR S #s Huhik 512 ks X2l tn & 1-5 f1 & 1-7. DHCP/lR%-%%

| Jic & () Option 43 115 4 %5 80 0B 00 00 02 01 02 03 04 02 02 02 02, H: 80 Ny F-IEIHiZK A
(Sub-option type), OBy T-1EIiK & (Sub-option length), 0000 }PXEJK4:#:25% (PXE server

type), 02 Mik45#4%0H (Server number), 01 02 03 04 02 02 02 02 M HK45#%IPHNE 1.2.3.4

12222,

2. tAM &

El2-5 BENX DHCP 115 81 B fig & 2645

GE2/11

%10_1.1.1/24 GE2/1/1%

Router A Router B
DHCP server DHCP client

I EEVE

(1) fid'E 4% 0 GigabitEthernet2/1/1 f IP Mk (g)
(2) fic'® DHCP iR

# )il DHCP Jii45 .

<RouterA> system-view

[RouterA] dhcp enable

# fid & 42 1 GigabitEthernet2/1/1 T.{F{E DHCP ik 45 2t 1
[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] dhcp select server
[RouterA-GigabitEthernet2/1/1] quit

# I & DHCP Mtk 0.

[RouterA] dhcp server ip-pool 0O

[RouterA-dhcp-pool-0] network 10.1.1.0 mask 255.255.255.0
[RouterA-dhcp-pool-0] option 43 hex 800B0000020102030402020202
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4. WiEE &

fic & 52 )5, Router B 1] DL DHCP 45 %% Router A 3XH(F] 10.1.1.0/24 W Bt IP Hihik Al PXE 5|
SRS sk, 3@t display dhep server ip-in-use 4 1] LU E DHCP 45 8% b % s 43 Bic i)
IP ik

2.13 DHCPBRSS =& I & $8i= 55151

1. MPEH R

% J7 i N DHCP JIR %5 85 sl AR 13110 1P Huhk 5 oA = 4L 1P Huhikph 52

2. RE DT

AIAEE M LA EHRARCE T IP Mk, SEEPS.

3. thpEsLIE

(1) B R BT ZE, A — & EHLAT ping #:4F, K4t e CAEA7ETE
% 1P HuhE =L

(2) R RESE ping EEVERIMIN IR, WBEHTZ P Hhhk 2 b P ST E . 7F DHCP R4 4%
#U47T dhep server forbidden-ip @4, Z51E1% IP #hhilk 2 5 g k4B .

() HEWH & ;v I s B A L W2, 7R v B TS EFT IR 1P Hbdik. BL Windows XP
J#, £F Windows 145 Fi247 cmd ¥ DOS #85, {#i/] ipconfig /release i 4 F il IP Hh
hk, 2 )58 ipconfig /renew FEHTHREL IP Ml .
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3 DHCPH 4k

3.1 DHCPH 41y
3.1.1 DHCPH4kaY FAIME

M T7E 1P Mok S A FRBGE R R ) 37 7 QR 260 k4R SC, Kk DHCP U&7 DHCP %/ b Al
25 A 40T [F) — N1 N B O o AT A ENLICE, FEAEITA W B - #8 3 E —A> DHCP Ik %%
5, XWARRIRAZEN .

DHCP F4kTh B 5 I Ml uh 71X — X & iy o] L@ DHCP Hrgk 5 HoAth I B ) DHCP IR 45 4%
WAE, HIRE] P Mk, XBE, ZANML i DHCP % 7 i a] LU [H—/> DHCP 45 4%, Bk
AT AR, ETRIHAT R,

¥4 1F 5 MCE (Multi-VPN-instance Customer Edge, % VPN Sl [l /&1l Rt 4D I, B
#% FACE DHCP H4kIhfg, AMUATLUA A M ) DHCP 4451 DHCP % )7 iy i DHCP 4R 3,
AT LS FA MY N 1) DHCP i 45 #5 Fl DHCP % )7 iy )k DHCP #.3C . MCE [MEAI N4, 152 L

“MPLS fLE R 'T” F1 “MPLS L3VPN”.

3.1.2 DHCPH 4k E K [RIE

P 3-1 JEDHCPH 4k iy #7843 7~ =i P o
[&]3-1 DHCP 4k a4 B2 7Y 2R ) L7 F

DHCP client DHCP client

.

DHCP relay agent

&

DHCP client DHCP client DHCP server

T DHCPH 4k 58 i sh ARL & Ik 2, DHCPZ& /i 5 DHCP R 45 25 i Ab B 7 A\ 5 ANl il DHCP
4 i) A 3 7 SRR ASHE R . R T L 150 B DHCP 4k (1 3% e b F2, FSC 1 BAR AR Bk F2 i 22
“1.2.2 |PHiHESRIGE AL,
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[E13-2 DHCP Hép) TAE I 12

DHCP client DHCP relay agent DHCP server
& @ @
DHCP-DISCOVER DHCP-DISCOVER
(broadcast) (unicast)
DHCP-OFFER
DHCP-OFFER § (unicast)
DHCP-REQUEST DHCP-REQUEST
(broadcast) (unicast)
DHCP-ACK
DHCP-ACK (unicast)

B 3-2 iz, DHCPH 4k TAERLFE N -

(1) EAT DHCP 4k Ihfg M 4 1 %% i £ DHCP & F it L) 4% 77 2Uk 3% 1) DHCP-DISCOVER &%
DHCP-REQUEST R Ji, #4R T ) giaddr B %8 4 DHCP rh4k(r) 1P #ulik, FEHE4EEC
B IROCRRR S K 45 F5 € 1) DHCP IR %545

(2) DHCP 45 %3R4 giaddr 7B % i /i 1P Huhk 4528, @ik DHCP 4k fic & {7 5
MR i, OO A i R ) A L

3.1.3 DHCPH 43 #Option 82 Ij&E

Option 82 3% T DHCPZ )™ i (AL B A S o 73 b ] LA A ZE T e 7 DHCP & b, SEIAR F
Option 82 k%% = B 73 BC 4+ 7 i [ (R MLkl o 6 %% 7 i EA T 22 A Fl v 9l 554546 . Option 82 {141 /i 44
WS “1.4.3 2. PYAREIE A% (Option 82)”.

WIRDHCPH 4k % F¢Option 82 g, WIMDHCPH 4k #IDHCPIE RIS, BEAR A CH 2 15
£, Option 82 LA K H 7 e 5 1) Ak HH SFE s S M 7 4B o A5 0 i SCEAT AR I PR AR B, 0 b B 5 1 S
R YSDHCP RS 45 . ELARI AR EE 77 500 5 3-1.

IR DHCP rh 4RI 3111 N 25 S A Option 82, 22K Option 82 M4 i Fi4% & 45 DHCP %/

Uiff o
%<3-1 DHCP H4#37 #F Option 82 HI4bIE /5K
iz DH;P%BR#E AbTE SR DHCP Fr 43R ST a4k 38
Drop EFRL
Option 82
P Replace RARDHCPH 4k FRCE I, A SR Option 82, ik
P Sceh A [ Option 823 kT4 %
RIS AN | HPEDHCP AR 4% FIdE M. A, w4575 Option 82, ¥sin#|
4 Option 82 WP HHATE R
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3.2 DHCPHI 4kl EF S =N

#3-2 DHCP 4 BE L E N

BEEES 15t AR AR E
Ja FHDHCP i 4% Wik 33.1
P e 1 T AE/EDHCP H 4k B Wik 332
113 7E DHCP [l 5% 2 ) i ik Wik 3.33
Wi DHCP 4k 1) 22 4 T ik AJ ik 3.34
TiC 38 1k DHCP R 48 e T30 7 il (1) | P 4 1k Ak 33.5
fic & DHCP 4437 #Option 82Tk CIpvH 3.3.6
fil & DHCP 14k & i DHCPHR X [FIDSCPL St 44 AJ ik 3.3.7

3.3 BFLEDHCPH 4%k
3.3.1 EADHCPRR%

A5 )3 DHCP JIR45 )5, e DHCP H4kfid & A4 fig 4225
%3-3 2 DHCP BR%

HRIE we i3t AR
WANRGAE system-view
J& FHDHCPJIR %5 dhcp enable BTSN, DHCPIRS AL T2 1R A&

3.3.2 BLE#ZE O T/EAEDHCPHh4rEK

P B 1 TAEAE R AR UG, 4 L s DHCP & 7 i R (1 DHCP RSCHT, 38§ S0 Kk éh
DHCP Hid5 &, sy s Bodtbht.

DHCP % i it DHCP rh 43k HY 1P #iuhil i, DHCP R4 %8 | 75 2500 & 5 DHCP 14%i%43: DHCP
VU P Mk BT AR R B (285 A4 AL ) DURC kb, 75 )4 S50 DHCP % /7 i Jevk gk
1S IERA 1P Mk

F3-4 BLEEOIT{EAE DHCP iRz

1BRIE we AR

ARG system-view

. e interface interface-type
AL interface-number

BT, JB HIDHCPRS )G,

Be 1 TAEEDHCPH 4645 | dhcp select relay FE L1 T/ DHCP I 46 St
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3.3.3 15 EDHCPBR & 1Ytk

h TR E A EENE, ATRAE AR E 24 DHCP Jili4s %% . DHCP 4k EfdE 24 DHCP fili4s
#5 5, DHCP th4koa % 1 i K (1) DHCP )% S K45 A BRI IR 55 4%

B DHCP 454511 IP Ml ANGES DHCP H4kif#z 11 IP Hihb7E[F— M B, J, wfgFEE
JU TR 1P Mk

#3-5 #5F DHCP AR 2 Hyitiit

= wE 15 R

ARG K system-view

AN DL interface interface-type interface-number
AT, WAHTEDHCPH4k I
& 72 DHCP it 4525 iy Hu kit
N \‘ \/_, Pt

15 & DHCP IR 55 2e 1ty il dhcp relay server-address ip-address W2 Rdhdrdhep relay

H " P y P server-addressir &1 LI E £
ANDHCP45 4%, — MENTERS
A LLFE 28/ DHCP I 4% 2%

3.3.4 ELEDHCPH 4L & IhAE

1. BEEDHCP A 4k F P bt R I R INBE

N T G5 AR R ASHCE A 1P HhE I U AN 4SS, 344 SZRF DHCP 4k H P stk i %
Yifg.

JAZIRE S, 4% P il st DHCP 14k )\ DHCP 45 853K 0L 3] IP Hulik ik, DHCP 4kl DL 3
O 2 P P Mk S5 Atk 48 e S R, A2 DHCP H 4k i H stk R 3,

AIfe S HAth 1P bk 224 ThEe (i ARP HibibfS 2. #28 ARP A1 IP Source Guard) fig&, nJLAsK
LR ARVFUCHL P He bk R Trh 405 o2 KRR SR DHCP whdk. AT, ARUEAREE: AL Re il ok
DHCP 4k 55 A I 4% 3845

%3-6 FLE DHCP A4k P it R/INIC K I BE

#R1E we 2R
HARGHLE system-view
Ji FIDHCP P 4k (1 H - st il 2 N . B tEuU R, DHCP A4k /i
oA dhcp relay client-information record B2 T4 7 B A T BRR

Z

Bl % 04k H DHCP & P 3% 44 IP #o bk i, DHCP 4 RAL K% A P sh 3t i 64 ) P Hohk £,
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2. BEi EDHCPH 4t 3175 F P ik 3R 10 22 B Rl 3 T e
DHCP %) i B i Sh A SREUY 1P bk, 25/ DHCP A4S 2% 546 &% DHCP-RELEASE 4 %,
DHCP T4k A2 kb FRAZR LI N 25 W ki DHCP H4k Fid s 7 1% IP Hilik 5 MAC Huhkf45 e
KR, WLk R DHCP A gk it 1 Mkl R I TC I S2 I T o A T iR iX AN 0] 75, DHCP PR 4k 57 F55))
A H P kbR T 5 BB I RE .

DHCP w4k 8025 H - sk 38 1005 Bl B Sh REFF I3 i, DHCP Hh 4k 45 [ 45 e e T8 R F 2 P ity 30 24 7

IP Hudil- A1 DHCP Hh 4k4% 111 1K) MAC Hidil: 1) DHCP ik 4% %% k3% DHCP-REQUEST #i 3X¢:

o U DHCP "r4k4Z1i 3] DHCP iR 554311 1 ) DHCP-ACK i SCELAE Fi 7 I 8] Py B FE i 21
DHCP JI% 45 2% (i N AR S0, R HIXAS 1P Huhk & n] L T4 B, DHCP rh 4k 2x e sh 4 H
FrhE R o N T, A T R VR 2%, DHCP th 4kl 3] DHCP-ACK R )G, 4xkik
DHCP-RELEASE i SCRE HE 2 1P Mkt

. 1 DHCP Fr 4k 21 DHCP R 452801 3 () DHCP-NAK 4§32, N xi% 1P Hudilk (i Z54758%
1775, DHCP H4kA SR 1Z 1P Hutik X by 1) 2 1

%3-7 BLE DHCP Ak zh7S A P ik Fe 1 B Rl # 0 sg

1B1E W % B8
WANRGAE system-view

Bt ol T, DHCPH4%%)
A P btk 2 100 ISR T 2
REAL T IT IR ZS

Bt UUR . e I T 3
Jyauto, RIARSER D% H
H Sl U ST I 6] 18] 8

JFEDHCPH 4k hZs H P bR I | dhep relay client-information refresh
SE IS Rl D e enable

e EDHCPH 4k hA ] F HilkK I | dhep relay client-information refresh
AT S Bl 3 ) 440 [ auto | interval interval ]

3. B & RF IEDHCPIRIE K T

DHCP 1At Buti /& g Buiki # Dt chaddr 7B AR DHCP 13K 3C, 1) DHCP 4545 Hiii K
w1 IP Hiht, S350 DHCP 45 # itk it b it b RE L, TEik ok AL DHCP % F i 4 i 1P Mk,
B33 DHCP RS #HHFE Z (M RS %I, Toik A B IEHL 55

TR 2 DHCP 385 SRR SC I Bm it (175 MAC Mk 3 A KA, PR = J28 1 Bl L2 2] 21 ARP
FTGUR, B PR R O B A] LU S ) MAC k%, S E 2 ST B MAC HihikB05 2 5 KA,
L8 MAC HilibANTE MAC bk 38 LR, Refgd o Bt 2 s i 2 0 1P Huhik, 75—@f2fE 1
21t DHCP 1A X5 -

I g5 DHCP 5 sk SC I i1 MAC ik #F A [R], 3 it E ik J7v: 40207 1 DHCP 1% 4EX
o AEIXMIEM T, T2 H] DHCP H4ki MAC Mhhkk & Thit. o HiZIhfE)n, DHCP Hgkis
R ) DHCP kIR 1) chaddr 7= Be A il 96 MAC #ulik 7 B2 —3. Wik —3, 0
IR AT, KRS DHCP 454 WHRA—8, WEF %R,

K2 DHCP 4k % & DHCP R S 238 edi SC U8 MAC Hidik, T LL X REAE 52T DHCP % ) B 1)
55—k DHCP gk & F i3 ] MAC il A & Dhfig . 7EE2H—Bk DHCP rhék ik 45 F A H MAC Hitik
KIErThRE, 2F DHCP 4k &40 A 5 4R S0, T EUE 7 iy ik g A 2 .

WA SCFFELE DHCP H4k(1) MAC Hulb i A R T2 A ], 224 M BA BUE, %R IUE Bl
ZAkts, DHCP kil 1i% MAC itk M. (1) DHCP 14 K4 3C 5 Bpidi AT ik A A
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3<3-8 /3 DHCP mékaYy MAC bt e E Th g

#HR1E

A
g <

15 FR

BENRGHE

system-view

W& DHCP 4k FYIMACHB A 7
R Z AL 7]

dhcp relay check mac-address
aging-time time

Bt OLE, DHCPY 4k IIMACH L
RO A5 F T 2 A T[] Sy 307D
kit dhep relay check
mac-addressiy4 5 FHHDHCP R 4k i)
MACHEHEAT A D RE, ARy & (1) L
AN

BEA LA

interface interface-type
interface-number

JA FIDHCPH 4k [ MAC Hu i 6 7
YikE

dhcp relay check mac-address

AR, DHCPH 4k IMACHE 1
A THREAL T2 PIPIR 7&%

3.3.5 FLE B IDHCP H 4% P BY 1P 1t

FERLERE SR, ATRETE EE I DHCP HR 4k T TR g FRiE 2016 1P sk, Wil DHCP Hgk A7
LE2 P s \P bbbk N (K 3h 28 F P skl 2 300, Ui &3 ik DHCP R 28BS 0% 25 7 i 1P Hudik i, DHCP
rhgk2> 35 DHCP JIR% %8 k1% DHCP-RELEASE #¢ 3. DHCP IR 2 2% G, okl

a2 1P MRy . DHCP 2kt 2 IR %502 1Y kR0

RERU 207 B P ik A 202 Bl as P IR U H A AR 1) 1P Sk, #5700 DHCP R4k Joik B li% 1P

Hohik.
#3-9 ELEi@IT DHCP F kR Fim AT IP ik
BRIE we AR
SN system-view

17| DHCP A 45 28 1 SK B 505 7 i FfY
15 2 PHb AL

dhcp relay release ip client-ip

[ vpn-instance vpn-instance-name ]

3.3.6 BLEDHCPH 4437 #50ption 82 Th&E

Jyf#iOption 82 Dhgg IE WA, 752 AEDHCPAR S 75 FIDHCPH 4k b AT AV L % . DHCPR %S 4%
AN S &g 2 L “2.8 Jid ¥ Option 82 [1)4b#E 558”7,

%3-10 BL& DHCP H4%37FF Option 82 L &g

1#1E

A
AP <

15t AR

BENRGHE

system-view

BEAFE DR

interface interface-type
interface-number

JA FHDHCPH 4% 3 £ Option 82
Litie

dhcp relay information enable

A OUT, 251 DHCPH 4k 3 1
Option 821jjfi¢
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1BR{E

AN
<

5L EA

(AT Pl B DHCPH 44405
Option 8213 SR HR7 I 4b BE 5
g

dhcp relay information strategy
{drop | keep | replace }

BAEIEDLT, ABIHENE Areplace

(A[3%) Wi B Circuit D1~ 1L T 1)
HAWAERIH R

dhcp relay information circuit-id
{'string circuit-id | { normal | verbose
[ node-identifier { mac | sysname |
user-defined node-identifier } ] }
[format { ascii | hex }]}

B8 5L R , Circuit IDF-2BT0 (1K) 1
#HR I Normal, 7 # = hhex

W LA % M RE A FR

(sysname) 1ERT5 bR RIS
DHCP3 X [¥jOption 82, N &4
LA A N,
DHCP 1 4k 75 i 5% # Option 82
KK

(A% I ERemote DT

dhcp relay information remote-id

BT, Remote ID T TK)

) gt . {normal [ format { ascii | hex } ]| AN I; KA
HIHTE W 2RI e A string remote-id | sysname } hex } orma }
3.3.7 ELEDHCPH 4k %4 iXDHCPIR 3L HIDSCPL £ 4K
DSCP L5 4 R AR TR SC B & LSS 559, v OCAE S L e R BE o 1 ik AL & v] LAF & DHCP

Tk %) DHCP 41 SCH DSCP /52 .
%3-11 & DHCP H4k % 1% DHCP #R3CH) DSCP {1545

1RIE we

LRA

HENRGHE

fit & DHCPH 4k & i DHCP# T
HIDSCP 5 4%

system-view

BRI T, DHCP 4R I%H)

dhcp dscp dscp-value DHCPHL X [IDSCP 524 56

3.4 DHCPH 4k 7R Fn4E 47
e PR G E 5, fEATEME T display fird il LR RECE 5 DHCP 4k fistr 5,
B A ol I0E L B AR
EH P R HUT reset #ir 4k B DHCP 480485 .
%£3-12 DHCP mhék R RFn4Ep

HRAE we
BOR TAEEDHCPH 4R )4 1 452 WIDHCPJR | display dhcp relay server-address [ interface

25 as bk 8 interface-type interface-number ]

display dhcp relay information [ interface

IR gk EOpti ERES S . .
§27RDHCP 4 L. i Option B2MCE {1 interface-type interface-number ]

display dhcp relay client-information [ interface
interface-type interface-number | ip ip-address
[ vpn-instance vpn-instance-name ] |

S 7RDHCPH 4R T 7 ik 045 S

display dhcp relay statistics [ interface

%N B IFIAH LS E . .
§ s DHCP A AR T interface-type interface-number ]

3-7



1RIE we

L RDHCPH 4k FrIMAC L HEAS: 7y 2 150 display dhcp relay check mac-address

reset dhcp relay client-information [ interface
T BRDHCP 1 4k 1 H -tk 2 1A% 5 interface-type interface-number | ip ip-address
[ vpn-instance vpn-instance-name ] |

= O B L S 25 A reset dhcp relay statistics [ interface interface-type
T FRDHCP 4% M AH R L4 5 B interface-number |

3.5 DHCP b 4k B BY fip B 2445
3.5.1 DHCP A4k & 2545

1. A EK
. DHCP % J i T £ W Bk 10.10.1.0/24, DHCP Jil4s- (1) IP kil 10.1.1.1/24;

e T DHCP % )" iy fll DHCP %5 28 ANTE R — M By, [Rlth, 752455 7 b T 7E W B 1 & DHCP
kv es, LUER P i n] LA DHCP Ik 25 4% H1i% 2] 10.10.1.0/24 W B ¥ 1P ik S AHOCHC & A5
%\;

e Router A {4 DHCP 1 4kifi i GigabitEthernet2/1/1 4 1% 4% 5] DHCP %%/ it T 75 111 M 4%
GigabitEthernet2/1/1 2 1) IP Hihl: >4 10.10.1.1/24, GigabitEthernet2/1/2 £ 1 (¢) IP ik
10.1.1.2/24.

2. HME
[E]3-3 DHCP Hr k4R M == [E

DHCP client DHCP client

GE2/1/1 GE2/1/2

10.10.1.1/24 5 10.1.1.2/24 5
=S =S
ROUTER GEl/O/l ROUTER

10.1.1.1/24
Router A Router B
DHCP relay agent DHCP server

DHCP client DHCP client

3. BB
#ICE AR OR P bk (B8,
# J FH DHCP IiR%% .

<RouterA> system-view
[RouterA] dhcp enable

# it '® GigabitEthernet2/1/1 2 1 T{/E4F DHCP 4k,
[RouterA] interface gigabitethernet 2/1/1
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[RouterA-GigabitEthernet2/1/1] dhcp select relay
# fi5 & DHCP JIR %5 a5 (Hi ik
[RouterA-GigabitEthernet2/1/1] dhcp relay server-address 10.1.1.1

BIGRUE, DHCP 27 3 o] LUl L DHCP 4k )\ DHCP fil 55 a4 3R I 1P Huhik S AHSCHL EAS Bl 38
il display dhcp relay statistics fiy4 7] LLZE 7k DHCP 4k#% % (1) DHCP X485 5 iy
DHCP 4% i@ it dhep relay client-information record 74 2 /1 T DHCP EPQHSF{’JﬁHFﬂﬂiJﬁQIﬁ
idskThfe, Wl LLE N display dhep relay client-information fiy4 0 LL i 7R i DHCP b4k 3k Hx
IP ML (02 7 S e o

Z i
e T DHCP P 444 DHCP & F 3569451 P it 5 DHCP JRE-2509 IP sk RAER —WX, K
E 2 DHCP 42 Bl i3 % A0 b R 20 A% G W URIE R 2 8] 34 &y o] 34,

o A T1EDHCPZA F 5% it ADHCPR 4 £ # 1F 1P it, i£F ZADHCPIR 4R FutfT— i & |
DHCPIR 4Rt BB 7 ik, 54 “2.12 DHCPR 4 22 A) fr. & 25457,

3.5.2 DHCPH 43 ##%Option 82 it &z 451

1. AR FEXK

e 1t DHCP "4k Router A i il Option 82 T

o XM Option 82 [KiF K T AL FE SN A replace;

e  Circuit ID #878 J % & company001, Remote ID 78 %% 4 device001;

e Router A ¥3¥s 111 Option 82 [f) DHCP i3k 3L & 4 DHCP fld5 %% Router B, {{i#3 DHCP
7% P s A LASRIEE] 1P btk

2. HME

|51 3-3 iR

I BMELE

#ECE S E O IP Mkl ().

# Jei 1l DHCP JilR%5 .

<RouterA> system-view

[RouterA] dhcp enable

# fic & GigabitEthernet2/1/1 #: 11 TAE{E DHCP Hgk#izt.

[RouterA] interface gigabitethernet 2/1/1

[RouterA-GigabitEthernet2/1/1] dhcp select relay

# fi7 7€ DHCP JiR %5 #= 1f3bil: o

[RouterA-GigabitEthernet2/1/1] dhcp relay server-address 10.1.1.1

# L Option 82 [t Ab F 5 ms AL 78 4 75

[RouterA-GigabitEthernet2/1/1] dhcp relay information enable
[RouterA-GigabitEthernet2/1/1] dhcp relay information strategy replace
[RouterA-GigabitEthernet2/1/1] dhcp relay information circuit-id string company0O0l
[RouterA-GigabitEthernet2/1/1] dhcp relay information remote-id string deviceO0Ol
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Z ipm

1% Option 82 4L EF 128, DHCP R4 B4.F 274 RELE .

3.6 DHCPH4kE DL BC & 5 i1R 55151

1. MR

% i ANfE i i DHCP gk 3R 75 I & 15 EL .

2. BRE S

DHCP 4kt DHCP JI%45 4% e B nl AEAT 1. 1] LUSTFRA T 56 B A L, IRl 4T
display fir4 or iz FLR A BT E R AT 5 L

3. WAk IE

i #x DHCP Jik %5 #5 Al DHCP 14k & 75 )3 Fl T DHCP %5 .

For#x DHCP IR 25 %% 5 75 il B 47 DHCP %/ St T 76 (X BE (st ik

K2 A7 DHCP w4k BE 1) /4 2% B 4 F1 DHCP A% 45 %8 2 15 i A3 AH EL AT A (R % 1 o

Fr i HAT DHCP H gk D e 1) 190 2% 15 £ 4 5 7544z DHCP 27 iy T 76 W B R4 11 B3R 8 T 15
(1) DHCP fif 5% 2 il o
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4 DHCPZ J if
4.1 DHCPZ& FimfEisr

AT AR G AR A B, AT LA E A% IR /S8 DHCP & 7 iy, 48] DHCP 4 A\ DHCP
IR 55 2 sh &K1 1P Mk 240,

DHCP % 7 i Hoel T4 A OGRC B, H AT U BEAE =2 LUK 1 (U742 1) VLAN 2 1R =
ZRAEO BT,

4.2 B EREMBEIDHCPIMYFREUPHELE

Pie B4 1l DHCP B3GR 1P Hbdik, 75 287

o EEEFESL b, FELIMEN DHCP &7 0 2 I HIE 1P MBI RIS, K65 1 v, 4 e 5
A 1P ik,

o EIIMTLURAZ RO R3S 1P Hhbik, e By A 5 R 1 E 5.

o YIZIIMGACE MY DHCP shA3RE IP Hubik 5, ANREFZS %4 DRCE M IP ik,

o Wi DHCP JIRS#5 A4 /L) 1P Mkl 5 Be g6 FIHAR4E L) 1P Hidib AR R BE, W dk
ASALHIZ P Hihl, H4 5 DHCP JIRR 55 #% H7 H i 1P Mkl

F4-1 BEEIEOE T DHCP i3 B IP it

#BR1E we i8R
WANRGAE system-view
. . interface interface-type
HEABE PRI interface-number
P 2 L i AL DHCP M SR ER. | BT, BORE T DHCP )
1P hE ip address dhcp-alloc SRR b

4.3 BLEEZEOFERADHCPE FPimlD

DHCP % /i ID ki %5 DHCP 43¢ Option 61, 1FkiH5 DHCP % /it #5111, DHCP JIk
G52 T AR 2 7 v 1D e 8 1% 7 i 23 BCARE 22 (1) 1P Hikik. DHCP %% /7 i 1D 45 R AN HUE Y
oy, AR UE S DUR =R k4R 8 DHCP 275 ID: 4% /7 5 1D HUE A ASCIl “F4F Hi i,
XTI 005 M%&) vty 1D IRERAEL A 7S HERI AR BRI, R R RUE Ry % TS b - 155 o
FIRTI AN 24 4% 73 1D A5 242 L MAC Hahikisk, bR A28 E 2 01, BLE=Fh oy X
T 2l P AR IEAS R 5 7 it () 25 7 i 1D AN 23 AH ] 6

F4-2 BLEZEOFEHAR DHCP E P ID

121E e 137

ARG system-view
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1BR{E

AN
<

5L EA

BEANFE L

interface interface-type
interface-number

fic ' #22 i F {IDHCP %% 1 it
ID

dhcp client identifier { ascii string | hex
string | mac interface-type
interface-number }

A TOUT , AR AL IMACHHE
A DHCPE FifID, dAEN
HWAHMACHE, MFRI & 55—
PLARFE T RIMACHIE A s DHCP
% 1D

4.4 (FReH b ARIGEINE

HE

MR, DHCP & b 8 bk ph 58k & e, il R IEF#EW ARP #3C, X} DHCP k%%
PEOVEC I 1P M hE A T bk p SRAG I

U R B kA 5 #E4T ARP A%

A LU B DHCP % 77 %, 720 DHCP % ) i oik F

WAL EC R 1P Mkt AR A e BRI F I, AR i L OC P Bk b R AR B e

F4-3 [Frethht i h RO E I

1BRIE

AN
AN <

L RA

HENRGHE

system-view

AEREH AL S AR A D fE

dhcp client dad enable

BRAATEOL N, Mk SR A D e st
TIFA RS

4.5 ELEDHCPZE Fif 4 1ZDHCPR L HIDSCPL L%

DSCP 52 FHRARIIAR SC B 5 ML 56 S50, v e ARSI L Se R BE o T sk A ] LLFR 72 DHCP
i K% ) DHCP 4R 3CH) DSCP It 56 4% .

F4-4 BLE DHCP & Pk & 1%

DHCP R 3 H) DSCP {1545,

1RIE

A
aF <

LRA

HENRGHE

system-view

it & DHCP % i /& 12 DHCP#R
L IIDSCPL A2k

dhcp client dscp dscp-value

A TE UL, DHCPZ f i ki
\IDHCPHR XL [IDSCPAL 5G4 Ky
56

4.6 DHCPZ% Rim R /RFn4ETP

TEFE AR E S, EAEEAE T AT display fir4 7] LLE < BC & n DHCP %) sl £ &, it 7

BB s REGUERC & RO .
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%<4-5 DHCP % P /R FALER

1BRIE we

display dhcp client [ verbose ] [ interface interface-type

e s e
§E7RDHCP % UK A K interface-number ]

4.7 DHCPZ% i B fit & 24451

1. ARk

Router B [f] LUK M4 H GigabitEthernet2/1/1 # A\ Jsld ™, it DHCP #piX A\ DHCP JIg 55 2% 3k HX
IP Hutik. DNS 45 #s Huhb RO A 2% i 5 8 -

e DHCP %7 uiff) IP Huhik T /e M Bk 10.1.1.0/24;

o DNS g #HislA 20.1.1.1;

o A M ECONEIL 20.1.1.0/24 MBI Behl 2 10.1.1.2,

DHCP Il 4% #% 75 2538 5k [ 58 X3 i 5 300 B Option 121 P 25, LI k2% 7 3 43 IE A 2% 13 L
Option 121 (140 & 4-1 Frow. b, H PRR R b7 I RERE A R E (6 ) 265 ikl 9 35 2 2 i o
FEAB T, HRR AT 7 BEUE A 18 14 01 01 (H  8HRIEU, Fon F MKy 24, HIM
ikl 20.1.1.0); F—BkhkFBEUE S 0A 01 01 02 (F Nk, Fs KBkt R
10.1.1.2).

[E4-1 Option 121 iZH4& =

0 7 15
Option type (0x79) Option length
Destlnatlop descriptor Next hop address
(variable)

2.2, tAME
[El4-2 DHCP % Fim e & 53¢ 15148 7 [&]

GE2/1/1

%10.1.1.1/24

Router A
DHCP server 10.1.1.2/24 20.1.1.2/24

%GEZMM

Router B
DHCP Client

20.1.1.1/24
Router C DNS server

3. BB
(1) F% DHCP flz%5%% Router A
# ECE O 1P k.,
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<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 10.1.1.1 24
[RouterA-GigabitEthernet2/1/1] quit

# Jci 1l DHCP JilR%5 .
[RouterA] dhcp enable

#HEAZS Y BB 1P Hikk.

[RouterA] dhcp server forbidden-ip 10.1.1.2

# ML E DHCP Hhtibit 0, SRZh&LEw 770 1P Hukik. w43 FCif M Bl 10.1.1.0/24, A K
IR 10 K, DNS fik55asttidily 20.1.1.1, Fik 20.1.1.0/24 BB F— Bkl 10.1.1.2.
[RouterA] dhcp server ip-pool O

[RouterA-dhcp-pool-0] network 10.1.1.0 mask 255.255.255.0

[RouterA-dhcp-pool-0] expired day 10

[RouterA-dhcp-pool-0] dns-list 20.1.1.1

[RouterA-dhcp-pool-0] option 121 hex 181401010A010102

(2) F® DHCP % /J7if Router B

# Il H % 1 GigabitEthernet2/1/1 i it DHCP Zha3k AL
<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/1

[RouterB-GigabitEthernet2/1/1] ip address dhcp-alloc
[RouterB-GigabitEthernet2/1/1] quit

4. iR E

# it display dhcp client @74 ] LL#E & Router B HIiE 3 /1) 1P Huhik R 9 24 it B 240
[RouterB] display dhcp client verbose

gigabitEthernet2/1/1 DHCP client information:

Current state: BOUND

Allocated IP: 10.1.1.3 255.255.255.0

Allocated lease: 864000 seconds, T1l: 331858 seconds, T2: 756000 seconds

Lease from May 21 19:00:29 2012 to May 31 19:00:29 2012

DHCP server: 10.1.1.1

Transaction ID: Oxcde72232

Classless static routes:

Destination: 20.1.1.0, Mask: 255.255.255.0, NextHop: 10.1.1.2

DNS servers: 20.1.1.1

Client ID type: acsii(type value=00)

Client ID value: 000c.29d3.8659-GE2/1/1

Client ID (with type) hex: 0030-3030-632e-3239-

6433-2e38-3635-392d-
4574-6830-2F30-2132

T1 will timeout in 3 days 19 hours 48 minutes 43 seconds
# @1l display ip routing-table #iy4 1] LL & Router B [ i 28 mH % i T #i& 20.1.1.0/24 M 45 ()
HASER

[RouterB] display ip routing-table

Destinations : 11 Routes : 11



Destination/Mask
10.1.1.0/24
10.1.1.3/32
20.1.1.0/24
10.1.1.255/32

127.
127.
127.
127.

224

224.
255.

0.0.
0.0.
0.0.
255.
.0.0.
0.0.
255.

0/8

0/32

1732
255.255/32
074

0/24
255.255/32

Proto

Direct
Direct
Static
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct

O O O OO o o o

Cost

O O O OO O o o o o o
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NextHop
10.1.1.3
127.0.0.1
10.1.1.2
10.1.1.3
127.0
127.
127.
127.
0.0.
0.0.
127.

O O 0o o o o
O O O OO0 O O
N

Interface
GE2/1/1
InLoopO
GE2/1/1
GE2/1/1
InLoopO
InLoopO
InLoopO
InLoopO
NULLO
NULLO
InLoopO



5 DHCP Snooping
= i

o K&RAALT DHCP & F 35 DHCP fR%-% 19, X DHCP & F 35 DHCP ¥ 4 a8,
DHCP Snooping # #. Bt & /& A f % T4F; % &% F DHCP k%% 5 DHCP * 4k Z Ja) &,
DHCP Snooping % #&.8t & /& & 66 EF T4E.

o KRAFMALE LR T Z BRI F ) HA F2 MSR3600-28/MSR3600-51 ¢4 B 7 — B4 0 k& #,

5.1 DHCP Snoopingf& 4%
5.1.1 DHCP Snooping{EH

DHCP Snooping /& DHCP [t —®2c 2450, HAA W F kg

1. fRIEE Pim A& 7ERI AR 55 253K BXIPHE 1t

WY 2 TR i AR 1 R e ) AV DHCP Ies-4s, W] RE5:3 DHCP 2% ) i dR BRI E 1 1) 1P Hbdik Al

W25 T B S50, AT ETAE A - oA 748 DHCP & P i RSl ik 257211 DHCP JIR 45 % 3R EL 1P Hhuhik,

DHCP Snooping ‘24 HLiill o ViR i 115 B A5 AT 1 FIANE 3 11«

o {EATu HEH R DHCP #)3C.

o A T I 3] DHCP IR 4% #3143 () DHCP-ACK #1 DHCP-OFFER #30J5 , B3 %Rk 30,

7t DHCP Snooping ¥ % F-$& 1] DHCP Il 45+ 77 [n) B i 11 226 B A A5 Ao 11, oAt 1138 R AN

5B 1, A RAIE DHCP %7 i H 8 M A28 DHCP AR5 253K H 1P dthhik, FA E 24¥%1¥)1h DHCP

4528 T2 DHCP % 7 i 40 I 1P Mk

2. iERDHCPZE Fif| Pt 5 MACHI LI BY X 57 % &

DHCP Snooping i it i Wt DHCP-REQUEST i SCFIF AT:4ii; Wi £/ f¥] DHCP-ACK 4 3¢, i3k DHCP

Snooping F Wi, HA L% ) MAC #uhil. DHCP k45284 DHCP % ) s 4B 16 1P kil

5 DHCP %% /7 i 482 (1935 1 A VLAN 2545 KL I 265 AT LSz B

e  ARP Detection: R4 DHCP Snooping i%ljﬁﬁ%ﬂ%ﬁkli ARP (LI H 7 R, ATk
AEvEH ) ARP Mili . ARP Detection VRN A 441 CRARETRS” PR “ARP Xl
Bt

e IP Source Guard: gz 3kE DHCP Snooping 15t i [ 4% A (AR SCIHEAT L8, By ikdE

ARGl %G 1 . 1P Source Guard TR 4HIES W “ 22l ETRS” H1 “IP Source
Guard” .
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5.1.2 {E1{tif OBy EE [ FHINE

1. E#:DHCPAR % 55
E5-1 51Fim OFIEE T DO

DHCP server

DHCP client Unauthorized

DHCP server

WAL y
DHCP W Z4R 3T

4 & 5-1 fif7~, EDHCP Snooping ¥ 4% 15 [\ DHCP R 25 %% J7 1) 1) 11 5 B9 & A fEim 1, DAE
DHCP Snooping ¥ £ 1E # 7 K DHCP IR 55 #3 I N 254 3C,  PRUEDHCP . /7 i B % M 512 [ DHCP il
AR P HB L

2. DHCP Snoopingk B M £&

£~ DHCP Snooping W &R, T WERERIE, AiEE4SRS DHCP Snooping 1
HHACSK T DHCP 275 ) 1P Ml Al MAC Mk I455e 5 8, R4 5% b HEMIEAMEE
Uiy 1l S48 5 B M35 DHCP 2% 7 wighH % 1ANME (T3 AN 75 220 5% 1P Hutib Al MAC Hihik4h
FEAF S

[£]5-2 DHCP Snooping 2% BX£H M &

DHCP client

Host A

DHCP snooping DHCP server
Switch A GE1/0/1] Device

GE1/0/2  GE1/0/

DHCP snooping
Switch C

@)
DHCP client GE1/0/3
Host B

GE1/0/1

DHCP client  Gew03] PHCP snooping
Switch B

Host C
@ it RIRE R B MAME T
O AMcFI e B AAE T4 H
DHCP client O MG E 5 RIS T 1

Host D
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Kl 5-2 ¥ #5453 AR (600 22 5-1 T
#=5-1 mOMAE

W EERAERENAEERA | FEXRAEFREMFEERA | FMERPEFBHEERD
Switch A GE1/0/1 GEt1/0/3 GE1/0/2
Switch B GE1/0/3F1GE1/0/4 GE1/0/1 GE1/0/2
Switch C GE1/0/1 GE1/0/3F1GE1/0/4 GE1/0/2

5.1.3 DHCP Snooping3Z#¥Option 82 I &E

Option 82 i3k T DHCP & /i (R B A S o 7 B 03 v LA FH 3 1 e 7 DHC P /- g, SEBXT25 7
Ui i) 2 4 MU 9 2545 . Option 82 (ITEAIN4H1HS I, “1.4.3 2. AR5 Bi% T (Option 82) 7,
WA DHCP Snooping s #fOption 82 Lijfig, W & FIDHCPIGE KRG, FRHER bR
£ 77 Option 82 LA H 7 L 1 &b B SR W S S e A xC A P R SCEAT AR Y AR AR B, o b B 5 ()4 3C
R SDHCPIRS %5 FAAMIALTE 7750 2 5-2. DHCP SnoopingXfOption 82 [KJ4bF s . 178
i3 5 DHCP H 484 7]

MR DHCP k4545 ityma N AR SCI,  an SRR &4 Option 82, NIMHER Option 82, 4%
K45 DHCP %% s 4l R4 P A4 Option 82, NI #HE K .

#5-2 DHCP Snooping 3 #¥ Option 82 BJALIE /X

2] DHCP &Kk X Sh3B R MG DHCP Snooping ¥k 3 A4k 72
Drop ERIE '8
W F (41 S0 47 Option Keep LREFH T H 1 Option 82 A FiE 174 K
82
Replace HRIEDHCP Snooping LACE AT, WA, HREHRE
P Option 82, ##uti 30+ 545 fr1Option 827 1E 174 %
W SR AN A i FRPEDHCP Snooping At & ML AR A, HXEH A
Option 82 Option 82, ¥sINEHRICHIFHATH K

5.2 DHCP Snoopingft E{F & &/

W JE LUK M OIS A, WI7E %80 F3ET1H) DHCP Snooping AH G B ARS8 %3
B RS )G, 2Rl E A 2%
#5-3 DHCP Snooping it BF & & /v

REES L ER HHERE
fic & DHCP Snooping3 A Th DAtk 5.3
fil HDHCP Snooping 3 #fOption 8211 nf ik 5.4
fit & DHCP Snooping#& I & 1 Ll fig YA 55
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REES L EA HRELE
FiC By 1-DHCP Ik FE Bt ik 5.6
Fic & B 1O i DHC PR 3K 7 4 S Bt Ak 5.7
i B 42 11 3 A2 SJDHCP Snooping 2 i 1 i K3k H Al ik 5.8

5.3 Bt EDHCP Snooping& A I g

fid & DHCP Snooping 3L ATh SN, B .
3 TAf DHCP & i B M A2 11 DHCP Hle 4528 3R H 1P Huht, 2420 5 51 DHCP il 75 AH
TE IR s 8 B A AT 1, BEE A5 AT LR DHCP % 7 S AT [ i 1106 250 [/ — > VLAN

W

Hur, 7 LLXE & DHCP Snooping 15 (Fui 182 28R ds. —Z LRI EE .
DHCP Snooping UifEn] LAY QinQ LhfgFIN i A, @ik DHCP Snooping & Miic s % 1 i K
1% DHCP #3C[) VLAN Tag 5 2. QinQ WREMITEAMANA, ES I “ ZZHAR-LLRK A #e”

EP E,(J “ QinQ”o

#5-4 it E DHCP Snooping E A I &

1BRIE

2
A

LRA

HENRGHE

system-view

J& FHDHCP SnoopingZifig

dhcp snooping enable

BB, DHCP Snooping Ll fig b
TRAPIRA

interface interface-type

BB interface interfac e 1 1y 6 BEDHCP 6 28 0 1
AT, 785 IDHCP Snooping

G 5 3 1 Ay 45 A 1 dhcp snooping trust LIRSS, &I S O3 AMEAT
i 1

EREIRZEME quit )

HEA R interface interface-type b 1 HEBEDHCP 25 i e

interface-number

(A3 8 FH T ()DHCP
Snooping# il i % J fig

dhcp snooping binding record

UL, 728 HIDHCP Snooping
LhfiJa, Ui HfIDHCP Snooping %15
ORI REAL TSR PR

5.4 fig EDHCP Snooping3z#Option 82T/ §E

fid & DHCP Snooping SZ £F Option 82 Zhfght, 75 Zid &
WER R LUK MR UM &4, WIFEiZ4% 0 3479 DHCP Snooping 2 #F Option 82 1jfiE
MECEAS R ZEBHESAE, ZAiREASERL.

i Option 82 Djfig IEHAFH , 77 ZEA/EDHCP/I %5 #3 #IDHCP Snooping 4% b #t 47 AH MY it &
DHCP 45 #% IAH CHL B 5 2 I, “2.8 [il # Option 82 [f14b #1757,
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o WRLIKZAI (sysname) EH 11 bR A DHCP 3L 1) Option 82, Wi & &k A
et & a5k 50, DHCP Snooping ¥ ANALFRiZAR . /vl LB sysname iy ATt & 1%
/TR, EMATEM N HIES N, AN E RS SH” Pl W EH,

e  DHCP Snooping JifeF1 QinQ LhgElFIIN {4, B¢ DHCP Snooping & % # it £f1) DHCP # 3L
WA W )Z VLAN Tag ), @Sk H verbose #3178 Option 82, | sub-option 1 7' VLAN ID
FEUIR A “%8—)2 VLAN Tag.%% )2 VLAN Tag” . #ilti, %52 VLAN Tag } 10 (-}
NBEFIE N @), HJZ VLAN Tag 4 20 CH/NEESIE N 14) , W VLAN ID 7B AE N

“000a.0014” .

F5-5 BLE DHCP Snooping 3 #¥ Option 82 I &k

$R1E we LA
ARG system-view
BB interface interface-type
: interface-number
) FIDHCP Snooping . #F dhcp snooping information BB N, DHCP Snooping ¥k
Option 821)jfE enable Option 82Ljfi kb Tk PR A

B ol Xt Option 8211k
R A AL FE S Areplace
(ATIE) FUFEDHCP Snooping - ; DHCP Snoopingi {1 £ Option 82i%
OVt J3 < 0 dhcp snooping information il I OeH
£ 7 Option 821 SRk 4k SC 14k strategy { drop | keep | replace } SRR SR IS Kyreplacel), 755

PSR fii & Option 82ff L sk 2 Ab3H MK
Jykeepakdropitf, A 2L E Option
82K 7% 3
By i5el R, Circuit IDT-IETR KB 7
dhcp snooping information B Normal, JHAR R A hex
circuit-id { [ vlan vlan-id ] strin . ,
CA[k) fic & Circuit IDFIEINH | circuit-id |H10rmal |verb]ose ’ ﬁu%%ﬁﬁiuﬁ%%z% (sysname)
H75 AR 1 [ node-identifier { mac | sysname | | {F4 1 bR iABIFEDHCPHR L1
user-defined node-identifier } ]} Option 82, IR ZE4 Frrh At 5 4
[ format { ascii | hex } ]} ¥ 0], DHCP Snooping#s s
#:Option 82’k %

dhcp snooping information
(A[3E) ficZRemote IDTIELT | remote-id { normal [ format { ascii | | & 15# T, Remote IDT & Iif#IH
A 78 A AR e 2 hex } ]| [vlan vlan-id ] string 7y Normal, 7% 2l hex

remote-id | sysname }

5.5 Bt &DHCP SnoopingF I & 14 Lh &

DHCP Snooping % B i 5, %% Fid st DHCP Snooping #I0K £ 4% . Wi DHCP Snooping
5z e (i 1P Source Guard) Bt & T, I 2k 25 S 8 A J0 ki@ ik DHCP Snooping
SRELEIAH N 200, B S50 DHCP 2577 i AN RSN i 22 45K A L 1F 15 ) RO 2%

DHCP Snooping %I %1 LIfig DHCP Snooping A7 245 ¢ it 44+, DHCP Snooping
HEA )5, BRI E DHCP Snooping % 0, Mifiif#iF DHCP Snooping & A2 Z k.
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%5-6 & DHCP Snooping R &4 &L

1BR1E

L RA

BENRGHE

system-view

f5 & 47 i DHCP Snooping# i
SR

dhcp snooping binding database
filename { filename | url url
[ username username [ password
{cipher | simple}key]]}

A TEOLR, RIRE A AR
PAT ARG, S Bl — IR I
#hro ZJE, WARARAEdhep
snooping binding database
update intervalfiy4, FHFERIEEA
1, BRINTE30075 2 J5 il B A7 fifh SCA
ARIUARAAZ, WA FERHT A7 il
Y. WHREE T dhep snooping

binding database update interval
e, A RIURAAR, WFERH
ISF 1) ) K S BT A i S A A R UK
RAARA,  WIASFE R AEAid A

(T3%) Ke ZHTDHCP
Snooping R IR AT I H P e
RS

dhcp snooping binding database | A<y 4 2K Sl & —IXDHCP
update now Snooping 2 I 1 45173

Bt ol N, #5DHCP Snooping# I
A, WA A7 SC s #'DHCP
Snooping#R ik ARk, ERIATE300
2 JE ET A7t S A

(n]3%) il & DHCP Snooping#
TRUAFfids SCAT AR I B 1) T o

dhcp snooping binding database
update interval seconds

Z i
#47 undo dhcp snooping enable 474~% ] DHCP Snooping #4t/5, & & 2MkFi#A DHCP
Snooping &3, XA+ % f4i%49 DHCP Snooping & 3R 4445 M4

5.6 BL&PRHIEDHCP®RIL N T

DHCPU At X it 2 45 Bt # fhitichaddr 7 B % A AH A [IDHCPiE sk 3¢, ] DHCP I 2% 2% HH i K =
(P, ‘FEDHCP RS &8 Hudil-it b bEFE)S, JEi b &L DHCP A i 2 o IPHu YL, 5l&
HDHCP R4 MM FEL 2 M R, TiEAHE IEH L %5 . DHCPHR 7 B A N 53 & I
“1.3 DHCP#tCH% A",

W R B DHCP 3 SR ) S 19 204 i /9 98 MAC b ok &% R AH A, W iF mac-address
max-mac-count fiy4 PR il ] BL2% 2] 2 MAC Huhik %, JFECE 2% 2 21 MAC Huhk#0k 21 5% K
fHI,  Z50E MAC HilibANYE MAC itk B OC,  retg il e Bt & Wik 2 (1) 1P ik, 78—
FEPE F22f% DHCP kbt . B, ASA7EAE DHCP MRAEZCHE: ot 1R i) DHCP ¢ 7 it ] DL IE % 3k
WP Mk, {HAFAE DHCP HRAEBGE % 11 F ) DHCP 24 7 S {15 il e Jo i3k I 1P Mk

W %E DHCP i SRR SCIM AR KT MAC il #5AH IR, W3k mac-address max-mac-count
i JGiL P 1 DHCP HAE Bt o fE X Fis & T, #5225 Ff DHCP Snooping ¥ MAC Hiulil 5 A Dy R .
Ja H1Z i8¢ )5, DHCP Snooping 3 £ £ 2 #2150 21 ¥ DHCP 11 sk 4R S 1) chaddr <7 B An £ o i1 5
MAC Hiblk B 7 — 30 Wik —30, WA SCEE, #H A k4 DHCP iRssds; WAL
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ME 7% W L . mac-address max-mac-count #y2TVEM N, ES W “ JZHEAR-DLK AT
Fff) “MAC Hbihik3 7.

2%5-7 B DHCP Snooping 5 MAC H3it#& ES ThAE

1BRAE we i3 AR
WANRGAE system-view
. - interface interface-type
HEABE B interface-number
J& FIDHCP Snooping/fIMACHL | dhcp snooping check B 5, DHCP SnoopingffIMAC
R A TR mac-address HHEAS B TR AL T R A

5.7 BLE&PRALIE{AEDHCPIEK A a3k ST B

AThEE K& DHCP £:45# 3. DHCP-DECLINE fl DHCP-RELEASE =#l DHCP i# 3Kk J7 1] 1)
W, LA 1 AEvE R P s O 33X = MR S0 DHCP IR 45 e kAT et .

13t DHCP 2294 e Budi ) Fr Ml % B 78 472 DHCP % )7 3, [1] DHCP il 45 2% A 3% 4438 ) DHCP
SRS, TE DHCP HR4s#5 A DHCP 2 7 i Jo k% B 1 O R R S I R0 1P bR 24 o G SR 2K
i B 78N () DHCP %5 i 2 326 Kttt ) DHCP S99 30, 4 S350 & 1P kgl K I fa) oy
Jil, DHCP %5 28 3%cAT S ity Mkt 73 Bid 458 () DHCP %) b o

41 DHCP-DECLINE/DHCP-RELEASE ) 3C Bt/ fig Biiti # B 78 6732:1% DHCP & /¥y, [1] DHCP
45 28 K% 4k it f) DHCP-DECLINE/DHCP-RELEASE 3, S%( DHCP IR45 #3454 1 1P huhl:
4,

7. DHCP Snooping ¥+ I3 [l DHCP 1K J7 R SCka & Th g, wl LA &y 1k £hiE DHCP ¥ 3k
D7 RSBt . R T i%3hfg, W) DHCP Snooping &40 3] k4R SCE, Ky 2 Hiy 2 75 47
76553 3K J7 1A 3 SC UG KL Y DHCP Snooping %3, #5474, MR (5 B DHCP Snooping #
T 3, AAZIR A A1 DHCP 153K 77 MR SC, #3048 K2t DHCP kg5 AS—3,
WAIZIRSCAPIE ) DHCP 1K 7 4R 3¢, WL RS B, MU ZIRSCEVE, WL k4

DHCP fllz%5 %% o
#<5-8 A DHCP Snooping B DHCP &k /5 [E13k IR E I sE
BRIE we LRA
BRG] system-view
" . interface interface-type
NP TR interface-number
12 FIDHCP Snoopingii et T, DHCP Snooping/DHCPI# 3k
SHCPiﬁ*jj?’;?g;?ﬁgIﬁ dth snooping Check ﬁﬁ%&ifﬁé%ﬁﬁ%?%lﬂ’ﬂ%ﬁ
e ~ 7 | request-message FUREAE 2 LUK 111 R FDHCP
Snooping[{IDHCP# 3K J7 MR 3% £ Th A
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5.8 Bt BE1Z 3175 % S DHCP SnoopingZR I &Y & A% B

T I AR B T LABR 4% 11 8% > DHCP Snooping &It 5: K H ,  BABG 1R 1% 5] B K &

DHCP Snooping &5, 2 1RG0

%#5-9 BB O31755% 3] DHCP Snooping RITHI & K H

BRAE we 15t BA
WANRGAE system-view -
i - interface interface-type )
HEABE PRI interface-number
He % H 8) &% >JDHCP dhcp snooping BRAEILUT, ARG
Snooping & i )i K H max-learning-num number DHCP SnoopingZ i 1% H

5.9 DHCP Snooping & ;= F14E A

e A RCE 5, EAEEAE N AT display i1 LLE7x DHCP Snooping HIRCE 1L, it

(e SRV R SCOATIR NI E Ve

2 AL R 0T reset ir4 AT LLIE R DHCP Snooping 48 tH15 .

#%5-10 DHCP Snooping ERF14E$A

#H#R1E

AN
AN <

i 7RDHCP Snooping# Ji{z .

display dhcp snooping binding [ip ip-address
[ vlan vlan-id 1]

i 7RDHCP Snooping_E-Option 8211 & 15 &

display dhcp snooping information { all |
interface interface-type interface-number }

5 7RDHCP Snooping# # L [DHCP#R L4 15 &
(MSR 2600/MSR 3600)

display dhcp snooping packet statistics

f}7RDHCP Snooping ¥ # L [FIDHCPH L & i1 B
(MSR 5600)

display dhcp snooping packet statistics [ slot
slot-number ]

7R AE A A B

display dhcp snooping trust

2 7RDHCP SnoopingZ I £ 35 &

display dhcp snooping binding database

15 KDHCP Snooping# I

reset dhcp snooping binding { all | ip ip-address
[ vlan vian-id ] }

& FRDHCP Snooping ¥ % L FIDHCP# X 45 B
(MSR 2600/MSR 3600)

reset dhcp snooping packet statistics

1 FRDHCP Snooping ¥ 4% I IDHCPR X4t &
(MSR 5600)

reset dhcp snooping packet statistics [ slot
slot-number ]
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5.10 DHCP Snooping 22 &It & 2445
5.10.1 DHCP Snoopingft & &5

1. A EK

Router B il i L KM% 0 GigabitEthernet2/1/1 #3475k DHCP 45 2%, T DL M i O
GigabitEthernet2/1/3 i+ |4k DHCP fil 454, iliid GigabitEthernet2/1/2 143 DHCP %/ i o

PR

o 545k DHCP RSS2 HHI%E (¥ 1 7T LA%E & DHCP JIR 45 28 Imi N 4530, i HoAth i VAR %
DHCP Ji 45 5 (i fY 4R 3L

e itk DHCP-REQUEST i SC M7 T3 11 W £ ) DHCP-ACK 3¢ DHCP % /7 i IP ik &
MAC Hihk 258 15 B

2. HME

[E5-3 DHCP Snooping M= E

Router A
DHCP server

Router B
DHCP snooping

DHCP client Unauthorized DHCP
server

I EBMELE

# J&i Fil DHCP Snooping LJfE.

<RouterB> system-view

[RouterB] dhcp snooping enable

# W E GigabitEthernet2/1/1 % 11 k{5 fE5 11 .

[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] dhcp snooping trust
[RouterB-GigabitEthernet2/1/1] quit

# 7F GigabitEthernet2/1/2 I3 il DHCP Snooping £l fE .
[RouterB] interface gigabitethernet 2/1/2
[RouterB-GigabitEthernet2/1/2] dhcp snooping binding record
[RouterB-GigabitEthernet2/1/2] quit

4. WirE &

BCE S E, DHCP % /7 i L BE A% DHCP JIr 45 #3385 1P ki AL & e A5 B, JE% DHCP Jilk
- 4% JCi2: o DHCP & 7 i 4y fic IP Motk A LA & 45 5 . B display dhcp snooping binding
AJ i) F 3R ELF ) DHCP Snooping 10,
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5.10.2 DHCP Snooping3Z#5Option 82 Bt & 15|

1. LA K

e  Router B I3 DHCP Snooping ZfE, J37%F Option 82 Thfg;

o XU Option 82 11 KR S I AL BE RIS 4 replace;

e  {E GigabitEthernet2/1/2 L:i¢ & Circuit ID HH7E N %4 company001, Remote ID HEN AN
device001;

e  {f GigabitEthernet2/1/3 it & Circuit ID L verbose B3 78, #ANT AAR 1A sysname,
7% ASCII %30, Remote ID 372 %¢ 4 device001;

2. tAME
[E5-4 DHCP Snooping 3Z#F Option 82 BLERE

Router A
DHCP server

GE2/11 Router B
DHCP snooping

DHCP client DHCP client

JIEBRESE
# J&i il DHCP Snooping LJfE.

<RouterB> system-view

[RouterB] dhcp snooping enable

# W E GigabitEthernet2/1/1 % 11 k{5 fE5 11 .

[RouterB] interface gigabitethernet 2/1/1

[RouterB-GigabitEthernet2/1/1] dhcp snooping trust

[RouterB-GigabitEthernet2/1/1] quit

# 7t GigabitEthernet2/1/2 it & DHCP Snooping 7 ¥ Option 82 1jifit.

[RouterB] interface gigabitethernet 2/1/2

[RouterB-GigabitEthernet2/1/2] dhcp snooping information enable
[RouterB-GigabitEthernet2/1/2] dhcp snooping information strategy replace
[RouterB-GigabitEthernet2/1/2] dhcp snooping information circuit-id string company001
[RouterB-GigabitEthernet2/1/2] dhcp snooping information remote-id string device001l
[RouterB-GigabitEthernet2/1/2] quit

# {Eim 1 GigabitEthernet2/1/3 it ¥ DHCP Snooping 37 #F Option 82 1)jf.

[RouterB] interface gigabitethernet 2/1/3

[RouterB-GigabitEthernet2/1/3] dhcp snooping information enable
[RouterB-GigabitEthernet2/1/3] dhcp snhooping information strategy replace
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[RouterB-GigabitEthernet2/1/3] dhcp snooping information circuit-id verbose node-identifier

sysname format ascii
[RouterB-GigabitEthernet2/1/3] dhcp snooping information remote-id string device001l

4. BEELE
B & 5e )5, 1 display dhep snooping information fiy4 1] #1% %] DHCP Snooping 7t i
GigabitEthernet2/1/2 1 GigabitEthernet2/1/3 _I- Option 82 [{Hg & 15 & -
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6 BOOTPZ /- ¥

BOOTP %% )7 iy 0 T8 N AH G B, H AT BeE =2 DORME 0 (B, ZERAHN
HITVLAN £ EAT

Z /N HA MR MAC Hulik () VLAN £z Fag i b gk L BOOTP J5 i 1P ki, ANfgH Windows
2000 Server 1 Windows 2003 Server 1f > BOOTP JIk%5 2%

6.1 BOOTPZE FimfEi/y
6.1.1 BOOTPZE FimkIL FIfE

BOOTP /& Bootstrap Protocol ( HA5HMY) MIfRHK. 5 441 101E 8 BOOTP & i &, 1%4%
Fraf L i BOOTP #4M BOOTP Jilk 454 3R M 1P Hitik 5545 5, A 77 P&

i/ BOOTP pit iy, & 724 BOOTP fikgs4s o b4 BOOTP & /' iific s BOOTP Z4( 3
1, 1%L EE BOOTP ) Biig () MAC Hutik J H B (1) 1P itk 5545 5L . X BOOTP %5 /7 biij [1) BOOTP
MR 45w R RKIN, IRSS Sk BOOTP S8 e, JFaR [AIAH M R c B A 6

H T BOOTP Wil 75 24 BOOTP JIR%5 4 b oA B2 i 4G L E S H O, BOOTP —usqT 1
AR MEREE . AR E I, HE4E R FH DHCP P33

T DHCP e %525 vl L5 BOOTP & F i it A7 48 ., PRIl LANEC & BOOTP IRk %5-+4, 1A H]
DHCP I %5 %% & BOOTP % /' iiii > i 1P Hhk:.

6.1.2 IPHtEN7SFEBTFE

BOOTP % Fiiit A BOOTP k45 2 ) AR I 1P ik (1) HAR I B an

(1) BOOTP % /)i LA 1k /7 Xk ik BOOTP 1=k 3¢, Hor & 7 BOOTP &/ by 1) MAC Hiuhik;

(2) BOOTP 45 as i 25 K S5, MR ICT ) BOOTP %5 F g MAC Hidik, MG E SO #
2 A O R 1P kS5 R, O ) 2% ik B ] 4 B IX 645 R K] BOOTP Wi A 3

(3) BOOTP % j iy MFMC B i AR SC b BT 3145 1P Hbhk 4545 5

5 R 1P HubEBhASSRBGE R, BOOTP 4% 21t T fig vl LA DHCP JIR45 #8548

6.1.3 e

L5 BOOTP HHSCHI MG A -

. RFC 951: Bootstrap Protocol (BOOTP)

. RFC 2132: DHCP Options and BOOTP Vendor Extensions

. RFC 1542: Clarifications and Extensions for the Bootstrap Protocol
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6.2 ECEIZEO@EIBOOTPMYIKENIPHELE

%<6-1 FEEENO®ET BOOTP #83REX IP ik

BE we i3t AR
HARGHLE system-view
. 2 11 X0 % interface interface-type
LB interface-number
B E B BT BOOTPHMNER | . BRETENT, HEOAELIBOOTP
E)(IPfé,th ip address bootp-alloc I EEIPH b

6.3 BOOTPZE Fim & R FALETF

fESER AR R, CEAERMLE T display frd T BLERECER BOOTP % /i KIS T ML,
A B R R B 0 BOR
#%6-2 BOOTP % P im B /R FALER

#BR1E we
— N Ny display bootp client [ interface interface-type
=] L e f =
§/RBOOTP% i HUAHCA B interface-number ]

6.4 BOOTPZ i i B Fip & 245

1. A EK

Router B [JLLUK M 11 GigabitEthernet2/1/1 #: A\ J&3d W, ik BOOTP 1 A DHCP it 45 #% 351K
IP Huht,

2. HME

n [ 2-2 o

I METRE

SRS K 2-2 1, AR % it Router BIFITC & .

# it B #2 10 GigabitEthernet2/1/1 iliik BOOTP shA 3k Bt hl .
<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ip address bootp-alloc

i display bootp client fiy4 1] LA E BOOTP % /v HE 21 1P bk

= i
% T12BOOTPA F 5%t MDHCPR 4 8 K /P33, i % 2 /AEDHCPIR 4% Lt /T — s B, Bk
W EIEAIL “2.12 DHCPAR 4 %5 $17) fie B 2845
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1 smoms
1.1 &R E Y

DNS (Domain Name System, 4 R&%58) & —F AT TCPAP MR Al e 12, Ptk
Y5 1P Ik () e o Sl AL R g, T HEAT LR TN, AT DUE A A L2 AT
kA7, i Eb P 2% R R A A T I 5% R 42 A T O LA ) 1P Lk

SR A AT o3 o A A AT AN S A AL AT, S E TS S A o AR AL I, R A AR
At CERERSEA N, WERERSEA T AR, RS . T4
il e B4 55 % (DNS server) [BCE, SAER € IR, DRl DR — 285 R (k44 N
FF A AT, KRR DU RS 4 i e

1.1.1 E7SiE A

A A Sl A AR AT A T T ST s N 1P bk 2 ) (10 W DR AR o 24 A P A4 3R T B2 B T (U telnet
N I, REERE SN, AR kA0 6 W (1 1P Mk

1.1.2 Eh7SiE AR

1. R332

A4 AT T L 17 344 IR 55 4% B v AL R 1P bk 2 1] RIS Y 5% R SE IR I A4 A AT A 1P Mk

ENA AL AT L R U

(1) HA AR A AT BN TN, P RE 1 G ) DNS %)~ s (R A AT o A HH 3K

(2) DNS &/ EIE R, E GBI A . WERAFAE SN IS I, A0RE 5k
A% IR P RSR[5 PP RER s W SR BAT A BT EE A PR MRS 0, A9 7 sk A4 R 55 s I8
HiE K.

(3)  HRANRSE A5 E ST B Ol e A kA e Y (1P ik o it AW A A R T AR
HURFISRAC A HABIR A M 55 AR A BE,  ELRISEReiAT, IFRHRAT 45 R IR 014 DNS %)™ b o

(4) DNS %) i 21344 i 55 s AW AR SC e R b 4 R AR [T R o
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El1-1 h7SEa R

#if) sk
HPREr e
i IZS
B4 IR 5%
W | A
Z17
DNS% /i

FPREFY . DNS# i KA ik o5 s USSR B 1-1 o, e idiras (7 44 DN S & i . H
JURT . DNSE e[ G 8s b, MIDNSE /- i Al 4 Ik 45 48— I e 5 3 b

BN R SCRFRAT DIRE o BRR BT D3804 55 1P Bk R IR S 47 TACAE DNS 25 i 1) 5
SEAGAT, 2N KA WA AL R, 8a] LB N GEA DOh B, AN 444 IR 5%
AT R o GeAr X P I WURTAE — BN )5 2 2 A I B, DLORAIE R IR A2 i 55 245 28] S50 T 1)
WA I TR] 4 5 55 4% B, DNS %5 ) it s AA IR 55 2 (0 I B S0 AT 2 AL 1)

2. WA EHRTIRINGE

ANAAMRT IR E AR e . P W DTG RCE — S A 548, Ae Il A i e, ™

RS NI A P 7B, RS BB A4 N EAF P R80T, B, A

k4 aabbec.com, AW LUSELEESAIRTELE com, A)EHIA aabbee AT, RAESH

RN 34 5 )5 4% FE ) aabbee.com BT AR

R4S G G I, AR HE - NI A 7 KA R, B 7 200 e BA R LRI D -

o MR SARIS L TRA <7, il aabbee, RGN NIXE AN THAL, SEEN 4
JESHEAT A, A AT NS S N A A A RN, R B B N 44 (an aabbee) 1F
T

o MBI EARE LSRRG <7, i www.aabbee, R4 EEME TR, WIRAHK
We, PR OO BN R SR A T A

o WMBEHIPHMIARSLEIGA “.7, il aabbcc.com., FRATFEIATEL GHRREN, RAH
A A AT B, AR S A R RIE R . g2, R P AR
BN C7 AR PN AR T AR, AN S R UTECH i TR )44
JE4, B EIXAS .7, WP EERL LR A &I ERFIE4, By FQDN (Fully
Qualified Domain Name, 54 &#HEHA) .

BT, WA SRR A AT R B A& 44 A B 1Y) DNS 25 )7 i D) g o

Z

Jo RIR LIRS R LR E T REL AL, KELT BT A 4 KA A IP dbit,
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1.1.3 DNS{tE

1. DNSHIBE /¢

DNS ftE (DNS proxy) JI3K#E DNS client fil DNS server 2 [f]#% % DNS i KN &R . Jaiek
¥4 P4 ¥ DNS client % DNS proxy 41 DNS server, ¥ DNS i 3k 41 3C & 1% 45 DNS proxy.DNS proxy
W5 1% 07 SRRSO e ) FLIE R DNS server, 1K DNS server (#3254 SCiR 7145 DNS client, M sE
LA A4 AR AT o

{1 F] DNS proxy Jifie/5, 4 DNS server [FHidik & 22240, HFF57E DNS proxy EELE, ok
S SR Y B4 DNS client [RRCE, AT A 7 47 3L

DNS proxy (1) #8784 3 1 BR8sidn [ 1-2 iR

[E]1-2 DNS X3 #2580 4H W 7 F

DNS client
DNS proxy
e’i;:W‘
DNS server
DNS client DNS client

2. DNSHKEEB) TIEMLHI

DNS B TR R T

(1) DNS client it DNS proxy 241f: DNS server, ¥ DNS i3kl S k%4 DNS proxy, HIiE SRR
SCIH sk 4 DNS proxy (1) 1P Hidik .

(2) DNS proxy W EIERICIG, 1 5E A A TSI A AT RS2 AT A%, Wf
TEAEIE R IG15 K, I DNS proxy H 42 it DNS I 28R SCH 342 AT 45 S5 7145 DNS client.

() WA KIIMEE, W DNS proxy K4k 34 & % DNS server, i#iit DNS server #1715
IEHT o

(4) DNS proxy Y% DNS server [N Z4R 3G, Wl A MBI H, IR ST K4y DNS
client. DNS client | HI 45544 fift #r 1) 45 B AT HH N (R AL 3L

45 DNS proxy FAF{EIR A RS aettihl, JFAFLERIRIR A RS54 B, DNS proxy /4 41 DNS
server KL A fENTIE K o
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1.1.4 DNS Spoofing

[E]1-3 DNS spoofing 8284 F 175

Host
DNS client

Host
DNS client

DNS server

DNS proxy
DNS spoofing

HTTP server

DNS spoofing (DNS#F) F= 2 H T &l 1-3 Fionfdk 5 M4t . {rizkiggd.

Device iliid #& 5 #% 1442 ) PSTN/ISDN 54k W 2% LU AFAE I I $k 55 VR e )i ST
Aol T B VA IR

Device 1£} DNS proxy. fE Host ¥ Device $55E y DNS R452%: #h 54 @ iEH )G,
Device ifi ik DHCP %577 :\Eh &3k L DNS Ik d5 ds il .

Device F¥H flifit DNS spoofing ThAEl, Device #:r# Host &1k (4l & T is ki o, i
ANFEAENF N R 44 AR AT 200, 752515 DNS server RikIS A TG RK. (B, BTNk S0
Wi AR ST, Device | ANTEAE DNS server Hilik, Device /4[] DNS server &% 44 it i sk,
WAL % DNS client 1K . AT FBORA MET R, BB il 34 5 46 D g iz
DNS spoofing Dhfig n] LA ve Fik ). it DNS spoofing Zhfi¢)m, RI{# Device EAfEAE DNS
server il ok #i% DNS server 1% 1, Device A FIHEE M 1P Hubb/E IR 44 i dr 4 0, N
DNS client (4 i iiriti sk . DNS client J& 22 A3k (R SCRT URIR Al A 35 1 vtz o

B 1-3 Fion Mg, Hostij i HTTP server {13 SC AL FE A «

1)

2

®3)
(4)

(5)
(6)

Host & id 554 U7 1] HTTP server I, 154G 11 Device & iXI 4 fit#iriiisk, # HTTP server ¥
B4 AT A9 1P ik

Device B B4 MENTIE R G, WSR-S B A= 7 1EH:, Device L Af74£ DNS server
Hohik, B A G E ) DNS server #ilib¥) Anf ik, ) Device F|H DNS spoofing H1$& & )
IP HutikAF A A4 AT 45 R, % DNS client IS4 EATIE SR o 3804 MAAT N 25 1 22 AL I ) 4
0. JFH, NN IP Ml 2 N 44 Device FAE{ERIIA % (P Hubk (8% i,  HLEK b b s
Hogk 54 H .

Host 4 %] Device FINZHRICIG, N 1P Hilik &%k HTTP 16K

Device il i 8 54 1 )k HTTP iR, il k-5 D @&, it DHCP 555 X gh#&
FKHL DNS server [,

WA AL, Host PR R L8844 i K

2 J5, DeviceltI bt 2 5 DNS proxy TAEFEAHIA, 1ES W “1.1.3 2. DNSARFET TAENL

ﬂ” .
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(7) Host 3xEFEAfIK) HTTP server ik, wLLIES Ui HTTP server.

% m
# T DNS spoofing 2 A48 89 IP 3k R A MATIRE 2T AL 69 IP Heik, 4 T Brik DNS client &
PRAAEIR 0BG FAAT R IR, % P Hobb st 5 3R % f AT B A9 2408 1) 4 0.

1.2 SR BREEESE

F1-1 HEBITRETEEN

BEES AR FHEE
fil & 1Pv4 DNS client 1.3
R
fiL'& 1Pv6 DNS client 1.4
i & DNS proxy Al ik 15
fi. & DNS spoofing naf vk 1.6
T DNSHR 32 1 sty 11 CIpVH 17
T & DNSAHE AT4% 1 Al 1% 1.8
1i % DNS/IPv6 DNSH L [FIDSCPAL /L Ak 1.9

1.3 Bt EIPv4 DNS client
1.3.1 BLEFRSIE AR

e 5 P Al 44 A AT it e T B R LA IPvA HUE AR BN N . 2448 ] Telnet 253 IR, W LAE

A B0, B RGN N 1Pv4 Mk,

RN B A A RTINS, TR

o EAMBHA VPN P, —ANEHLLHAEXS NN IPv4 Hihk, ERECER, Bl E S E S
AL .

o AMILHA VPN Wi ] LIELE 1024 4~ FHLA AT IPvA Btk (5 Y 5C &R o n] LR IS 7E 2 I
%% 1024 A~ VPN WELE EHLA R 1Pv4 Hubk 6 R 0GR

F1-2 BLEESIEA BN

BRIE we EER
ARG system-view
. I ip host host-name ip-address BAETEHL T, S TR T
AL LA AR R IPVASE [ vpn-instance vpn-instance-name | | 7£ 4144 K IPvAHLHE (P56 Y 56 £
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1.3.2 LB A MR

1. ThEEE It

QSR A P B AR T D RE T B A I 55 A Ik, SR A RERE S SRR SCOAIE B IE

B 00l 55 4 3R AT AR AT
R IETT AR B AL S 28, DA SEB R S A4 (38 7B, 1 el AR Gt E Sl BT e B I e 4kt
AT HT o

2. BRERHFIES

AW ECERAS VPN P i % 1] DAIRCE 6 M4 IS5 45 11 IPv4 ik, DA A M Rl %2 1024 4
VPN fic & 3 44 I 554 11 1Pv4 Hiutik

ANMEEA VPN N 55 2 0] DAL E 6 /M4 IS4 11 IPve Hitik. vl LA A MRS %2 1024 4>
VPN PC E 3k 44 il 45 (1) 1Pv6 Hikik o

P WA KT B 1PvA Uk I, D05 1) 35544 I 554 16T 1P v bk 8308 A vy ids K o G SR v 2 e
VU [ 42 IR 2% 25 () 1PV6 Mtk 2 3% 25 5 3K

44 M55 A LS T Ay - S S A3 44 IR 25 A A SE G e 1 i e 348 e 45 4 e 1
FUCE A8 A 45 e st 2 Tl i DHCP 2507 8 A SRk 42 IR 45 %« 2% BT SE 1 AR
Se R e A IR S5 4 AL BTG 3K, RIS PR3 0 56 S v BIMIC IR ) 1) FL A5 44 I 5%
PR ILTH I K

AW ECERAS VPN P2 i DAL E 16 M4 G4 T L AR % 1024 /> VPN Bt & ik 44
I8

IS IR A 5 S AR BT N SERCE A e SR e s T A il & 3k e 4wk BT
UG HE 4 G SR e Tl DHCP 255 sl AU A G 4 . &1 Jeis it se 4
e R S 4, BT RIS FRARAE AL S N B 7 I8 I A3 44 s 4

3. EBESE
#1-3 B EASE AR

BRAE we 15t AR
HARGHLE system-view
B4 R%% | dns server ip-address [ vpn-instance
25IPvaRill | vpn-instance-name ] THE R
e B WA R 55 P, \
il i s 42 5 46 ipv6 dns server ipv6-address @%ﬁ h?/ErL I~ BARCE AR
%%El’]l;:’ GHL [ interface-type interface-number ] 2525
JIFV [ vpn-instance vpn-instance-name ]
. dns domain domain-name [ vpn-instance RATHIL F ‘&ﬁﬁﬂj‘g’ilﬂi%)ﬁ
Chrie) P k4 e 4% vpn-instance-name | 2%, RN AR H P N a4
5 R BEAT AT
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1.4 BCEIPv6 DNS client

1.4.1 BLEFRSIE A BT

P B i A I A AT B R L B LA S 1PV6 kAN L N . {8 Telnet 255 IS, T LT

A EWLA, H RGN 1Pv6 Hiulk.

TEBC B SR, FHETR:

o {EAMEFEA VPN, —ATHLLHEE N A 1Pv6 bk, FRECER, B E S E
m AR

o AMEHA VPN Wi Z W HLE 1024 AN N4 5 IPv6 Mtk R NG ER . T BAA 28 P AT 22
1024 /> VPN FC & EHLAF 1PV6 Hihik (0 v oC & .

F1-4 B BRI BRI

BRI
WANRGAE system-view

ipv6 host host-name ipv6-address | SEEIEIL T, E&A MBI R T AL
[ vpn-instance vpn-instance-name | | 7& EH14 A& IPvEHLHE (F15%] 3 2 &

3
4>

L RA

T B L4 FXS I P 1PV e il

1.4.2 BB AT

1. THEEEIT

WAL AL B A AL AT T RE, I S A IR 55 A (Kt ik, IXCRE A BERE B SRR SCR%

B IEAA 10 R 55 25 2EA T AR AT o
F Py AN Bk A JE 2, DURESEBUU S NSk A4 (78 2 7 B, ol R 48 A 3BT B i e 480t
AT AT o

2. B BRFIFIES

o AMEA VPN N2 0] LILE 6 Ml RS54 1Pv4 Hiutik . v LUK 2 M FI ;2 1024 4~ VPN
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F g g o display dns server [ dynamic ] [ vpn-instance
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<Sysname> system-view

[Sysname] ip host host.com 10.1.1.2

# AT ping host.com 174, Device il it &AL A AT v LUENTE] host.com XFR (1) 1P Hukik>h
10.1.1.2.

[Sysname] ping host.com
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Ping host
56 bytes
56 bytes
56 bytes
56 bytes
56 bytes

--- Ping

.com
from
from
from
from
from

(10.1.1.2): 56 data bytes, press CTRL_C

10.1.1.2:
10.1.1.2:
10.1.1.2:
10.1.1.2:
10.1.1.2:

icmp_seq=0 ttl=255 time=1.000
icmp_seq=1 ttl=255 time=1.000
icmp_seq=2 ttl=255 time=1.000
icmp_seq=3 ttl=255 time=1.000
icmp_seq=4 ttl=255 time=2.000

statistics for host.com ---

to break
ms
ms
ms
ms
ms

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/1.200/2.000/0.400 ms
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(2) Tc'® DNS % /it Device
<Sysname> system-view

# 0 B A4 IR 25 2% 1 1P Mkl 2.1.1.2,
[Sysname] dns server 2.1.1.2

# BB A G4 com.

[Sysname] dns domain com
4. Wik &

# {EBE% BT ping host iy4, ATLL ping JB 4L,  FLGFN 9 H sl 3.1.1.1.
[Sysname] ping host

Ping host.com (3.1.1.1): 56 data bytes, press CTRL_C to break

56 bytes from 3.1.1.1: icmp_seq=0 ttl=255 time=1.000 ms

56 bytes from 3.1.1.1: icmp_seq=1 ttl=255 time=1.000 ms

56 bytes from 3.1.1.1: icmp_seq=2 ttl=255 time=1.000 ms

56 bytes from 3.1.1.1: icmp_seq=3 ttl=255 time=1.000 ms

56 bytes from 3.1.1.1: icmp_seq=4 ttl=255 time=2.000 ms

--- Ping statistics for host ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/1.200/2.000/0.400 ms

1.11.3 DNS proxy LB fig & z&45)

1. AT K
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P2 3544 IS5 24 10 \P MLkl e AR AR A, Do 284 45 B 0 7 28 W gl X P A e o A 22 1R 44 Tl
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ik DNS proxy Dhfig, FTLAR KR>3 I TAER . 04 RS 4% 1P dhbk oAz i, UFR

{0 DNS proxy [ IFIFECE, BRI ATSEIL R0 P 152 4% 18 el 8 ()38 44 IR 45 2 T 4k 42

TEAG T, BAREE DR

(1) R 34 %% Device A Bt & DNS proxy, DNS proxy F& & 544 45 4% 1P kil
FLIER 44 R 25 2 () ik 4.1.1.1.

(2) R A AR & (Wt Device B) L, 344 RS54 11 1P HuhEfd E S48 DNS proxy [fiHbhl, 5
K ARFTRSC K 1 DNS proxy e &k 45 FLE IR 44 IR %5 2e
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2. AR
[E]1-9 DNS proxy 4B M &

Device B
DNS client
’s
w DNS server
2.1.1.1/24 Device A
DNS proxy

2.1.1.2/24@ 1.1.1.1/24

3.1.1.1/24
host.com

Host

I EBMELE

X i
T4 T @8 EZFT, BiXiAE5B 8RS, IAZ MR G T, FOmR @ 1-9 i’ E A
o A 1PHLAE

(1) MERARS S

AN Ry 3k 42 R 55 28 IR C & 77N Rl . Windows Server 2000 15 4344 i 45 #aitf, e & 5 vkil 2 0L
“1.11.2 Fhasli il b G E 254 7

(2) & DNS ALH Device A

# BLE A RS54 1P Hikloh 4.1.1.1.

<DeviceA> system-view

[DeviceA] dns server 4.1.1.1
# JT )i DNS proxy Ihifig.
[DeviceA] dns proxy enable

(3) M.HE DNS % i Device B
<DeviceB> system-view

# 0 E A AR SS A I 1P ikl 2.1.1.2,

[DeviceB] dns server 2.1.1.2
4. WFRCE
# {f Device B _L-#47 ping host.com x4, AILL ping @ EHL, HXFRHH M HEES 3.1.1.1,

[DeviceB] ping host.com

Ping host.com (3.1.1.1): 56 data bytes, press CTRL_C to break
56 bytes from 3.1.1.1: icmp_seq=0 ttl=255 time=1.000 ms

56 bytes from 3.1.1.1: icmp_seqg=1 ttl=255 time=1.000 ms

56 bytes from 3.1.1.1: icmp_seq=2 ttl=255 time=1.000 ms
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56 bytes from 3.1.1.1: icmp_seq=3 ttl=255 time=1.000 ms
56 bytes from 3.1.1.1: icmp_seq=4 ttl=255 time=2.000 ms

--- Ping statistics for host.com ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.000/1.200/2.000/0.400 ms

1.12 |Pv6iD 2% iR BL B i & 2545
1.12.1 F&7S1E 2 AT & 2551

1. AR FEXK

N T R IZ S A% 1PV6 ik, Device A5 BB RLAE TCZ M ML Vi 3E— L. {E Device -
THCE 1PV6 HibEXE ) 44, RIS AT Di6e, o] LASEEE i 0144 U5 i E 6L
FEAF, Device Vi i) i1 EHL IPV6 Hihikh 1::2, #1444 host.com.

2. HME

E1-10 B37sig M B B LA W &

1::2/64

@1::1/64 host.corr‘
Device Host

3. EESE
# BLE A4 host.com F MV FE) IPv6 Hiulik ok 1::2.

<Sysname> system-view

[Sysname] ipv6 host host.com 1::2

# $AT ping ipv6 host.com 74>, Device it idt &334 f#HT v LU#EAT 2] host.com XJ MY 1Pv6 Hitik
N 12

[Sysname] ping ipv6 host.com

Ping6(56 data bytes) 1::1 --> 1::2, press CTRL_C to break
56 bytes from 1::2, icmp_seg=0 hlim=128 time=1.000 ms

56 bytes from 1::2, icmp_seq=1 hlim=128 time=0.000 ms

56 bytes from 1::2, icmp_seq=2 hlim=128 time=1.000 ms

56 bytes from 1::2, icmp_seq=3 hlim=128 time=1.000 ms

56 bytes from 1::2, icmp_seq=4 hlim=128 time=0.000 ms

--- Ping6 statistics for host.com ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.600/1.000/0.490 ms
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1.12.2 St it e & 256

1. ARk

N T AL R A% 1Pv6 Huhik, Device A5 Sl T 02 W34 Vs i) B — =ML SR 48 A7 4

B RG] AR Bl 4 it e, SRRl 34 s inl 41

TEAA

o IRARSSASN IPVE Ml 2::2/64, WA RS A AT com B8, H. com s AL E A “host”
FIPV6 Ml 1::1/64 [ N e R .

o Device fE25 DNS % i, A6 HBhAIA MDA, K4 T4 1Pve k.

o Device FFCELLA G4 com, DUERIAL S i) EHLNH R4, 41 Was k4 A host BFH] 15 1)
14} host.com. IPv6 Hutil >y 1::1/64 ¥ 4L Host.

2. A E

E1-11 h7siE# fir W E

2::2/64 2::1/64 - 1::1/64
host.com

Device
DNS server DNS client Fost

3 EMELSE

@ 15 Bf

BT T @ eh B B Z 8, 133508 &5 I ek T4, K & Fe EMA LB E 75, 30 IPve
Hoit4e B 1-11 P77,

o ARIBMLIBRHFBWMEEFEAFE, T&EA Windows Server 2003 4 4, HLEAR & IR 435 49 B
Bk, REZA, F Ik DNSRS % X4 IPv6 DNS Zh 4k, VAMEALIE IPV6 3R & AT I, H
DNS JR %25 #9352 o ASE & IPV6 JR L.

(1) PeESA RS

# 3 NIAA I 25 25 T B T

TEFF AR, RERE[RE P/ 3 1. H/DNS].

# B X 45 com.

I B 1-12 ow, A iR A S kX, BRI X ], 4% P B E Y X icom.
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E1-13 6)iEicFE

_'.._ dnzmgmt — [DESALBAVIE S v con]
2 oaitE HBtEw TEW BEOW  FEEhE@
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EE

=5 LB
ERS o S

_____ (LT B
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SREBAREETTEREE o0 o).
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BT G). ..
HiFHER ©). ..

B {2 (K) »

&5F W) v
MIZEAEEREO i)

fhlEs @)
Rll#R ()
FHAEE L. ..

et (R)
FEhh (1)

HEFEHARB LR, #an B 1-14 FREHE, ZEFEBTIC RN “IPve EHL (AAAA)”,
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El1-14 #FERFIZRER

BRig AR 2 x
BRI R (3):

AFS ﬁEE (WFSDE) -

ATM HEHE (ATMA :I

e

ISIH

T.25

Bl (CHANE) [

i :

IPvE EHIAIEAIHBIE (AR TET. 15 NS ELERREE—T8 |

— 125-fif IF+6 Hitk. (RFC 1586

|
[z . | = |

R B 1-15 NIk A hostATIPYe bk 101, Seh<Bfse >3], A4 fiPve ik (st .

Bl1-15 FRAnigi&Fn 1Pv6 ik YRR &t

2 x]
TPv6 AL (ahad) |

A AoR AT NIERE A (1)
Ihost

TS tEEE S (FODH) ().

Ihost.com.

IF R 6 FEHIHIE 00
|1: 1]

fifE HiH
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(2) & DNS % Jifi Device
# NC B A RS 25 1) IPVe itk 2::2,

<Device> system-view

[Device] ipv6 dns server 2::2

# I E I 44 5 4% come.

[Device] dns domain com
4. Wik &
# {E B % LIAT ping ipv6 host fiv4, BILL ping 38 4L, 6N H st 101

[Device]
Ping6(56
56 bytes
56 bytes
56 bytes
56 bytes
56 bytes

ping
data
from
from
from
from
from

ipv6 host
bytes) 3::1 --> 1::1, press CTRL_C to break

1:

I

:1,

I Y

icmp_seq=0 hlim=128 time=1.
icmp_seq=1 hlim=128 time=0.
icmp_seq=2 hlim=128 time=1.
icmp_seq=3 hlim=128 time=1.
icmp_seq=4 hlim=128 time=0.

--- Ping6 statistics for host ---

5 packet(s) transmitted, 5 packet(s) received,
round-trip min/avg/max/std-dev = 0.000/0.600/1.

1.12.3 DNS proxy LB fig & z&45)

1. AT K
HJHIRM NIHA 2 G, BH RS EHfe e T IRE 21 1Pve bk, DL #0344 1 i)
ANERIL o I RS A5 IPVe kbR AR ARG, X 4 5 B 2 T B o ORI P I %
Rk 44 R 45 2% 1Pv6 Huhik, TAFEKSAEH E K.
i DNS proxy Fifig, VAR MES A B TAE . 434 k554 1Pv6 Hibik AR iy, 75
T DNS proxy FECE, BP o] SEE0 R0 A 1 2% 18 8 R 344 T 452 fid B 1k 44
TEAG T, BAREE RN
(1) M3 G 34 Device A Bt E ) DNS proxy, DNS proxy [f& e ik 44 45 4% 1Pv6 Mkl
N TCIE 44 IRk 55 s B ik 4000::1
(2) M A AL R (il Device B) I, 34 iR4#5 11 1Pv6 Huhik L E S DNS proxy ¥ -k,
44 AT S L 1 DNS proxy 5 % 45 BLIF IR 44 IR %5 2%
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2. AR
[]1-16 DNS proxy 8 X ]

Device B
DNS client
’\-—
DNS server
Device A
2000::1/64
DNS proxy

2000::2/64@ 1000::1/64
ll ‘ 3000::1/64

host.com

Host

I EBMELE

2
T4 T @8 EZFT, BiXiAE5B 8RS, IAZ MR G T, FOmR @ 1-9 i’ E A
O 4 1PV6 ik,

(1)  AoEIkA RS

AN[R) R 44 IR 25 2% O G B 7 VAN 7] . Windows Server 2003 15 4 42 IR 45 28 6F, i & 723 2 0
“1.12.2 FhAIRA IEHTICE 27

(2) TF® DNS 1LE Device A

# TC B A IR 4525 1) 1Pv6 Hulik ok 4000::1.

<DeviceA> system-view

[DeviceA] ipv6 dns server 4000::1

# JT )i DNS proxy Ihifig.

[DeviceA] dns proxy enable

(3) M.HE DNS % i Device B

# OB B4 55 A5 1K) 1Pv6 Mtk ol 2000::2.
<DeviceB> system-view

[DeviceB] ipv6 dns server 2000::2

4. WHERCE

# 1t Device B 34T ping host.com #r4-, W LA ping i 4L, HX (1) H itk 3000:1.
[DeviceB] ping host.com

Ping6(56 data bytes) 2000::1 --> 3000::1, press CTRL_C to break

56 bytes from 3000::1, icmp_seq=0 hlim=128 time=1.000 ms

56 bytes from 3000::1, icmp_seqg=1 hl1im=128 time=0.000 ms

56 bytes from 3000::1, icmp_seq=2 hlim=128 time=1.000 ms

1-23



56 bytes from 3000::1, icmp_seq=3 hlim=128 time=1.000 ms
56 bytes from 3000::1, icmp_seq=4 hl1im=128 time=0.000 ms

--- Ping6 statistics for host com ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.600/1.000/0.490 ms

1.13 & WL & $Ei= 5411
1.13.1 IPv4 I & iRt E W B & 5 1= 2551

1. MK IR

NCHE T BhaS s it , AEASBEARH 84 AT 2 IE A 1) 1P $iuhik

2. PR T

DNS % )™ i it BRI 44 R 55 2R IC S AL T, A REAR S 48544 M AT 2 LA 11 1P Hiuhik

3. tpEHERR

e AT display dns host ip, K&z &AL GG B EGAAEIREIHA .

o WURAAFAEEMNTIIRA, KiEr DNS %) b & 15 M 44 I 55 25 10 A5 IR0, 1A IRgs a2 15 L
PEIE S .

o WIRAEAEEMRNTINERAL, (HHbIEAKE, WIS A DNS 27 s I O B 1R 3844 Ik 45 2 1) 1P ik 2
FENIR

o T A A IRST A T E ) A4 R bk RS A A

1.13.2 IPV6 I3 & fEH s I BC & $5 1R 54401

1. MEHEA

BCE T ZNAIRA MR, AHASREARHE A A BT 21 IE 1) 1Pv6 itk

2. tpE S

DNS % i i BEARAL M 5 20 S A, A REAR S 144 il AT 2 TE A 1Y) IPV6 Hihik

3. MIEH R

e PUTM4 display dns host ipv6, Kifra)AI4 A7 E Bt AAAEdR eIk 4

o UWRAAEEEENTIIINA, KA DNS %/ i 75 Mg 44 IR 45 8 A5 E 0, A4 s 2 25 T
YEIEH

o WIRAFTEEMENTINIA, (FHHEAKS, TS A DNS 27 i B e 5 1R 4 44 IR 25 25 14 1Pv6 Mk
ST IR

o KA MRS AR TR 1A R M B R R A I A
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2 DDNS
2.1 DDNSiE I
2.1.1 #ik

FIFH] DNS 0] LR A% i A 0 1P ik, T SRS FH 45544 S Uy il 9 8% vh 1) 19 e {H, DNIS AU ER
PET kAR 1P bk 2 () (BRI O ZR, 271 a1 1P Mk R A= AR Ak, DNS JEiksh 25 i B ik 44
FUIP Huhk (R0 0GR o BRI, i SRATH AR A R 34 Vg el i 19 o, S 344 AT 459 20T 1P Mk 2 A iR
OPNTIES =2 QPN

DDNS (Dynamic Domain Name System, &4 R240) FHkahA S8 DNS k454 A4 1P
HhEZ AR B O R, AR 3k 44 A7 AT B E A 1P Mk

HET, HUA IPvA 44 #5247 DDNS, IPV6 f 44 i H A S R DDNS, RIH fEif i DDNS 2l 55
15 4% F0 1Pv4 il 2 8] fR 6 5K &R

2.1.2 DDNSELEY 4R [ iz FE

[E]2-1 DDNS #2748 W [&

DNS server

HTTP server

DDNS client HTTP client

DDNS server

DDNSI#HL A2 (3R 55 n [&] 2-1 frzn, DDNSSRHH & P il R 55 s X

e DDNS %/ IP HihEZRAKE), FE3i4E DNS ARZ-4% b3l o 5k 44 F0 1P Motk st v 56 & 11
WA . Internet FH P I8 8 I A% Uy ) SR ALY LIRSS IO IRSS 4%, W HTTP. FTP JIRS54%. A
TRAE 1P ARG, 758K 0T DU 344 U I X iR 454, MRS AR 1 1P Mk e AR AR I
JR 55 #5444 4 DDNS & Py, 1) DDNS 45 2% A% T Bl 44 Al 1P Hbdiloxf 3 5C 22 /¥ DDNS B
B Ko

o DDNS Jl%5#5: S5l %1 DNS 5545 27 B 44 A 1P ik 2 [AIR6 B G &R « 203 DDNS
% BT SR S, DDNS RS 2% 411 DNS IRk 2% 2% 557 14t 7. DDNS %% )7 S ()38 42 A1 1P 3
HEZ A R O R o AT ERAIE RIS DDNS %5/ i [ 1P Hbik 2%, Internet I/ 47388 n LU itk
[FAE Ik 44 Ui 7] DDNS %5 F difg o
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Z i
o BT, DDNS Z#7TiTA28H %—o947E, © A F) 49 DDNS 4255 K 247491342 4 40 F) .

o K& TVAMEH DDNS & F 5%, i# it www.3322.0org(www.pubyun.com). &4 7% DDNS IR 4%
& LA DNS IR 48 L3R4 Ao IP b M d3F fL X 4

2.2 & EZ1EAHDDNSE Rim L BEESEN

#<2-1 R #%1EH DDNS & Fin B EEFE T

BEEES 15t AR HERE
fi & DDNS Wik 2.3
FE4 1 Y ] DDNS 5 Wik 2.4
fiil & DDNSHR S [ DSCPALSE ) Ak 25

2.3 BEEDDNSHKIE

1. ThREfET I

DDNS 5li% = DDNS AR5 aslftibil . 5. B 4. S, wa kg, B SSL %) i
SF A T I A R B 25 s B S, 08 DDNS 56i& 5, n LAEASE$8: 0 F N R AH R ¥ DDNS
ik, Minifaiik. DDNS [HIfL &

2. BEERHFIES

BE4% 0] AN [F) DDNS IR 45 w175 K 5B Ot F2 4 AR, DRIk, DDNS S B sk i URLHhE R C E 5 =X
WAFAEZE S, WK 2-2 iR,

32-2 % LA DDNS E#iEk URL &R 5%

DDNS AR5 2% DDNS E#iF K8 URL k483
www.3322.org(www.pubyun.c | http://members.3322.org/dyndns/update?system=dyndns&hostname=<h>&
om) myip=<a>
DYNDNS gt_tg:alémembers.dyndns.org/nic/update?system:dyndns&hostname:<h>&myi
DYNS http://www.dyns.cx/postscript.php?host=<h>&ip=<a>
ZONEEDIT http://dynamic.zoneedit.com/auth/dynamic.html?host=<h>&dnsto=<a>
TZ0 http://cgi.tzo.com/webclient/signedon.htm|?TZOName=<h>IPAddress=<a>
EASYDNS http:_//rPembers.easydns.com/dyn/ez-ipupdate.php?actionzedit&myip:<a>&h

ost_id=<h>
HEIPV6TB http://dyn.dns.he.net/nic/lupdate?hostname=<h>&myip=<a>
CHANGE-IP http://nic.changeip.com/nic/update?hostname=<h>&offline=1
NO-IP http://dynupdate.no-ip.com/nic/update?hostname=<h>&myip=<a>
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DDNS fR %525

DDNS E#1EK A9 URL it 4830

http://members.dhs.org/nic/hosts?domain=dyn.dhs.org&hostname=<h>&hos

DHS tscmd=edit&hostscmdstage=2&type=1&ip=<a>
HP https://server-name/nic/update?group=group-name&myip=<a>
ODS ods://update.ods.org
GNUDIP gnudip://server-name
16k 5% oray://phservice2.oray.net
o

URL Hutik oA SCHRpIE T 2 4 s, Bid & H P 4 M2 B L& username I password i

AT, TERRE L bR AE s I

HP i1 GNUDIP /i Fi () DDNS B, server-name &1 1%} v DDNS 55 b il (1) ik 5%

PR 1 R 25 A ek 4% Bk o

DDNS HFriE =R i) URL Hutibnf LLLL “http://” FF3k, RoRFET HTTP 5 DDNS R4 #5815
PL “https:/l” T3k, FoREET HTTPS 5 DDNS JIRS#sififs: LL “ods://” TPk, FoRHET

TCP 5 ODS R4 #sitifs; LL “gnudip://” JF3k, FonIET TCP 5 GNUDIP R4 #ilifs; LA
“oray:/l” JTk, FRFET TCP L{¢4:5% DDNS R4 s ilifs .

members.3322.org i phservice2.oray.net & /e 55 $2 i i # ik DDNS 45 3844 . fb A4 5ete

it DDNS i %5 (145,42 7] g /& phservice2.oray.net. phddns60.oray.net. client.oray.net £l

ph031.oray.net &, iFHLHE BRGSO 4 -

URL Mk i i 1 7 PTG AN G5 o 1 WS F k45 i 5. HTTP & 80, HTTPS

J& 443, f4/E5% DDNS JIR 45 %% /& 6060.

<h>H RGEMEFL 1 F Y HDDNSTRBS I 45 € IFQDN HAIEE , <a>h R N HDDNS

M [Pz L EIPHLhE A ZhIS o 7 o n] DL TN 75 25T 1 FQDNFIIPHAE, fRFFURL
tifj<h>Hl<a>, b}, N HDDNSHR 452 FIFQDNRF AL A . A ZEURL )

<h>fll<a>, DU E 4R FQDNMIPHiNE. N TIDDNSSEIS I EA 4, S I “2.4 4

210 )W FIDDNS % 7,

f6./5: 72 DDNS Jil 55511 URL ik s ANGESE & H T 5087 1) FQDN A1 IP #uhi. F P AIfE#E M

M ] DDNS $EB& I i @ FQDN; T 588 (1 1P Huhil & 3 1) DDNS SEB& (K4 111 5 1P Hiudik

F

FQDN 29 &M &P —AFiR, W EZHEL ARG AR, TTARMAT A IP Mok,

3. EEEE

o DDNS RS R PG, Mk P, JF %4 DDNS &/ i g8 44 . 1l DDNS A4 2% 5380
WA P HBYE A N OC ZR I, DDNS IR 45 ds4 &x DDNS BT K itk 45 B 7 IR . 7522
BB R348 A 75 Tk .

4. BEE SR
5 DHS {5, 5t method #4455 HTTP 1§ /] http-post Z:4ut&4%i 77 20 iE4T DDNS 5.
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FT HTTPS 1 DDNS JIR% ssilif5 1, 752585t ssl client policy fir4455E 5 DDNS H0g 51k 1)
SSL % J i e, SSL % i SRS AL B IRES N, “ 2 AeRER S T “SSL”.
#%*2-3 BLE DDNS kg

BR1E we 5t AR
WANRGAE system-view
B DDNSHEI, FFHEA . . BTSN, W& EAAEAEAT ]
DDNS & s i [l ddns policy policy-name DDNSH%Jmﬁ -
fREDDNSHFTIRIGURLIL | BRATIOL T, A 4R E DDNS I B K
e a {IURLHzhE
fi5 & DDNS 17 sk [ URL BARTEDL T, ARFREDDNSTE R
Hs P 4 username usemame HOURL Lo (101 7 44
5,2 DDNS T Ji i K FURLHE | password { cipher | simple } GEEILT, KR EDDNSHEHTIERK
fik Hp A password (URLHHE 2%
AT, fHhttp-get/7ik
(Afk) Mic E DDNSH ik sk
%gﬁ e HHHER | method { hitp-get | hitp-post } A AN FHTTPEHTTPS 5
DDNS/R 4528 1815 N A2 3%
FAtEUL R, AdR e 5 DDNS 5 ¢
(A[3%) 4552 5 DDNS % ssl-client-policy policy-name X SSL J iy S s
SRIISSLEe ™ iy S SSL% /3 i LA URLAHTTPS
k) DDNS B 37 17 sk 5 3%
(v +52DDNSH T H 3l 4 , s .
i g 1 et i | . BN, i R DDNSHE Hiik
Eéﬁﬁﬁﬁ@;ﬁ%ﬁmjﬁﬂjﬁlﬂ interval days [ hours [ minutes ] ] SR B 0 R L

2.4 7£#0O_ N ADDNSHKRE

EHE0 EN B DDNS 5%, Jf45 52 F5 20 51 FQDN 5 IP Hidib ) N C R J5, DDNS % /7 i A 43 [h)
DDNS iz 553 5 ke B r3ek 44 A4z 11 3 1P Hiuhik ) R ¢ R I K

1. REEE
o MUEIZIELME IP Mk, iz 5 DDNS R4 T ik,

o NUEIPVA FASEBhAE AL MATIIAE, LM DDNSHRSS 25 (38 44 it bt Ay IPHbE o 38 44 it br 1
BEMICE VS L “1.3 Jid & IPv4 DNS client”.

2. BEEH
F2-4 ECEZEOLF DDNS %K

BRAE we Wt AR
HARGHLE system-view
WA O interface interface-type
B interface-number
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1BRIE

e
g

5L EA

FE#E I BN 48 2 ) DDNS 3 Hg ddns apply policy policy-name
K HUHTHE E IFQDN 5 1P ik (1) - )
WREZ, I DDNS # [ fgdn domain-name ]

Br{ed: FEDDNSHR 25 35 4h,  HoAtf
DDNS %54 ¥4 75 S48 2 S B 1
FQDN, 502 S3(DDNS B4k
BBEDLT, WA B TR E AT
DDNS S 1 75 22 5 B FFQDN, - H.
A EDDNS ¥ 5t

F

xtF 764 7o DDNS JR%-2, 4o RiZA 452 L4749 FQDN, 1| DDNS JR %% £%7 DDNS & F %49

PP X6 P 3R 4 4o RFEE T 749 FQDN, 1) DDNS R4

75 R EA 46249 FQDN.

2.5 BLEDDNSIRIXHIDSCPIL R

DSCP {55 2 I RAK DR SC B 5 IALIEAES, thsg ST I LSRR E o SR A B W] LASR % DDNS

%545 K 3% 1) DDNS i 3Cf) DSCP 56 4% .
%<2-5 L& DDNS 3R 3CHY DSCP i &%

1RIE

e
4

AR

ARG K system-view

e EDDNS# L IDSCPLst4t | ddns dscp dscp-value

Bl N, DDNSHRICHY
DSCP{l5t4: k0

2.6 DDNSERFngEtp

e LR B E 5, fEAE =M K R HAT display ddns policy #ir4 mJ LL 7 DDNS S i ic & 45 10,

A A B (s BIAER & RO,
%2-6 DDNS T RFn4E$p

#HR1E

A
Al <

2 7NDDNS TR 1L B 1 display ddns policy [ policy-name ]

2.7 DDNSER A B Z& 45

2.7.1 5www.3322.org(www.pubyun.com)E & B4 B & £ 451

1. AR E K

e Router 4 Internet L /424t Web 45, 1 (13844 & whatever.3322.0rg.
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e  Routerifiid DHCP 345 IP Huhik, JHf#iE Router [ IP #uhik 484K J5, Internet b1 758k v]
LLA 4842 whatever.3322.0rg /711 Router, Router i#id www.3322.0rg $21£ ) DDNS Jili4%
SIS 3 T DNS i 25 % SEBTs 44 AT 1P ik R0 B 26 R

o DNSRZ# 1P Huli->h 1.1.1.1. Router Ji it i% DNS /IR 55 %K DDNS IR 55 %% ()38 44
www.3322.org(www.pubyun.com)fi##r 4 IP ikt

2. HWF
E2-2 5 www.3322.org(www.pubyun.com)E @A & 215128 X &

www.3322.0rg
DDNS server

IP network

Router
DDNS client

DNS server

I EBMELE

%
A& Z A, A3k http:/lwww.3322.0rg(www.pubyun.com) ¥ 5tk 7 (1K 7 4% 4 steven, FE#%
nevets) , /£ DNS JR423 LAV L A= IP ik egxt 2 X &, FARIESA KL Z 0] 4934 8y °T 4,

# B4 Fx A 3322.0rg [ DDNS %, JF3E A DDNS gL & .

<Router> system-view
[Router] ddns policy 3322.org

# k) DDNS ilig 3322.org #5:¢ DDNS S K (1) URL Hiudik, &M P 4400 steven, #h5 4 5L
T nevets.

[Router-ddns-policy-3322.org] url http://
members.3322.org/dyndns/update?system=dyndns&hostname=<h>&myip=<a>

[Router-ddns-policy-3322.0org] username steven
[Router-ddns-policy-3322.0org] password simple nevets

# ) DDNS %li% 3322.0rg 5 1 iE IN A BB K W IN TR [a] bk 15 438
[Router-ddns-policy-3322.org] interval 0 0 15
[Router-ddns-policy-3322.org] quit

# MO'E DNS Jlegsas it 1P kol 1.1.1.1.

[Router] dns server 1.1.1.1



# {t GigabitEthernet2/1/1 111 F 4552 v ] DDNS g 3322.0rg, i Hilk 44 whatever.3322.org 5
B E P HhERIXT NV OCR, I JH 3 DDNS SR Dife.

[Router] interface gigabitethernet 2/1/1

[Router-GigabitEthernet2/1/1] ddns apply policy 3322.org fgdn whatever.3322.org

B & 56 & f5 . Router [ 4% 11 IP Hbosik A% fb B, & 4% @ i& DDNS ik % & 4§
www.3322.org(www.pubyun.com)ifi %l DNS filx %545 i 373844 whatever.3322.org FUET 1) 1P k1)
B R FR, MIERIE Internet ¢ F el LU 4844 whatever.3322.org fifthft 25 1 1P ki, 15
1] Router $2{L1¥) Web fiz%5 o

2.7.2 534 7=DDNSHR %% 88 B il HY fie & 2451

1. LA K

e  Router 24 Internet I H P 4EHE Web IR%, i 1938044 4 whatever.gicp.cn.

e  Routerifijl DHCP 345 IP #uhit, A4 Router [ IP Mk A84L )5, Internet b FH F AT58R AT
LLA L4 whatever.gicp.cn 17 1] Router, Router i i 16425542 44E ) DDNS k45 K IFE %1
DNS it 45 2% BBk 44 A1 1P kb (%6 W 56 2R o

e DNS R4 # IP Hukik>h 1.1.1.1. Router ifi it 1% DNS J 45 %K 4621 5% DDNS 45 2% (138 44
fFEHT R 1P Hihk,

2. HWE

[E2-3 5745 DDNS AR %5 =% Bl Fo & 245128 W &

www.oray.cn
DDNS server

IP network

Router
DDNS client

DNS server

3 EBESE

i
B EZ AT, A% http://www.oray.cn ¥igtk P (Bl P % 4 steven, %#5% nevets) , £ DNS Ik
53 LG Ao IP ik egxt B X A, FHRIES AR S 5 G 7T 1A,

# QI 2 FK M oray.cn (1) DDNS 3%, Jf3E A\ DDNS ZRBS AL o

<Router> system-view
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[Router] ddns policy oray.cn

# 3 DDNS %l oray.cn $5¢ DDNS HgriE K1 URL bk, & kH P40 steven, 2504 B S0
Bt nevets.

[Router-ddns-policy-oray.cn] url oray://phservice2.oray.net

[Router-ddns-policy-oray.cn] username steven

[Router-ddns-policy-oray.cn] password simple nevets

# iy DDNS il oray.cn $i7 7€ 52 I A0 SR SR (IR 18] (] KR 24 12 235
[Router-ddns-policy-oray.cn] interval 0 0 12

[Router-ddns-policy-oray.cn] quit

# IO E DNS IR g5 s 1P 3l 1.1.1.1.

[Router] dns server 1.1.1.1

# 7E GigabitEthernet2/1/1 4z 1 F 5 5 M. DDNS 5% oray.cn, ¥ Hiik 4 whatever.gicp.cn 5§ 1
P AR N R R, I )5 2)) DDNS BB b fig.

[Router] interface gigabitethernet 2/1/1

[Router-GigabitEthernet2/1/1] ddns apply policy oray.cn fqdn whatever.gicp.cn

Mo 5¢/5, Router [ H 1P HUhEAR{LIN, EoRIE 6L 7 DDNS e d% 23l %11 DNS JIk 55 a4 it 7.
4 whatever.gicp.cn AT 1P itk fxf N ¢ &R, AWTORIUE Internet E ¢ ] DU i 15 44
whatever.gicp.cn fi#T 2 E5H ) 1P Huhl, 59 Router #2451 Web JIk45 .
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IR TR et - OSSPSR 1-9
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1 NAT

1.1 NATE I

NAT (Network Address Translation, M Z¢Hubl40) 20K 1P Rl sk 1P Hhuhk 45k o —

AP MBI R . AESEBR R, NAT 2N FHAEIE B W il 4k ss b, FTFSEBL AR FN

TS 285 7 ) A A FL R 285 LR SR VAN 2 5 W 287 [ 35 4 Y S I 48 R U (ol S AR 45 ) 1)

H e NAT Sl Be vt H A2 SCIURA A 27 ] A JE 28 R D) RE, S5 47 e b SEIAT: 22 A ) 5% i) i3t

AT V5 e B P s 1k 2 6 7 S

NAT 7] ALk /b5 (1 41 9 9 265 1P kAR SRR 22 1) 9 0 190 265 1P btk , 3 b sk 4 46 8 ) 2L 46 LU R AR R

o FAAT I PN S IRV A ) RA X MLk, SR RA AT R 4% T T A IR 4% 3 A B e A R,
AT S R R RA PR A e D ) 8 R R SRS, X AE e R EZRR T IPvA ki
(i) 1 iy o (4] . 7

o HbHEAR AT DUR A U, R RA bt A 1A A sty 10 6 28 D btk A g AL
13 Z AR o AN A IR S AN I 01, A T A R L.

o HITERASWIL, ASIEII) N RS A T ARG £ [F) AN 2 W Rk o AN R E 2 ) b
i 11U ) AN ) () A R 25 4 R I I Bk 1 PN B e 45 IR B0 5 1P ik, AT 7 1B 036 P 35
TR 554455 ) 2 P9 8 DR 28 1 ek o

o JfEMZEE B, BIANIFAM RS HT RN, JoE I 2l AR, AN AN E I R A P R 55 4 1
WIS 2R 3t PR X A AR TR H oK

1.1.1 NATI{EN &I

FCE T NAT JBE 1% A I 2 FIANI N 48 (R0 215 4%, TBH BN NAT B o 2 P38 M9 265 1 1)

AN L AR 2T NAT B I, NAT B8543 F— NG 10 A b ik 4 SR S (s 1P i,

HEXPIX PP AT IO 5% 205, ARSCNIM MR [T, NAT 3% B R R A il s, K SC H I

i HE P (] SRk ) FA R b, R R G IO N, XA R, FERL R E S R R AR,

0L 1Y 9 5% 5 ) AT ATAT 1R DX )

1. A

e NAT#:I1: NAT W% BNV T NAT AHCHLE 11 .

o NAT Huhik: I TRHTHUEEEHe 1P Hhl, S5AMEML s vk, nEaS e sl &5m .

o NAT EIi: NAT B T 5% P 25 bl % e e B 5 2R (1) 2R 00

o EasyIP Iifig: NAT FHeif EHEAT H e s B LI 1P sl /E 24 NAT ik B8 B3 D gtk
A ik DHCP 5 PPPOE S5 WX Bl 3RE, DA T3 KF Easy IP ) NAT Bl &, AN HERE
NAT Huhk, 1 48 e 6 2 s M i

2. NATHYE A LH W 2R

(1) 1548 NAT
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WL NAT BN, 75 NAT £ EAGHEAT U 1P bk 4 ml— ok B i) 1P b4 . 0T
WO Ug i) S0 9 (4R SC, 7E R 1 EREAT R 1P Mk e 40 X651 R U i) A 9 4R S, AEANER I EREAT H
b 1P k%5

(2) MR NAT

SN DR 2 O340 NAT 8200 #OCEERE NAT W&, SEJE TP IR NAT H4e. XTI
17 A0 IR SRS W9 15 ) PN DR AR SC, 7R N B2 L HEAT H 1 1P Mk #8648, 78 B2 T HEA TR 1P Rk
e, XA T AR TS Rk FE S 1 VPN ) B .

(3) XU NAT

L NAT Beac iy, 76 NAT $2H E RIS AT — 5 1P bk 4R — 2k 5 1) 1P ik, ) T
PRI 1) AR AR S, 70 e 1 b RIS AT IR 1P MR ) 1P Ml (G, T AR R ] A 1R
W, FIAEANSE O BT H Ak 1P SRR 1P kb FE e . xR T SRR M T
BV il 5 2 Huhk TS A PR

(4) NAT hairpin

NAT hairpin Z & F 3 2 A7 1 P9 W e A P 2 T B P 9 0 i 5 e 45 i 2 ) adiisk: NAT kil R 47
Vil B TR . ERE NAT hairpin (19 P9 002 1 _E 2 56 S TR b AT Y b bl R B ik il e 4. 3¢
FEPIFP LA

o P2P: AL THMMIK 7 22 (Rl IS B0 A EC A NAT Huhik B 5 .

o CIS: AL A MM A Al AR A 1 NAT By [ 9 9 i 45 45 -

3. fEENATHIEE T {E3 72

wn B 1-1 R, —ENATIR R IEE N RIS, B I E: O NATH L, M HRCCEIENAT I
I, NATHEEAR TAES R R

E1-1 NAT EATESRETRER

Direction Before NAT After NAT
Outbound 192.168.1.3 20.1.1.1
Inbound 20.1.1.1 192.168.1.3
I
Src:192.168.1.3 ! Src:20.1.1.1
Host Dst:1112 FENT Dst:1.1.1.2 Server
. 192.168.1.1@ S =gl 20.1.1.1
Intranet |, Internet
192.168.1.3 B | A 1112
Src:1.1.1.2 Src:1.1.1.2
Dst: 102.168.1.3 i Dst:20.1.1.1

(1) HAMHPENL (192.168.1.3) [n 4R k5#r (1.1.1.2) K& IP #R3GHT NAT B,
NAT W& A F I 1P SLNE, KIAZIR TS RAT AR, A U5 1P k= B i) i 90 3
hk 192.168.1.3 4l — AN a6 A b hik 20.1.1.1, R ZIRSCRIBA SN IR S5 4, TRl
76 NAT B B R IHE S IX — Wt

(2) ARG AL N I RS IRV B RO B NAT % J5, NAT S8l RSO BVLACEE L1
I, ARG EARUCEC R R TS, N A itk 192.168.1.3 F# 414G 1 H (1 1P Huhik
20.1.1.1.
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IR NAT SRR 2 Canl& 91 Host AT Server) ki ZB 1. KoM IRE 2=, SIA N
RO EHLA 1P Huhik /2 20.1.1.1, FEA4IE A 192.168.1.3 ix Mk, Ak, NAT “Bajg” 74
M HIFAH M2

1.1.2 NATAEHRizH|

TESERR I FH A, BATTAT BE Ay B S A 38 000 28 1 AL AT LA [l SRR R 4%, 1T 28 =LA RVFUT I B8R
A A A S I 245 (1) AL AT LA 1) NI 4, TSRS NS SR VE UG Ao BT NAT 1% BON & 28k
(o SO A T Mk 46

NAT %4 1l LUFH] ACL (Access Control List, 7 [l 42171128 ) St bk 46 ¥ 45 FH v Lk AT 4461,
W E CACL BN, FE¥ILE NAT BeE ARG, SEILFOG LA 2 1) ACL permit K10 (14 S04 13
AT ML H e i B, NAT AU RN e SO 1P ik Jiom 5. H ¥ 1P kb, H ¥
5 ARSI VPN SEBIIE J LA TG = EATHROCUE R, 2B et

1.1.3 NATEM AR

1. B4 AR

0 25 L 2 0 1 A 08 D) 23 0 P 0 X 4 2 ) F B i S 6 2R Pl R, 1% GE T T A B 2%

AN 4% 2 TRIA7AE (] 52 U 1) 75 SR I AL I RS o A bl 8 S RE XU BV = P I P ] DL = Bl 17 1)

AN, AR P ET LA RS U I

2. WBAR

Bl i b 4 A T 19X 4% R A7 T 4% 22 i) PR L it 5% 2R AE S ST R (K I s A7 4 %07 30l

I T A R P T R ) A I 4 (R A X IR o Bl A MR B A A P R A

o NO-PAT #ix{

NO-PAT (Not Port Address Translation) #X T, —/Nak kbl [A]— i (] S ge 4 Bio s — A~ P P bk

HEAT M hE e 6, ANBE RN 4 22 AN P9 bl FE o Y P A ) Rl ) P D 2 1 1) SRR B, NAT

S 3L 7 FH (0 A1 9 1 1k 8 TBOH 4 2 S A 9 I A8 A

EAER, NAT B JURHRSCH 1P dhlikE4T NAT #4e, [RS8 —4> NO-PAT RIH Tl 3% IP

HHEBR SR OCFR,  IF R SRR 1P BRI S

o PAT #i=L

PAT (Port Address Translation) #50TF, —/ NAT #ilika] LLRN 23R4S 24 ) ik dE . %48

N, NAT BT SO0 R SCHY 1P bk A0 A% a2 o 1 [R] I 2EATHe 48, HIASORF TCPL UDP 1 ICMP
(Internet Control Message Protocol, A4 Rl B0 2 i 3.

1-2 58 T PATIRFEA R L,
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El1-2 PAT KRB REE

Direction Before NAT After NAT

Outbound 192.168.1.2:1111 20.1.1.1:1001

Outbound 192.168.1.2:2222 20.1.1.1:1002

Outbound 192.168.1.3:1111 20.1.1.1:1003
Host A Packet 1 ! Packet 1
Src: 192.168.1.2:1111 | Src:20.1.1.1:1001
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, >
|
|
Packet 2 Packet 2 Server
192.168.1.2 Src: 192.168.1.2:2222 NAT Src: 20.1.1.1:1002
”””””””””””””” > e i,
192.168.1.1 a2 =2 0.1.1.1
Intranet Internet
Host B !
Packet 3 | Packet 3 20.1.1.2
Src: 192.168.1.3:1111 | Src:20.1.1.1:1003 .
|

192.168.1.3

B 1-2 fios, AN I HUE RSCBANAT %45, Jedhdise 1 RS0 2 9 [ [A)— A A R sk

AT AN R R 115, FRSC 1 AR ST 3 2K F AN ] R P R ek AH B A A ] PR 115 o e ik PAT L,

SARCSCIOIEIP HU B A A [ — A A R bk, (R AR NRSCEBE T T AR s 1S, R

TRE THRSCZ M e BRSO R NAR SCRITART, NAT B 24T g i AR P (] N 4R S H 1Pkl

T E B3 15 DRl 12 S ) ) A L

K H PAT J7 2R DUSE I 773 R AT 1P stk DU, S35 20 A 190 6% SR AT &0 9 2% 1) [ IS U 11

HHT, PAT SCREPFIAS [F] 1 ke 45X

e  Endpoint-Independent Mapping (AN5&/Cas s bk Al 186 o ) . RSk [ AH [R5 b bk
A 5 RS, A H H bR AR, 8IS PAT WU, SLUEH R R 5 #
FE ARy [F)— AN MR IR 15, WU OGRS FORIFAE A EIM &30 I H NAT
VA5 FUVE BT A W) 265 (1) S A L3 e 20 490 I 1 bl AR 11 2R I 1K 28 pAg 38 9 28 119) = AL e X
H AT AR U 1) SZ R T AN TR NAT W56 2 5 i I LEE T BV

e  Address and Port-Dependent Mapping (/U i bk Fl s 4 3200 . 1k B AR 15
BRI G S RS, A IR R btk AR i 15 AN S SR Al A o A A [ () A b ik A 3 1
A3 B B hk e H r S AR, GBI PAT BUR A ] PR bk A0 i 11 30 4 e i 46
BN [F) I A kb Flis 115 . 5 Endpoint-Independent Mapping FEUAS R )42, NAT $4: H
FOVFIX L H PRIk R P 4058 009 286 1 S L mT DU I 12 e 480 i (10 bt AR g 10 >R 7 [ 3K 6 Py 5 1Y
LR BN PRI ki, AR T RS P Y A U R 4 S R A s b AN E—, DAL
AMETALTANF NAT W OCZ S5 0 E UL A 9 L4 s R ik A T U5

3. NERAR 528

FESZERI R, I IR S5 2 1T BE 5 X AR N 2 PRt — eIk 5%, Bl Ungs AR 25 PRt Web it

%, BUE FTP RS, XMHENL T, NAT B VAN ik fi7 e 1) NAT sk R 55 ] X 28

PRS2, NAT P BB RSS2 IO HC B e X T NAT Sl Rt 1155 Py 09 AR 55 2 Hi kR 1 56 &R

B 1-3 o, A FH P U7 1) P9 00 25 1l 2% 2 B B FR SC 2R i NAT B I, NAT 338K 4RSI

H 542 01 EINAT A SRR S5 2 L S BT VTS, R VT HC L U5 il P 35 B 45 2% A1 SR 4R SC i H
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(NP b b1k iy 115 2 80 ol P 50 1R 45 4 RO FA AT | P b IR AT s 117 o 22 P S R 95 24 [ LA ARSI, NAT
A FFARLAE AT 1 M EE i 5 BR0E R 0 SC PRI P ey b R i 11 e 45 pl 1 9 P bk R g 115
El1-3 AR REXRFEREE

Direction Before NAT After NAT
Inbound 20.1.1.1:8080 192.168.1.3:8080
|
Srye  DRII2ISITMED S DS:201118000
192.168.1.1@20.1.1.1 .
o Intranet """ Internet

""""""""""""""""""" > 20.1.1.2
192.168.1.3
Src :192.168.1.3:8080 | Src :20.1.1.1:8080

4. NAT444 i AR AR

NATA444 JLIZE 1 M 45 ERE NAT e AR MR R T 56, BT NAT444 PG, 456 AAA RS 45
HERS B ERG, AU IR0 NAT B4, JE3CFH P iESEIhRE. £EAxZ% IPv4 |1] IPV6
W2 I P IR AR, NAT444 AR RIS E R M 51N Ik NAT, 0 2o Rk 45 16 58 ocdse /b, 9 AL
NATA444 3 i sifg 1553 B0 J7 27 e F P s 46 il i, DRI Ry 173288 s 1) i e Y 7 52

NAT444 fif 7 Z 4k B 1-4 iR,

El1-4 NAT444 tRRFTELEH

AAA server Log server

*>

Internet

= = % ‘

Host CPE BRAS NAT444 gateway

Application
server

e CPE: SZIUH M HhhE#% e

e BRAS: fMuiE ALK, JFELA AAA ST FHMIE. BT .

o NAT444 WG SEIASE RSk 4t

o AAARS AR TITHFAIE. AN,

o HEGMRSSA: Al P Ui S, w5 i E S .

NAT444 W54 AT I LRG3 CLUR R “NAT444 Mkl 4 7)) & —Ff PAT J7 005 ki 4%
P, (5553 0 B A HE A AR R (S, NATA44 M bk 4 o 5 1 B (1) 05 50k A2 T2 9 1P ik,
BI—ANFRARE 1P ik fE — NI al B A s — AN A WP kb (AN s D e, Bl AR 1P bk
10.1.1.1 Flt AR 1P ikl 202.1.1.1 15—/ 18 10001~10256, JUZFAR 1P [ 2 P A 1 BT
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HERE, U5 P M ECR e R R AN WP Mk 202.4.1.0, I DR B A i 1B 10001~
10256 2 P —A i 1

i [ BRI 53 S 5 A LR R0 B A WL P A g 2

(2) s B A L

ity 11 B A LR F , NAT WG 8 #4 AR B5 T s B & 1 iy 247 Bt ERA 1P kil 21 24 ) 1P Hiuhik
Ui VBRI ER SR DG &R, A ER A i TR T . 4R 1P Mk b2 AR i AN FAT TP ik 7] 2 ¥4
R HEFLT, AR ALY 1P bk VU S o BRI, SRICH 1 22 1 1P kb A 18k, I A
Uity B ) 45 4 LA Bl — N A W 1, SR SCHEAT HhhE A 46t

P oty VRS g B, T RO — N B, JRAE e R LR RN 1P b AR IP
HHERR 53 g 15 LR VRN o AR T SR AR AN 9 1P bl Py el i o 1 ERECh me (RT3
1Y R gk LA VBRI, T 1 B A R (R 95 0 R s 42 BN B IR %o L 0 1P ik e 3
T 1P HuHEREATHES ), S N m ANFARY 1P HBilf I e NI A Y IP Mk A HLs B, 3 B
P HRE Ao 115 AN BRI 23 T s /N m AN FA R 1P b1l of R 2C/IN i 2 I 1P sk B oy 13
Uity R0 3 O3 AH ) s AR O

(3) I LIERBh AL

ity 1 BB AR WL El A T M8 NAT ZhA R NATA44 S I A Wi (s s 4y kT 7 )
ONWRFRERE, E CRIE ) A b e b ) ACL MR TR 8, vh e 15 T B T U bk B 4
X T T B AT IR R R4 e e, e 0z e UGB RIS, AT ICHC 1) 2 245 bk 46 P
SIHT NAT Huhb 2 SR — N A IP kb, MZA K 1P Btk g4 7 Fl—Aun T8, A 8 &
FIERF I, AR J5 My 1 BRI ) A 40 e — AN A Wi 11, JEAT Mk 6 o XHZH P 5 S0 B i 4,
B3 AR 11 20y iy 1V BRER TR 20 FE A W3 1 o 9% 7 R BT S R T I, [l oAy 43 I £ g 11
PR, TSR A N 1R 8l A ity B T

Uity 1 B 250 2 WL S S 1 Ry VBRI o 24 0 BEAA T 1P Sthubib 43 P F i 1 R R SRS oy 1 e () BT
Uiy VAL D I, A SRAZCRA DR 1P il i) 2 X R B e, WGy 7 Mg D B b R B s 11, eV
HEATHO LR B BRI, S SRTISCAEAT NI NAT bk 20 rp G & 7 39 8 B, AT RUOYZ AR 1P
HhE 2> BC AT A s R, BEAT RS I

1.1.4 NATEIR

1. NATSIE RN

NAT B8 b B — N ER I B RO A T AR (bR R 0C R, JE R QIS TG R, 1% 16R
TR INT NAT §7 A5 B CBane 1 B #4005 30 o 2B R Il 3 T 1 R ST bk 3 445 2
XKLL NAT A FR 251580, AR NAT 21K,

MUGIE R G SR ST NAT B4, K NAT SERITEHTUCHS, NAT BE& ML R & ih2%
T A5 2 RS e 3 7 X, AR B RO B 4 O G SR SCHEAT AL B . S AR SO S R
SCARTRIE, AT H i 7 X5 RSO Rl 5 AR, e NS E oo k. B, i
SO T P, D SR ST B Gk i R IR T H s, W)JE SR ST
UZ /B LR

NAT 25152 I0 1) 505 R A 251 B BT AE S, X TS B A A HiE S I 2 e E iR 5
W) “ SR L,
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2. EIMEIR

W NAT %% RS T Endpoint-Independent Mapping #22X,, WI{E PAT J7 20 5h A bk 54 e £

L SSESEEIE S NAT 2RI, ARE 1A EIM R Tid sk bk M L3 oc |/ (N

WY Rtk g 1] <-->NAT HuhbFlog 1), %K B R /MER

o DRUEJEEEK HAH RS RO IR R S 1 R A R R 4 G &R

o FVFAMM ENLIA) NAT Myl FUAE (18 @ IEHAR Y EIM FRITHEAT S 1) H il 46t o

RIS AL BT NAT 2GR IE G Z 4.

3. NO-PATE IR

ZENO-PAT )5 AT I MBIk (0 B A S ek B b, NAT A B 26 00— INATS IR R I, SR G —

ANO-PATR I Tl FiZiE ot 2 (N HLhE<-->NATHERE) . BRIt 4F, fENAT % TALGAL

A, Ak BIEENO-PATR . NAT ALGHIMI A RIS I “1.1.7 NAT L FFALG”.

NO-PAT L1 LA R M AMEH -

o DRUESEZER EARRIE L )8 g 1 B 5 1 (B AT P AH A (R B G &R

e ['E T reversible ZHUNEIL T, SV TR T S AT NI NAT Mk R r 8 i Hepd
NO-PAT K IT3EAT S [ b1k 46t

RIS AL BT NAT 2GR IEA G E 4.

4. NAT444 im O RFIN

NAT444 iy HHRE T 1A R NATA44 W SR IR ALA R 1P kil 450t K A B IP

Bk R o

iy 1 RT3 Ay v A Sy 1) ERSE IR )y 2 i 11 R 0«

o AN HIREKINAERLE T NATA44 Sy 1 B WU A OGR4 B ah B, ZEBRAH
ST B AT o

o ZEsun KPR IR RN SEFA R 1P ik 1) & JGEREIN G, 75 % FA R 1P ik 1) B A7 S R 6
P, RIS IR ) S A i 10 L [ S AIR «

1.1.5 NATXZ#% VPN

XFFZ VPN SEH ) NAT favF VPN SN I P U7 ) ShER R 2%, [m]INF fevF 43 J& T AN [A] VPN S
F P E 7. i, 245 VPN Sl I 7 280k NAT B4 U5 R AN I Z5 I, NAT KEq 3 38 k9 2% =0 LI
IP bk A 4ok NAT HhbA O, RS 7 H P HI VPN s2@if5 B (il VPN SEBI 5K .
AN 45 R[] B S EIA NAT BT, NAT REAH8 190 286 b il 0 i 11348 B Ay P 38 9 6% S AL 1P Rl
R 11, RIS AT AR 0] AR SN AZ L R 25—/ VPN SEBIN A . 5348, NAT i ] R 4R
W4 2 il P 451 1 VPN SEBIE S, SCRE A VPN S22 (Rl H U5 .

I, NAT PEBHRS g th 2 F 2 VPN SEBY, X2 Ah R 2452t T U5 n) VPN SEB N IR 55 2% L4
W, VPN1 W42t Web R4 10 EALHBAE/E 10.110.1.1, AT LUM#EH 202.110.10.20 /8 Web k45
P AN L, Internet (9 S48 202.110.10.20 fy Mk gk AT LAY i) 3] VPNL 3241 Web JIRSS .

1.1.6 DNS mapping

— 1550, DNS (Domain Name System, 384 524t) kg5 a5 F1 7 i) FAR e 55 4% () P #0576 A
WIS TENAT B AT W42 L1 R NSRS 2%, mT DURE A Ikl L o 1454 JE S 210 RA I 1R AR 55
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o b, AFAS W RS DU P S AR 4% e R 4 4% 18 s T b R A ) P BB AR S5 B . (HE, T ] 1-5 fF
7N, WRDNSHRZS 2 LE A, FARY 7 75 S i 842 0 15 9] B4 M9 FE ) Web AR 45 2%, <> B F-DNSHR S
P10 FA T FH o 32 1A M) 1 S PP B, 5 PR R DR IR 45 s 1A 8 T i, i S S0 ) g I S PR 9 P
ToiEAR 3844 U5 R FA M R 55 2% o It AE 4% L C & DNS mapping if BAiE o % n) @t

E1-5 NAT DNS mapping TEREE

|
Host |
192.168.1.3 '

(1) DNS request for www.test.com

<(31DNS response = 192.168.1.2 _ ¢ _ _ _
~?1
>3

Internet

DNS server
[} www.test.com=1.1.1.2

NAT DN? mapping

Web server
www.test.com=192.168.1.2

D

DNS mapping ifg s, HEIdRCE “lA+2A M 1P Hulil+ 2 W F 5+ A (a2, gar
PPN 55 ds A B PRI G5 o A WA IR R R 2R AERCE T NAT BO3E L, BE i Al a1
DNS MW 3C, ARIER SO A% 245 H] 7 BE LK) DNS mapping WU &, JFARIERITA K “ 2K
b1k 2 i PR A A P iR 25 i b U SR P (5 SO R R AL M ik, 4 DNS
AR T APk XA, R CE) DNS Wi AR SR At eL & 1 205 il B 9 IR 55 4 1)
AL ILIE, Ol B 05 AP P 0 55 A 4242 U i) 7] A R P ) P 8 R 5545 o

1.1.7 NATZ#FALG

ALG (Application Level Gateway, N HZM &) FZ5E O N ER ST AL B 3 5 1 Bl
N, NAT FOMHRSCR ) 1P il s 145 SEAT e, ASKE RV 2 B0 8y v 1 7 BEEA T 43
AEFE . SRR T L8R FH 200, B TR SC A Bt vh T e 5 1P Mk sl 45 R, IX L6 a8y
15 DA D UHAT AT U e 4, A5 I n] e 3 BTN REAN IR

#lln, FTP (File Transfer Protocol, UL NI FTP % /35 FTP R4 #% < A1)
H T RN D B (R ST, 1 5O 3 0 P (7% R bk R oty 10 4 T 2 i R S P R B g £ R
E, X E ALG FIH NAT [RIAH DG e e 5 B fr (5 S I 48, DUORAIE 5 SR 1 45 () 1E ff

Moo
1.2 NATEEEEEEN

FAED RIS AAAE 0 NAT FoaS bk #4350 NAT ShaSHulk#4e . NATA44 i 1 Hf s )|
NAT444 i [ BB AW AT IR 5 2 I S, WIAE LR R, SRR SE N i B IR
ok

(1)  HEARSS 28 .

(2) Vi NAT S AR,
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(3)  NAT444 iy 1 LA WL .

(4) NATA444 5t THLZh 25 A E NAT shaS bk Fee, Rgont —HAMIX 5, G844 ACL %
5 B E NN UL .

F1-1 NATEBEEEN

REES Wt BR HFHEE
B4 SEBR AL TR, BRI R FhE S M 0 R
RCFE T AL Fe e (1) WAHIEIOE T B RERME 13

(2) shaHhhkEE

o PAT J=CGEM T Km N WA /il b & NAT il i)
Wi B Bh AR - 4 Nz 1.4

o NO-PAT 773\, EHALHTHIE W IR S 2ol ik
A ST A NAT W

T PN TR 25 (3) ARG % PN RN 25 2% k) A X SR A R 45 1.5

(4) NAT444 uhl-Hed.

o NAT444 iy OB ASBLHE T P FAM 1P dhhkafe

I B NAT 444 Hb i1k i 3 * NAT444 gt VR BN A& H] T2 HIP AL 1P kb ANeG | 1.6
re

it & DNS mapping P 1.7

fi. &NAT hairpin ARk 1.8

fit EENAT ALG I fii ik 1.9

Fil B NAT H & h ik Ak 1.10

1.3 BCEFHSHAAE IR

o B ER AR, TE e E RS G E A e i, AR AERE R (A e i)
FR AR el S R PR g o X AT I L P B Y B R A S o A M
Al LA R E AR I 7 ) (nat static outbound) B{AJ7 [ (nat static inbound) |, AJ7
[ PR P 28 2 0 i FH -5 oAt NAT #4807 sClE A DASE B NAT, AN S0 ic e

1.3.1 BiEEE

o PlEIEH|HbL AL I ACL. ACL LB A 4TE S W, “ACL 1 QoS L& R T Hi
“ACL”, 7 B R A8, NAT A& ACL FU A& SCIRIE 1P ik« i 15 H K 1P Hiukik
H 13 s AR 2P AURT VPN 249, ANOGrE ACL B rhoe ML et
o XFFAJ AL, ST R H ) ER S M R R R 2 1Y local-ip
o} local-network; Bk A F A LS i B b s e AN R, B R SRR
— ek,
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1.3.2 BCE 77 [ — 3 —FRS ik 4R

HH 77 10] 30— A A 80 I AR A R 1 L, T S AL AT 9 6 stk 38— A SR

NATMI S IIE e, AR R

o N FARb %R L ARGER M R DT I AN RS, R LR 1P ik S AR E I A K 1P Mtk local-ip i
ATUCHS, FE¥ULECIIE 1P Mkl %424 global-ip.

o ORFIZAR LRI AN T ) A R SC, R K IP Sl SR E 4K 1P kil global-ip
BEATULHC, JERELECH H 1 1P hE#e 4% local-ip.

AR SRR 1 G R R A M B TR T acl ZEL WIAOWAFE R E ACL permit FIU (41 SCE

AT HbdE 4
F1-2 BB A B —X—FS iR

1RME we i3 AR
WANRGAE system-view

nat static outbound local-ip [ vpn-instance PN N
B B e 7 1) — A RS B | local-name ] global-ip [ vpn-instance GRS, AMEAEAT

global-name ] [ acl acl-number [ reversible ]] RELEIREECE )
BFIRGME quit
ALK interface interface-type interface-number
FAETHIL T, NATE
FEIA O ERINATH UL DhiE | nat static enable LR DR AL TR

IR

1.3.3 EcE 77 (o) ) F 2 ) g F S A1k % 4R

H 7 T 19 B ) B A ik e i AR A R 1 B, RSB A R ARAAT &% 21 AR

NATMEE bR, BRI R .

o T AREAZAR AR T P R U7 I AR AR SC, R FLUE 1P Uik iR E 1 Py 4 9 2 i B A T UL
FFAF UL BCFRIUE 1P I BERE N 48 52 A W 9 2% ik 22—

o NIRRT EMCRI I AN U i) AR KRS, SR H 1P iUk i 1 SR 9 ) 2% Bk REA T DL,
FEHFULHCIR F K 1P Hhhik 3545 A Fig 5 (¥ P9 R 90 2 ik 22—

W O L ACE G F S L S T R 2 T acl S WAOH 74 Fa 52 ACL permit AU 4R SCidk

AT bk 4t
F1-3 BCE 77 1) W B A ) B AR S st it Ak 4
BRE we WERR
ARG system-view
nat static outbound net-to-net
local-start-address local-end-address
Tic B o 5 ) B W B A L RS 4 | [ vpn-instance  local-name ] global | SRETEILT, AEELT
Il 5 global-network { mask-length | mask } | fafHil5 e gt
[ vpn-instance global-name ] [ acl
acl-number [ reversible ] ]

1-10



BRE we L EA
SEYE R quit
BN DAL interface interface-type interface-number
BRI, NATiS
TEAE N EIINATHES L e fE | nat static enable R REE ST (RPN

1.3.4 BLE NF [ —3—Ea7iStbit it

NTT To) 50— A Ik e 4 ] T SEIL— A N AL AT P 2 ik b — AN SRS A AT 194 245 Mk 2 TR PR 4k

SRS I

o XA IR AR I A BT IR AR SC, R 3L H 1P Uik SR 1 A R TP Hsdik local-ip
BEATULHS, JPRFUCECH) H ) 1P Huhik ¥4 global-ip.

o AT MBI RI AN G i) Y R OC, R 1P ik B 4R 2 AR 1P il global-ip 3E
ATUCES, JFEH¥UTECHYE 1P ik %45 4 local-ip.

WRE 1 E B A I e it b 4508 T acl 248, WISOWFF& 48 5€ ACL permit KU 14 S ik

ATHbdE A 4
R1-4 BENT R —ESH iR
1RME we i AR
WANRGAE system-view

nat static inbound global-ip [ vpn-instance P N
B BT )% — A bk B 5 | global-name ] local-ip [ vpn-instance fﬁiﬁg;&;ﬁﬁﬁ
local-name ] [ acl acl-number [ reversible ] ] gl -

BRI quit
AN DL interface interface-type interface-number

BATEDL T, NATHIA
FREO ENATHS LS D)6 | nat static enable HhhE e Dh g Ab T %

ZIRNT

1.3.5 BCE 77 [0 W) E 2 ) F B 7S 1k 4% 4R

AT T B BT A B A ik e e S B A P RARLAT P 48 55— AN I AT X 2% 2 T) ) St B 4

HAA D

o N AREIZE AR P R TT IR AN RS, R H K P ik R E 1R P 1Y R g st kR4 T DL
e, JEREUCHECE H 1P U hERE O 45 5E IO M R 28 kit 22—

o IR T EMCBI R AN U ) AR AR SC, R L 1P iUk i (1 AR 9 R 2% kA T DL
FFRFUCHC R 1P 3tk 45 A i 5 1) A A P 2 i ik 2 —

B SR A OB R A IR S TR T acl ZEL WO ATA R E ACL permit U 41 SCHE

(iR IR T
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#1-5 BLE N7 10 W B A ) E A S i d1E 4 4R

BI1E we tAA

HARGHLE system-view

nat static inbound net-to-net

global-start-address global-end-address
Be AT P BN P B S bl | [ vpn-instance  global-name ] local | BRETEML T, AETELE
e local-network { mask-length | mask } | fifhshtEme )

[ vpn-instance local-name ] [ acl acl-number

[reversible]]
BF R quit
HEANFZ ORI interface interface-type interface-number

BRATOLR, NATERA

THA# N EFINATH LR e DhBE | nat static enable bk S D RE AL T

1.4 ECE 7St e

WS EH 0 FRCE ACL A hEA] CEld bl (1 G RN ) SN 28 ki 46t

o HFEATHEEOM 1P HuhEAE A 5 ik, RISCIL Easy IP YjEE.

o IEFRAL I HRELL P AR R FE S it R R A e R PR A R i A T B
AHhEEA ) NO-PAT 1 PAT Pifih 7 2.

1.4.1 EEERFIFIES

FEFINBCE T 2 23 MBS DU «

o T T ACL ZEU BN IR B KL B4 TRIE E ACL Z U sl IE e it 5

o XITHRE T ACL ZHINBh A FA e e, FLAUESh ACL 9 5 IR/ iksE, g 50K,
Se I o

142 BEEEE

o [EEHI ML ) ACL. ACL Bt & MIAHGAH1ES L “ACL F1 QoS it &3 i)
“ACL”. Tq BRI A2, NAT 7 ACL FrhoE U 1P Rtk | Y5 115 . H ¥ 1P Mk
H 13 4 ARSI E P BSCRAR VPN s, ASOGrE ACL B e XdLe i .

o TSE ST B R 1 1P MuHE AR A R (AR SO

o FCEARIESLER LI, AR T T bR A A M 1P HhhE4

o e kR B bR A e U

o XFTANMBIAMNES, WHREE T add-route 25, WA A PZEEN, ®KESH
BN INEE E I H Ik A AR I A (kg b g bk, R R ) ARG B A
H, N B bl RS bl SR8 AT fe ¢ add-route 8k, WH P HEAERS LT L
IS H . HT BB Nt R U RS, 8 T RN
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1.4.3 BLE H77 m a7t iR

H 777 1) B A5 Mk e et i N R AE AR 2 1 b, TS B A AL A I 2 Bk 2] — AN A A 1
KMHE R, BARIE R
o XTI FUARE R A KT R AN RIS, K R ACL permit AU DG R SCUE 1P Mk

A gt HE2H R

e {Fi85E T no-patreversible 3%, Jf HC4A7E4E NO-PAT EIHTHM K, »T2eidkizi: ok
B H AR 1) 3 R B R, B H R 1P bk 5 NO-PAT R IHEATULES, JEK H i 1P Huhl 4%
e Ky VG AL ) NO-PAT Z2 15 ic S P 4 bk

F+1-6 BB H A A7 e

HRAE we LA

ARG system-view

B MNATHENEA, FFHEA PN - p

NATHHE 4150 [ nat address-group group-number BB NL N, AR
BRETEILT, AELEHIE 0
AL 2 IR BT A A 2T I 24

91 e Yy

N 0k 2 % 53 address start-address end-address AL
2T A A R IP I B AN R
5iZ ik rh el Hee bk 4
CUA Mk Bl 53 40 B 5 T

AN DAL interface interface-type interface-number

nat outbound [ acl-number ]
NO-PAT 5 = ?d?,r;:-si;gsrt(;ﬁge vpn-instgrrl?::?r-lglrjnrgbeg ;?i/}ﬁi/ﬁ\gﬁ 5 s
W0 77 1 2)) no-pat [ reversible | iéj‘;;ﬁé’;zﬂX EHTT B
A HuhER e nat outbound [ acl-number ] +‘4 - - .
PATJi [ address-group  group-number ]| /MR NAIECEZ AT E
* [ vpn-instance vpn-instance-name | | Bh#sHbhk#E
[ port-preserved ]
BLa s R, PAT 7 U 5630 ()
) N iy Address and

(e BLEPAT bbb | nat o mapping-behavior F?:):;t-Dependent Mapping

e AR endpoint-independent [ acl acl-number] | o o
AL B HNPAT I 2 7 1 3
A HE A AT 2

1.4.4 BLENF R EZSHEER

ANTJ7 ) shas bk F e h el i 58 0 B Rt 7 bk (nat outbound). WS4 (nat
server) 5 A HLLERH: (nat static outbound) B4, FT-SBRXU NAT M, AN

FARAE

AN B S e () AR RE T
o ORFTIZAR R AN ) A RO FR AR, R SR E ) ACL permit B DL E FRI4R ST 1P
b g1k 26 46 DAy b k2 bl o
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e /IR T no-patreversible 2%, JfH O4AEAE NO-PAT RINMEUL R, X F&idizi ik
AR P U i) A1 9 ) e 4R SC, KL H I 1P ik NO-PAT R IHEATULAL, 1K H 1) 1P Huhl %%
A3 VCHL ) NO-PAT KI5 H ic S 1AM A stk

TEERR A, %7 R Rk F5AS2FF Easy IP HfE.

F1-7 BEENF mBN7SHEER

BRIE we 2R
HARGHLE system-view
F— 4 jae:
ﬁi%imﬂlkgﬁ;féh};ﬂ, A nat address-group group-number BB EM R, AELENATHEHEZ]

ALY, A7 2 5
FIERE R PAT A A S I 2 A
Hihik 21 B A

AN hk 4 address start-address end-address
T HLIEZH %A P HE AN g
5zl 20 v 5 3w il A o
VA btk 4 e i =5
HEANFE DAL interface interface-type interface-number
nat inbound acl-number address-group AU T AFIENTT R
i B AT 1] 2 A group-number [ vpn-instance Ol e
vpn-instance-name ] [ no-pat | — A FATECE 2 AN AT K
[reversible ][ add-route]] A Mk 3

1.5 BCE AARAR S5 =%

AR NAT B G E A IR 55 5 7m0 A P I 5545 DAY 199 2t ik A i 115 7 ) e b o 11
OISR DR 28, AL AR AR I 45 1] RE S 5 5 2 1 A0 9 b bl A i 1 SRy 1) 9 IR G545 - P9 IR 5544 1) LA
P F—MER NN, BRI T VPN SEBI N .

PP IR 55 i A0 TG EAE A M 1 L

HNHRIR S ERECE S IUH T acl 28, WK 5$a5E 1) ACL permit JIUU VLSRR SCA AT LA ] Py 78
JIR 554 WU SR AT M B4 . TR B0 RN 2, NAT AUDGH ACL BRI o SCIYE 1P bk o J5i 1
Ty HI P ik H o H 5 AR 42 PR VPN SEH, AN SGHE ACL B e S E e &R .

1.5.1 BEEEBEAERARS 2R

P R P PSR 55 s A K A T IR 55 £ L R s 0 RS DAy A o b M 11, SRR A/ I 2% b 1 A L
Ao R 1) A1 P R i 1 0 673 P O PR R 55 44

*1-8 BELEABRS SR

BRAE we A
WANRGAE system-view
AN DAL interface interface-type interface-number
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181E % 1588
A h - nat server protocol pro-type global { global-address |
KA A current-interface | interface interface-type
I3 11 51 interface-number } [ global-port ] [ vpn-instance
o iy 12 global-name ] inside local-address [ local-port ]
i 1 £~ [ vpn-instance local-name ] [ acl acl-number ]
nat server protocol pro-type global { global-address |
current-interface | interface interface-type
AN Hh interface-number } global-port1 global-port2 DU % > e
—, AMMuE | [ vpn-instance global-name ] inside { { local-address | R
JuRn local-address1 local-address2 } local-port | local-address | St 150 F, ANF
i 5 Py local-portl local-port2 } [ vpn-instance local-name ] [ acl | ¢ py & R 45 2%
MR 45 5 acl-number ] AT
AN M5 nat server protocol pro-type global global-addressl Wit 2 A5
S AT A global-address2 [ global-port ] [ vpn-instance R4 e
;Wﬁ“DEE&I\IW global-name ] inside { local-address | local-address1 d
o iy 12 local-address2 '} [ local-port ] [ vpn-instance
i 1 B~ local-name ] [ acl acl-number ]
nat server protocol pro-type global global-addressl
AW H ik global-address2 global-port [  vpn-instance
42, MM | global-name ] inside local-address local-portl
P— local-port2 [ vpn-instance local-name ] [ acl
acl-number ]

1.5.2 BeEE NI NERAR S =5

TS P PR 55 A S TR AE IO Y AR S5 2 I, KE PN PSR 55 2 080 P9 A LA S P AR 55 s 4.
AN Z G BT LUIE R AMR AR RST o SR 1) N R 55 4% 6 5 (1R A 194 ik S 2 P SR
i, NAT B8 al AR Py 99 iR 55 2 (RBCE AN A i ek, s h— & WIIR S5 a1 00 H IO 55 4% »
SN R iR 55 A S B O 4H

*1-9 BEERHSERIKRS SR

#HR1E

3
4>

L RA

HEANR G

system-view -

FCE N A5 4 4L, JFRE AR

SR

nat server-group group-number

AT N, AN
55w 4l

NN P9 FS I 55 s ALk

ALY, AR SS
AN A IR S5

inside ip inside-ip port port-number [ weight SO R B

weight-value ]

— WSS S AN
QICSAIE 2 a

BEAFE DR

interface interface-type interface-number -

P S 3 1H A B 25 4%

nat server protocol pro-type global
{ { global-address | current-interface | interface

BRAENOL T, AFAERA

interface-type interface-number } { global-port | S5 A
global-portl global-port2 '} | global-addressl | — ANz 10 F Ay DL B

global-address2 global-port } [ vpn-instance LA R
global-name ] inside server-group group-number e -

[ vpn-instance local-name ] [ acl acl-number ]
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1.6 BCENATA441BHEEEHA

THITAE NAT444 MW & FRCE NAT444 HihbFede, w] DUSEILE T LB A W 1P Huht & H, f#
—NFAR TP i hEAE — AN ) B Py A AN R IP Bk ) AN e B
NAT444 J2& 77 [tk 4 4, 305 B B AE AR E 1 L

1.6.1 EEENATA44 i% O Ehga7s st

Pic B NATAA44 i [ SR WS 7 B0 — i VR4, FEAER: O 7 ) b8 R 2 VB4 o 3 1
P rp BN FA 1P Mk Rl 53 A 1P Bk Rl 5 i 13 LR i 1RO/, R G e Rl g 11 Bk
LR ST EAAR 1P k228 W IP Mkt i R (K A R OGRS B A i 1 BRI,

FER A 2 TBEA T NAT444 Hulik 4,

F1-10 BEE NAT444 i O thgs 7S st

BRAE we 15t AR
ARG K system-view
- ASNATHR L, 95

?%TATE%EQJ&—ZE;Z%/H orit nat port-block-group group-number BRAEBLT, AAETENAT G B4
BRAIEILT , ANELEAL P kR 7

N . o local-ip-address start-address —Nui RGN, W] A & 2N FA

AN TN ARA D b 1 5 5

: b end-address M 51 EL AP MR 53 2
B P AN GE L B
BRATEBL T, AAETE L P IR 5

VRIS 0 o global-ip-pool start-address — NG RN, A DARE 2NN

end-address

DX Mt i, ELAS A X Bl B 2
5] IR PHB LA RE TS

CRIEE ) E 2> P H k(s 11
R(End|

port-range start-port-number
end-port-number

7 =N =R /N LI Be L8| B A W G|
11-65535

CRIEE) IS B3 R/

block-size block-size

BRATEOL T, /N R 256

BB R quit
AN DAL interface interface-type interface-number
A TEOLT , AAEIENAT 444515 1 3
FLENATA445 &L | nat outbound port-block-group AR i
& group-number BRI S A TR
1A FINAT 444515 1 A
BRIRZEAE quit
Iy »p a1 7 /(‘\‘
(M) FEPAT H X771 | nat mapping-behavior fﬁigi;i‘»iA}—fdi;tﬂﬁmzﬂh
BHAS Mok B e A3 endpoint-independent [ acl acl-number ] JPe\ /JAdCress an

Port-Dependent Mapping
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1.6.2 ELENATA44 i O sh7SRET

NAT444 3 11 H S WL I E 7 X5 20 11 PAT 5 20 77 ) Sh A ki 6 46 (e B 3L A A] ],
EF LR 7 ) ERCE ACL AT NAT bk 2H () SRR AT o BT AN [A] 1 02 , %51 NATA444 3 [ ) AW,
WZ5AE NAT Huhik2H ip i & o D24k, DUt 1o D B ) NAT444 ik 55 4

F1-11 FE NAT444 i% O 7S mst

HR1E we WLEA
HEAXRGE system-view
BEE—NATHEREAL, JEHEA g S e s
NAT L4 ML nat address-group group-number AT, AfEAEHhIEA
BRATEOLT, AAELEHIEZ 0
AT 2 IR BT AR A TR N 24 1
Q S = |
N bk 4k 5 address start-address end-address SRS
T2 A PR BEANRE S
b T ECE et b T B
R 1 1k ok 5 21 o 0 S
- -port- B TEBL T, i G 4 1-65535
LB 50 pogt range stgrt port-number Y E o N
end-port-number TRC B O PAT Jy A - 4 2
port-block block-size block-size BA TN T, AIEAE RS
it o L B 245 [ extended-block-number . o R N 2
extended-block-number ] AL DO PAT 55U R 50
BEANE O K interface interface-type interface-number
nat outbound [ acl-number | @%%E%T,ffﬁEPATh‘ﬁtH}y‘
BLEPAT A F gL | [ address-group group-number | 1) A AR
| RS [ vpn-instance vpn-instance-name ] port-preserved Z ¥t NAT44435
[ port-preserved ] 1 B 5y 25 e
e R ’ 7 2 7 1) % %‘(\
(A LB PAT 7 U H LSS | nat mapping-behavior ﬁiﬁ%&%i@fﬁiﬁgﬁ
e A endpoint-independent [ acl acl-number ] Port-Dependent Mapping

1.7 BLEDNS mapping

I ACE DNS mapping, 1] LATE DNS B &S5 T4 A5 0 R, SEIL P A P nl 3l i 45 44 17 in) A
TR R A BB R 25 2 0 T fiE . DNS mapping Zhfgas ZRIA E RS welic 548, nat server
Jic B A XN BB RSS2 X AR AR 25 (1 A8 1P HiukiE Rl 115, 1 DNS mapping 87 “ A F AR 25 2 3
Z<-->HN M 1P i hE+4 M i 15+ R L DGR .

NAT %4565 5K [ 48 [#] DNS Wi N4 SCHEAT DNS ALG A BEINF,  H T2 i o S0, 5 3 4% 087 FH IR S
BAM AP Ml CANVEL S AR R RN 115, 248 1 EAFAE 2 46 NAT fR4swlic & HLAE A1)
(R4 M LB T P9 X L BEAS[R] S, DNS ALG AU 1P bt R T C Py 35 iR 45 4 1T g 2 1 218 12 (0 DT T
gi, R EAEE) DNS mapping IWACE , itk 5N RS 25 48 1P bk v VAT ER LT
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WUR R ZR,  HHA A4 RIS T 25 25 K A0 9 1P Stk s S FURIBIMSG, BB CFE 25/ NAT #2001 R5H
DCTC P P8 R 55 s FiC 5 SRIBON: P A 5545 (K0 P 19 1P bt

%1-12 EE DNS mapping

#BR1E

kS
A

LRA

HEANR G

system-view

P B R 544 28 P I I 55 s FA A

nat dns-map domain domain-name protocol
pro-type { interface interface-type
interface-number | ip global-ip } port
global-port

BRI, AR
A R 5 A (X
FIBCE 2 A A B A
IR 55 s AT SRT

1.8 BLENAT hairpinIi gE

T N A EZ 1 E A RE NAT hairpin ZhRg, n CLSEILP A P8 NAT Huhibkvs i) iy 9 R 45 25 50

W 2L e H 1 - NAT hairpin 3 i 77 2

Bl 7 ) R A UL e (nat static outbound) i f TAE.

ZINREAEAN A TAE T R AR o B

o CISTUr=: NAT 76N M 1 _E RIS 1y 0] P 199 IR 45 28 (A0 SCIRps A H i) 1P ik, Horp, H
(17 1Pty k-2 460 38 3 DG PC S A/ Do 42 11 R PR 0 IR 25 A L R s i, Y050 Rt bk 490 sk DC P P 35

S5 o FTAERE 11 _EIR 5 1) B At ke 48 sy 1) i A b 4R 58 Al

5N IRS %5 (nat server). H 7 [ )&k ##(nat outbound)

o P2P U5 WA AL SE I AN IR S5 S E T E R A IR R, BRSO AR L
7 ) Bk A () NAT ik, SR e A R 2L TR e A5 P A8 s 1) A1 94 e 55 s 0 ) A 10 3t a9
ITH e ZJ7a0N, SRR H 7 ) bk e 250G o PAT #8055, JRERE EIM A,

F£1-13 B E NAT hairpin Th&E

#H#R1E

ko
4>

LRA

BRG]

system-view

BEANFE DR

interface interface-type interface-number

{FHENAT hairpinZh #g

nat hairpin enable

SAETEOLUR, NAT
hairpin2j g4t 1~ 5% AR
&

oy

1.9 ECENAT ALG

AT 5 Fi € B H PSRRI ALG Dfie,  SBIGS I HY 2  SCH0E 2y =7 BUKI 23 Fil NAT Ab

F1-14 BLE NAT ALG ThiE

1#R1E

= e
4

15t AR

BENRGAHE

system-view
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$R1E we i3t AR
nat alg { all | dns | ftp | h323 |

TF IR $a 5 BT A AL icmp-error | ils | mgcp | nbt | pptp | | SAETES T, FrAMCERIKINAT
NAT ALGIHfig rsh | rtsp | sccp | sip | sqlnet | tftp | | ALGIhREAIAL T I B RA&
xdmcep }

1.10 BLENATHEDRE
1.10.1 FENATSIEHEDRE

NAT 2306 H SN T S B D1 AR, X NAT 31l GROCE RN, I E 1
I NAT 1311 ﬁ%%ﬁwﬁ@%) fa BHHATHC S, A4S 1P Huhk R I s B P /v s
S CABH 1R M 2 A B

H = F rﬁffﬂumw;zwx%iﬁk NAT &6 H &

o HIEE NAT &if.

. ﬂﬂlJB%NAT Sife B HIECE . MERECE . ROCUTECNAS T . NAT 2152 LL &3
ATHHIBR NAT 251G A, #B 0] REF:30 NAT b gk o
o APAE NAT JEERIL . NAT 3R — 2 I 1] PUAEAE ) NAT 2316 o 2938 & (102 i iRk H &
(T ) [ B IR IR, M BT AEAE Y NAT 21845 Ratiac SO H &

F1-15 B & NAT S HERE

BRI we LA
HARGHLE system-view
2N Y - - ap N

FFIANATH ERE nat log enable [ acl acl-number ] %i/fz’ﬁ P NATH &I TR

> < DT j\:: A _ .
TEENATH 16 1 H & e nat log flow-begin B
TFJANAT R 2> 15 ) H S D RE nat log flow-end B BN, Q. MIERNATS R
FFRNATHE R I H B ke, ik AT AENATIG BRI A B

(=] e ERUILHN, o He» w _ . . ~ NATEIIjD:\‘
S O L) 2 £ I 5 1 nat log flow-active time-value

1.10.2 BLENAT444 AR BE&E

NAT444 H 7 H 2R 12 BRI Pl 75 28, 76 NATA44 sl 4, xhRES H P (R FA 19

IP HuhE AT o B oy Fo s Rl i, # st — 4 T P I H G, dsFAR 1P bl s 1 B ke

WRFR. AT H PR, LA IR ST A 0 1P ik Rty 171 2056 W (g 1B 23 IE H A5 5L

Rl A 52 FA R 1P Stk

A PRRS GLURT Uik A B s NAT444 F P H A&

o U IERAMAC: i D HGEHARUR TR, AR P Huhk R S AN B % B vy T Bk AT b
HEA i AR i RSB 7T, AR SERARY 1P ik o3 T s 1 B B iy ) H
W HE.
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o U HIBRIEIKC: i I BRERAS I U7 AR, FESCRA R 1P HHE IR B S AN E RS BRI At S O
R AW J7 30N, AEREC LBRBEIE ORI BRm I BRI N H .

TERCE NAT444 H - HEDIRERT, DAZ5ERCE s A e il H B & 2 H A BN Shae, Seikr=
£ NAT444 P HE. HEAIBCEES I “ MEE MR ERS” B “fEEP 0,

F1-16 FE NAT444 PR BEDhEE

BR1E L 15t AR
HARGHLE system-view -
BRI, NATHE DDA 155
o ZiRNRS
FFRENAT O &) fe nat log enable [ acl acl-number ] . X
ACLZHAINATA44 1 ) H & ThRE
TR
b RAWANT=Ei’s
ii%ﬂgumﬂ RLHINATA44 711/ H nat log port-block-assign T
A SRS
BRATEOUT, 2 ECA RIS e,
i ‘ : .
igg@uﬁ%EWEJNATMMHF H nat log port-block-withdraw PIAG HINATA44 7 H ok
JoN =

1.10.3 BLBENAT444 HSE=E HERE

76 NAT444 bk, Wiol 5P 3 EE A M 1P itk o Bl 3R b 1 o 1 #84  H
W2 P 1 i 3 B R A mT R DR C o0 SEHEAT M b e e, ARV (RSO B 57 A T RS
NP TP Rtk A i 1R R A A 00, T LASK S 11 P S AR 305 3 R e i A R H &
o Ui LIRS TERARY 1P Mk Y. () VR 1R A g AR AR LR, i A R
Hiko RTom FRah A w755, QR me s 7 39 S VA, 02 1 o3 E A o 11 B 1)
g AR A RIS, AN s U 2 st O e (o D R FA T IR, A S5l H k.
o TRURHIWRIEE: AE NATA44 v LIERFAWS b, R FraE R CAM P Hikik, o5 3 #d
g H &
TERCE NAT444 5225 B H B ThRERT, 205E AL SR ) e il H B IS 2 H A EHLK Zhae, S0
ErE A NATA44 H3E R HE . TFAREIEZS N “ Mg AR R ERS” B “FEERD.

F1-17 B E NAT444 SEEE HED8E

BR1E we it BA
ARG system-view -
B LN, NATHEIhAEAL T2
FFENAT H &g nat log enable[ acl acl ber ] AR
HIA acl-number
) ) ’ ACLSHAINATA44 T 45 1 H ik
Dige ek
G\ BRI, NATA44%5 %45 B H &
NAT444 75 A5 B H B DI RE tlog al r M, NAT
JTA M HEIRE | nat log alarm el
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1.11 NATERFOLER

TESEN LRI E T, ARSI N HAT display 4 T LLE s NAT B85 REsfr i o, sl & F

N ERSY AT W RINEVE S

TEH R, AT reset fir 4 1] LLEER NAT &I,

F1-18 NAT R RFnLEA

1#R1E

e
4

BRI FINATHEL B (5 5

display nat all

T RNATHREZH B B R

display nat address-group [ group-number ]

i 7RNAT DNS mapping (e & 15 &

display nat dns-map

ERNAT EIMETIE E (MSR 2600/MSR 3600)

display nat eim

W RNAT EIMELIE E (MSR 5600)

display nat eim [ slot slot-number ]

B RNAT AL 18 A bk #4002 HOBC EAS B

display nat inbound

EIRNAT H EThRERI AL B A= B

display nat log

RNAT NO-PAT# 3i{5 & (MSR 2600/MSR 3600)

display nat no-pat

EIRNAT NO-PATZ {5 E (MSR 5600)

display nat no-pat [ slot slot-number ]

SORNAT H 32 O 5h 2 Hihk R 3 56 2 I e B S B

display nat outbound

W 7RNAT P H 55 2 A L A

display nat server

W 7RNAT P 55 2 4L RO G 24

display nat server-group [ group-number ]

ERNATS1E (MSR 2600/MSR 3600)

display nat session [ { source-ip source-ip |
destination-ip destination-ip } * [ vpn-instance
vpn-name ] ][ verbose ]

E/RNATL 1 (MSR 5600)

display nat session [ { source-ip source-ip |
destination-ip destination-ip } * [ vpn-instance vpn
-name ] ] [ slot slot-number ] [ verbose ]

TR RNATER A IR e 15

display nat static

BRNATSHHE . (MSR 2600/MSR 3600)

display nat statistics

WRNATS S (MSR 5600)

display nat statistics [ slot slot-number ]

EIRNATA44 %0 B AU SR S

display nat outbound port-block-group

ORNATH DH 2 B R

display nat port-block-group [ group-number ]

orui eI (MSR 2600/MSR 3600)

display nat port-block { dynamic | static }

IR I ERF I (MSR 5600)

display nat port-block { dynamic | static } [ slot
slot-number ]

MIEENAT 211G (MSR 2600/MSR 3600)

reset nat session

MIEENATZ1E (MSR 5600)

reset nat session [ slot slot-number ]
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1.12 NATEHL AL T 25451

1.12.1 WMAFPEENATHELE T RSN (BRAS L EEdE)

1. A EK
W45 H 7 10.110.10.8/24 i H Ak bk 202.38.1.100 15 i) Internet.
2. HME

El1-6 E&7SHbubEE 6 B AL 5 4H W &

GE2/1/1 GE2/112
10.110.10.1724 | 10110.10.11/24 Mo R 202.38.1.1/16
=S Internet
10.110.100.10/24 s
Router Application

server

3. BB
# 4RI 0 R R Y 1P Mk, EA P .
# BCE AP 1P Hidilk 10.110.10.8 F 4R M Hhtl 202.38.1.100 22 [a] (1) i A M bk e e g5

<Router> system-view

[Router] nat static outbound 10.110.10.8 202.38.1.100

#AHECE ) F AR e B2 1 GigabitEthernet2/1/2 _FAERL.
[Router] interface gigabitethernet 2/1/2

[Router-GigabitEthernet2/1/2] nat static enable
[Router-GigabitEthernet2/1/2] quit

4. WEECE

# UL LERCE RS, R ENLAT BT R A IR Ss . A E AT WonAE B, AT RABG IR L L R
e
[Router] display nat static
Static NAT mappings:
There are 1 outbound static NAT mappings.
IP-to-1P:
Local IP : 10.110.10.8
Global IP : 202.38.1.100

Interfaces enabled with static NAT:
There are 1 interfaces enabled with static NAT.
Interface: GigabitEthernet2/1/2
# A LR Wondn 4, v LAE 2 Host U5 1] 340 Ik 45 %5 5 A2 B NAT 231515 2.
[Router] display nat session verbose
Initiator:
Source IP/port: 10.110.10.8/42496
Destination IP/port: 202.38.1.111/2048
DS-Lite tunnel peer: -
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VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: ICMP(1)
Responder:
Source IP/port: 202.38.1.111/42496
Destination IP/port: 202.38.1.100/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL 1D: -/-/-
Protocol: ICMP(1)
State: I1CMP_REPLY
Application: OTHER
Start time: 2012-08-16 09:30:49 TTL: 27s
Interface(in) : GigabitEthernet2/1/1
Interface(out): GigabitEthernet2/1/2
Initiator->Responder: 5 packets 420 bytes
Responder->Initiator: 5 packets 420 bytes

Total sessions found: 1

1.12.2 WA P EENATHLE RSN (M RES)

1. AR EE K

o HEONFEI PRI IP Mkl 192.168.0.0/16.

o IZATIHA 202.38.1.2 F1202.38.1.3 PIANAR IP Hidik,

i SESLHL, N ERIM % 192.168.1.0/24 MBI ] AT LLVG ] Internet, & W BRG] AN RED) 1)
Internet. A5 FH 141kl 4 202.38.1.2 F1 202.38.1.3.

2. HME
E1-7 AMA BT NAT RN (it R EESE)

192.168.1.10/24
Host A

GE2/1/1 GE2/1/2

192.168.1.1/16 M 3l 202.38.1.1/24
=S

Internet

Router Application
server

Host B Host C
192.168.2.10/24 192.168.3.10/24

3. EETE
# 4G R P B SR I 1P Mk, HAAR P R
# B E R4 0, S EASRHINE 202.38.1.2 1 202.38.1.3.

<Router> system-view
[Router] nat address-group O
[Router-nat-address-group-0] address 202.38.1.2 202.38.1.3
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[Router-nat-address-group-0] quit

# It 'E ACL 2000, X Feirst M4 192.168.1.0/24 F Bt (1) F P i Sk A7 kit 4 4

[Router] acl number 2000

[Router-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.255

[Router-acl-basic-2000] quit

# 749211 GigabitEthernet2/1/2 Lt & H 7 [7) shA bk e, SVl B bk 241 0w i ik X DE S ACL
2000 FJHRSCHEAT IS AL R, AR R v A s 145 6L

[Router] interface gigabitethernet 2/1/2

[Router-GigabitEthernet2/1/2] nat outbound 2000 address-group O
[Router-GigabitEthernet2/1/2] quit

4. R E

PLERCE SE R E, Host A BEfiS 17 1)) WWW server, Host B Al Host C JGik 17 1] WWW server, it
BEW T BoRER, AT IELL ERCE K .
[Router] display nat all
NAT address group information:
There are 1 NAT address groups.
Address group O:
Address information:
Start address End address
202.38.1.2 202.38.1.3

NAT outbound information:
There are 1 NAT outbound rules.
Interface: GigabitEthernet2/1/2
ACL: 2000 Address group: O Port-preserved: N
NO-PAT: N Reversible: N

NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled
Port-block-withdraw : Disabled
Alarm : Disabled

NAT mapping behavior:
Mapping mode: Address and Port-Dependent

ACL N
NAT ALG:

DNS : Enabled
FTP : Enabled
H323 : Enabled
ICMP-ERROR : Enabled
ILS : Enabled
MGCP : Enabled
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NBT : Enabled

PPTP : Enabled
RTSP : Enabled
RSH . Enabled
SCCP : Enabled
SIP : Enabled
SQLNET : Enabled
TFTP : Enabled
XDMCP : Enabled

# WL SRy 4, TTLLE 2 Host A Ui 1n) WWW server B 42 il NAT 2316 {5 &
[Router] display nat session verbose
Initiator:
Source IP/port: 192.168.1.10/52992
Destination IP/port: 200.1.1.10/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL 1D: -/-/-
Protocol: ICMP(1)
Responder:
Source IP/port: 200.1.1.10/4
Destination IP/port: 202.38.1.3/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL I1D: -/-/-
Protocol: ICMP(1)
State: I1CMP_REPLY
Application: OTHER
Start time: 2012-08-15 14:53:29 TTL: 12s
Interface(in) : GigabitEthernet2/1/1
Interface(out): GigabitEthernet2/1/2
Initiator->Responder: 1 packets 84 bytes
Responder->Initiator: 1 packets 84 bytes

Total sessions found: 1

1.12.3 AMEA P@BEENATHELE G RSN (Mt ES)

1. A EK
. WO E I BEHEE Y 192.168.1.0/24, %M B 5 W] 141 Web Hik 4575 P 78 W9 B st il

o %A TR 202.38.1.2 1 202.38.1.3 PN 1P Hidil
TSI, R R DL AR 4% 5 1) A ) Web AR 4588 .
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2. tAME
El1-8 MA@ NAT iFiElshm Gt EE)

192.168.1.10/24 DNS server
Host A
GE2/1/1 GE2/1/2
192.168.1.1/24 M el 20.2.2.1/24
E~S| Internet
ROUTER
Router
Host B Host C
192.168.1.11/24 192.168.1.12/24 WWW server
192.168.1.10

3. ELE&E B

XN LA X ) NAT R, B & S W R

PN AL I 344 7 ) 21 9 Web JIj 25 I, B S FR A AR I I DNS ik 25 #% ke DNS 2 i3

Ko HIT4MM DNS R S5 %% R 25 3 9 =ML DNS B8R SC3AT H 85717 1 Web Hik 25 2% ik

50 LIRS, DA NAT B8 75 20K 80 H 1) Web i 25 #% bk 45 4 2 4 Be i —

NAT il o 22 bk 23 B v LU N 7 1] 80 2 ik 56 45 S0, 804 b 1 k% 46 75 2208 1F DNS

ALG ZhiEesEil.

o AMENAFRISMN Web JR5545 18 1P Hikik2 J5 Gzl A I 23 Bic 1) NAT k), it iz bk
Vil MM Web k4545 BT A I EHL HidE 540 Web iR 25 4 S sk 8, DAt 75
PR H AN AIBL— N NAT Huhl, w] DR H 5 ) 8 2 Hohik % 4 s B

o HFM Web filg5-#s 0T NF) NAT Hilib7E NAT & E¥AA s H, BUILTRET DR INESsgh, i
73 H 1 ik 24 A9 il 4545 NAT sk (4R SCHI #2118 GigabitEthernet2/1/2,

4. TeBELE

# o A ) BT SR 1 1P Rtk LA ek R e

# JI )i DNS [f) NAT ALG Ihifig.

<Router> system-view

[Router] nat alg dns

# TC'E ACL 2000, N foirwt 192.168.1.0/24 W Bt ;2 e Scadb A7 ik 4

[Router] acl number 2000
[Router-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.255
[Router-acl-basic-2000] quit

# Bk 1.

[Router] nat address-group 1

# Sk i bt 202.38.1.2,

[Router-nat-address-group-1] address 202.38.1.2 202.38.1.2
[Router-nat-address-group-1] quit

# Qb 2.

[Router] nat address-group 2
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# AN k2 Rk 51 202.38.1.3.

[Router-nat-address-group-2] address 202.38.1.3 202.38.1.3
[Router-nat-address-group-2] quit

# 7£$2 11 GigabitEthernet2/1/2 LG E N7 W sl A Huhb# 4, ARVHEA bR 1 - f kXt DNS W
B AR ST TP R A AT, TR AR R A R P AN T S A5 S, B SRV S 1) Ml 4
[Router] interface gigabitethernet 2/1/2

[Router-GigabitEthernet2/1/2] nat inbound 2000 address-group 1 no-pat reversible

# {r# 1 GigabitEthernet2/1/2 b ELE )7 [ ZhaS bk e,  FRVEAE b2 2 it )y k95
) A0 R AR ST T U B e, AR e e e A i 145 6

[Router-GigabitEthernet2/1/2] nat outbound 2000 address-group 2
[Router-GigabitEthernet2/1/2] quit

# EEFSKE, Bk 4RSS 2% NAT Hulik 202.38.1.2, Hi#2 114 GigabitEthernet2/1/2,
Btk ok 20.2.2.2(20.2.2.2 FyAEI R EIE T Bk, SEBREH s DL AR RS A HED

[Router] ip route-static 202.38.1.2 32 gigabitethernet 2/1/2 20.2.2.2
5. WL E

M ERCE SRS, Host A fgfig il 184 Viin) Web server. B AEW T wonf5 5, wf RIS UELL E
P ) o

[Router] display nat all
NAT address group information:
There are 2 NAT address groups.
Address group 1:
Address information:
Start address End address
202.38.1.2 202.38.1.2

Address group 2:
Address information:
Start address End address
202.38.1.3 202.38.1.3

NAT inbound information:
There are 1 NAT inbound rules.
Interface: GigabitEthernet2/1/2
ACL: 2000 Address group: 1 Add route: N
NO-PAT: Y Reversible: Y

NAT outbound information:
There are 1 NAT outbound rules.
Interface: GigabitEthernet2/1/2
ACL: 2000 Address group: 2 Port-preserved: N
NO-PAT: N Reversible: N

NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
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Flow-active : Disabled
Port-block-assign : Disabled
Port-block-withdraw : Disabled
Alarm : Disabled

NAT mapping behavior:
Mapping mode: Address and Port-Dependent

ACL T
NAT ALG:

DNS : Enabled
FTP : Enabled
H323 : Enabled
ICMP-ERROR : Enabled
ILS : Enabled
MGCP = Enabled
NBT : Enabled
PPTP : Enabled
RTSP . Enabled
RSH : Enabled
SCCP : Enabled
SIP : Enabled
SQLNET : Enabled
TFTP : Enabled
XDMCP : Enabled

# LR Eonar 4, nTLLE E Host A Ui i) WWW server I 42 il NAT 251615 5
[Router] display nat session verbose
Initiator:
Source IP/port: 192.168.1.10/1694
Destination IP/port: 202.38.1.2/8080
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: TCP(6)
Responder:
Source IP/port: 192.168.1.10/8080
Destination IP/port: 202.38.1.3/1025
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: TCP(6)
State: TCP_ESTABLISHED
Application: HTTP
Start time: 2012-08-15 14:53:29 TTL: 3597s
Interface(in) : GigabitEthernet2/1/1
Interface(out): GigabitEthernet2/1/2
Initiator->Responder: 7 packets 308 bytes
Responder->Initiator: 5 packets 312 bytes

Total sessions found: 1
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1.12.4 5Mw B P @i 5w #thdik i7 i) P9 N AR 55 2%

1. A EK

KRm A MMt Web. FTP Al SMTP JIeds, i HAEMMN G Web k55as. 2w A &ML
10.110.0.0/16. 1, N FTP RS2tk & 10.110.10.3/16, N#E Web JIR4-28 1 1 IP Hudikhy
10.110.10.1/16, P Web li4s#% 2 19 IP #uhik >4 10.110.10.2/16, P35 SMTP R4 #% IP ik
10.110.10.4/16. A w44 202.38.1.1 % 202.38.1.3 =ANAM IP Hilik, F525280 W LI Rg:

o HNERIEALAT LAV 1) P A AR S B

o WM 202.38.1.1 1E N A FISFAMEALIRSS ) 1P Huhk, Web R4S %% 2 X4 KH 8080 i 1 o

2. AN E

E1-9 ~MNw A i i W b sk 77 18] P ) AR 55 28

10.110.10.1/16 10.110.10.2/16
Web server 1 Web server 2

GE2/11 GE2/1/2
10.110.10.10/16 @ -4 202.38.1.1/24

< Internet
‘ ‘ Router Host

FTP server SMTP server
10.110.10.3/16  10.110.10.4/16

I EBMELE

# i R o IO I P bk, R e R

# UEA$2 1 GigabitEthernet2/1/2.

<Router> system-view

[Router] interface gigabitethernet 2/1/2

# BCE NS FTP IRS#%, AVESNM NS AT AL 202.38.1.1. Ui 15 21 5 i) N M FTP k454 -

[Router-GigabitEthernet2/1/2] nat server protocol tcp global 202.38.1.1 21 inside
10.110.10.3 ftp

# FLE T Web IR452% 1, RVFAM ERLE FH Hidk 202.38.1.1. 3 1115 80 7 17] 9 K Web R4 %8 1.

[Router-GigabitEthernet2/1/2] nat server protocol tcp global 202.38.1.1 80 inside
10.110.10.1 http

# WL E T Web IR452% 2, A Vrsh M B HIAE H Hiklk 202.38.1.1. 3 15 8080 17 i) P M Web Jili4s 2%
2,

[Router-GigabitEthernet2/1/2] nat server protocol tcp global 202.38.1.1 8080 inside
10.110.10.2 http

# ECE N SMTP RS 2%, ARVFAM EHUAE F b 202.38.1.1 LA K SMTP WSl s X 1117 0]
M SMTP k45 5%.

[Router-GigabitEthernet2/1/2] nat server protocol tcp global 202.38.1.1 smtp inside
10.110.10.4 smtp

[Router-GigabitEthernet2/1/2] quit
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4. WHEERCE

WA ERCE SERE, S0 Host RERS AT L NAT Mtk U 1) £ 9 I IR 45 o I BB Sosfi &, wIEL
Uk LA ERCE S .
[Router] display nat all
NAT internal server information:
There are 4 internal servers.
Interface: GigabitEthernet2/1/2
Protocol: 6(TCP)
Global 1P/port: 202.38.1.1/21
Local IP/port: 10.110.10.3/21

Interface: GigabitEthernet2/1/2
Protocol: 6(TCP)
Global 1P/port: 202.38.1.1/25
Local IP/port: 10.110.10.4/25

Interface: GigabitEthernet2/1/2
Protocol: 6(TCP)
Global 1P/port: 202.38.1.1/80
Local IP/port: 10.110.10.1/80

Interface: GigabitEthernet2/1/2
Protocol: 6(TCP)
Global IP/port: 202.38.1.1/8080
Local IP/port: 10.110.10.2/80

NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled
Port-block-withdraw : Disabled
Alarm : Disabled

NAT mapping behavior:
Mapping mode: Address and Port-Dependent

ACL T
NAT ALG:

DNS : Enabled
FTP : Enabled
H323 : Enabled
ICMP-ERROR : Enabled
ILS : Enabled
MGCP : Enabled
NBT : Enabled
PPTP : Enabled

1-30



RTSP : Enabled

RSH : Enabled
SCCP : Enabled
SIP . Enabled
SQLNET : Enabled
TFTP : Enabled
XDMCP . Enabled

# LA R SR 4, ATLLE 2 Host Ui i) FTP server B A2 NAT 2145 8
[Router] display nat session verbose
Initiator:
Source IP/port: 202.38.1.10/1694
Destination IP/port: 202.38.1.1/21
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: TCP(6)
Responder:
Source IP/port: 10.110.10.3/21
Destination IP/port: 202.38.1.10/1694
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: TCP(6)
State: TCP_ESTABLISHED
Application: FTP
Start time: 2012-08-15 14:53:29 TTL: 3597s
Interface(in) : GigabitEthernet2/1/2
Interface(out): GigabitEthernet2/1/1
Initiator->Responder: 7 packets 308 bytes
Responder->Initiator: 5 packets 312 bytes

Total sessions found: 1
1.12.5 SMWMAFPBEEZIFERNMESS (IEAREE)

1. ATk

BN T BB AN EAE Web R4S, Web fR452sitiiil 4 10.110.10.2/24.
A TIEN MG — 4 DNS 4528, IP Hihilk >l 10.110.10.3/24, - T#HT Web HR45 28 148 44 «
ZA T PN P ik 202.38.1.2 fil 202.38.1.3.
TSI, AN AL AT DLE 44 V7 ) Y R Web IR 45 4%
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2. AW E
E1-10 SMA F@ERIG R AMRS S Gt EES)

10.110.10.3/24
DNS server

GE2/11 GE2/1/2

10.110.10.1/24 hoelh 20.2.2.1/24
| E~S| Internet

ROUTER

Router Host
200.1.1.2/24

WWW server
10.110.10.2/24

3. ELE&E B

o AW ENUEIT LA VI Web RS 3%, BT EIE L U5 A Y P DNS A% 253K Web IRk 45 3% 1)
IP Hutil, [RIHETEZEE I A E NAT NBARSS 254 DNS R4 2510 A I 1P ki Al DNS Al 45-vi 11
1 N R A N IG: (b | 7 r

o DNS RE#3 N2 AN SEHLIT DNS $RSCE AT R4 T Web RS 2510 A I 1P siuhik, PR R5 2
4 DNS AT N R 1P Mk ok — AN TP ik A k2 ic v LB I 7 1) 3
AT RESZIL, g5 ST LUE T DNS ALG Dhfgscil.

4. LB

# P H P B S 1P Mk, A e R

# JTJ5 DNS i) ALG Thfig.

<Router> system-view
[Router] nat alg dns

# lC'E ACL 2000, FCVFXT M5 10.110.10.2 (IR SCHE T sk 8% 46 .

[Router] acl number 2000
[Router-acl-basic-2000] rule permit source 10.110.10.2 O
[Router-acl-basic-2000] quit

# gt kA 1.
[Router] nat address-group 1
# YN ik ZH R 51 202.38.1.3.

[Router-nat-address-group-1] address 202.38.1.3 202.38.1.3
[Router-nat-address-group-1] quit

# 7EH2 11 GigabitEthernet2/1/2 FFCHE NAT P HiIRSS45, ARVFZNN L HbE 202.38.1.2 75 1]
M DNS 45 %%

[Router] interface gigabitethernet 2/1/2

[Router-GigabitEthernet2/1/2] nat server protocol udp global 202.38.1.2 inside 10.110.10.3
domain

# 764111 GigabitEthernet2/1/2 FALE 7 ) has ik a4, v Atk gl 1 rh i Huhk % DNS W
ZERSCEAT N P I EAT R4, AR R AR TN s S R, DR ARV S ) b A 4 o

[Router-GigabitEthernet2/1/2] nat outbound 2000 address-group 1 no-pat reversible
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[Router-GigabitEthernet2/1/2] quit
5. ¥ERcE

DA ERCE SERE . 4 Host BERE I 18044 U 0] 9 W Web server. Tl & E W F BorfE B, AL
UERL F P )
[Router] display nat all
NAT address group information:
There are 1 NAT address groups.
Address group 1:
Address information:
Start address End address
202.38.1.3 202.38.1.3

NAT outbound information:
There are 1 NAT outbound rules.
Interface: GigabitEthernet2/1/2
ACL: 2000 Address group: 1 Port-preserved: N
NO-PAT: Y Reversible: Y

NAT internal server information:
There are 1 internal servers.
Interface: GigabitEthernet2/1/2

Protocol: 17(UDP)
Global 1P/port: 202.38.1.2/53
Local IP/port: 10.110.10.3/53

NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled
Port-block-withdraw : Disabled
Alarm : Disabled

NAT mapping behavior:
Mapping mode: Address and Port-Dependent

ACL I
NAT ALG:

DNS : Enabled
FTP : Enabled
H323 : Enabled
ICMP-ERROR : Enabled
ILS : Enabled
MGCP : Enabled
NBT : Enabled
PPTP : Enabled
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RTSP : Enabled

RSH : Enabled
SCCP : Enabled
SIP . Enabled
SQLNET : Enabled
TFTP : Enabled
XDMCP . Enabled

W AN Bondn 4, n]LUE$ Host Vi) Web server Il i NAT 4

[Router] display nat session verbose
Initiator:
Source IP/port: 202.1.1.2/1694
Destination IP/port: 202.38.1.3/8080
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: TCP(6)
Responder:
Source IP/port: 10.110.10.2/8080
Destination IP/port: 202.1.1.2/1694
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: TCP(6)
State: TCP_ESTABLISHED
Application: HTTP
Start time: 2012-08-15 14:53:29 TTL: 3597s
Interface(in) : GigabitEthernet2/1/2
Interface(out): GigabitEthernet2/1/1
Initiator->Responder: 7 packets 308 bytes
Responder->Initiator: 5 packets 312 bytes

Total sessions found: 1

1.12.6 MA@ Z IR AMNARSEE (HHIEE)

1. A EK
. O T RAE F  IP Hikik oy 192.168.1.0/24.

SUE R

. %A T A AN Y Web RS, Web JIR%s 25tk >h 192.168.1.2/24.

o IZNTFIEHNMA —E DNS HR458E, IP Hulilkky 192.168.1.3/24, FT-i##T Web AR 2525 (138 44 .

. ZAFIAE =ANSNA 1P Hiulik: 202.38.1.2. 202.38.1.3 #11202.38.1.4.
BRSNS AL ] DLl Ik 44 Uy in) S LR hE FE S 1 9 I Web R4 4%
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2. AW E
E1-11 MR PBEE ARG EAMERS S (HitEE)

192.168.1.3/24

DNS server
GE2/1/1 GE2/1/2
192.168.1.1/24 sl 20.2.2.1/24
E~S| Internet
ROUTER
Router Host
192.168.1.2/24
WWW server

192.168.1.2/24

.BEER

AN X NAT WA, BARC S ES A R.

A=A 44 U 7] Web BRS5 4%, B 56T EE07 iR N8 TK DNS IR %5 25 3500 Web %5251 1P

Huhlk, DR B L i NAT IR 25 25 DNS 4525 10 P B9 1P Hutil Al DNS IR 45 st 11 WL sf

S —ANA R IR

o DNS RS HIN 454 F AL DNS i SCH A #Eafr 7 Web k2525 10 A K9 1P Hiuhik, i Hikk 55
AW EN LR TE S, DR AR 5 ) TR N Web R4S 85 s & L — A NAT Hutik, JF53%
fur P HE B B R iz bk . NAT Btk 23 e ] DO L H 7 1) sh A LR e D RE S, S ¥ ddiay
5 AT LU DNS ALG Zhfg szl

o AN MR I Web 5528 10 1P itk 2 J5 GZHbbE Sy NAT Hihik), A A 2k a9
Web 4545, K4 M P Lk Y P Web Ji45 2 Bttt 58, ke A7 ) &R
TR AN RS EC— S NAT Huhk, o] DUE A 1) 3 25 bk 4 s 0

o NAT ¥4 F¥cAT HIsthhl 48 W RN, NAT shhk sk b, Rt 2T TS, i
73 H Bk 2 20 =L NAT ik S 42 1108 GigabitEthernet2/1/2.

4. TEBELIE

# o BT I C B A5 B 1 1P Rk, LR ok R e

# JF )5 DNS Wil 17 ALG Zhfig.

<Router> system-view

58

[Router] nat alg dns

# fil & ACL 2000, SUVFX NI 4% 1 192.168.1.0/24 W Bt (145 SCEAT M ik 446 .
[Router] acl number 2000

[Router-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.255
[Router-acl-basic-2000] quit

# Qbbb 2 1.

[Router] nat address-group 1

# Uk A 5t 202.38.1.2,

[Router-nat-address-group-1] address 202.38.1.2 202.38.1.2
[Router-nat-address-group-1] quit
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# Atk 2.

[Router] nat address-group 2

# VN k41 5t 202.38.1.3.

[Router-nat-address-group-2] address 202.38.1.3 202.38.1.3

[Router-nat-address-group-2] quit

# {E4: 11 GigabitEthernet2/1/2 EJCE NAT P IRSS#5, SRVFANE EHLE I Hidik 202.38.1.4 Vi 3] P
M DNS JIk 4545

[Router] interface gigabitethernet 2/1/2

[Router-GigabitEthernet2/1/2] nat server protocol udp global 202.38.1.4 inside 192.168.1.3
domain

# {r 1 GigabitEthernet2/1/2 FACE 177 Btk 44, ovFi I Hbk2E 1 ik DNS W

BARSCEAT T (R N I BEAT e, AR o R rh AN o 5 R, DAR Fo v S 1) sk 4
[Router-GigabitEthernet2/1/2] nat outbound 2000 address-group 1 no-pat reversible

# 73211 GigabitEthernet2/1/2 FRCE AT M S HUEE e,  ARVFAEH k4] 2 A bk 40 k9
[5) A I RO SCREA T U ik e e, O A A e e v A P i 5 6L

[Router-GigabitEthernet2/1/2] nat inbound 2000 address-group 2
[Router-GigabitEthernet2/1/2] quit

# MLE A 202.38.1.3 Ml FA s, HE11h GigabitEthernet2/1/2, ~—BkHbtik %y 20.2.2.2
(20.2.2.2 AR O N —BkHuhk, SR il DLR AR S HED .

[Router] ip route-static 202.38.1.3 32 gigabitethernet 2/1/2 20.2.2.2

5. WiEECE

DL ERCE SERUE , AR Host Befs i 144 s in) N I AH [E] 1P Hikf¥) Web server. 3l &7 417K Wos
L, ATCABGIE LA E AR R )
[Router] display nat all
NAT address group information:
There are 2 NAT address groups.
Address group 1:
Address information:
Start address End address
202.38.1.2 202.38.1.2

Address group 2:
Address information:
Start address End address
202.38.1.3 202.38.1.3

NAT inbound information:
There are 1 NAT inbound rules.
Interface: GigabitEthernet2/1/2
ACL: 2000 Address group: 2 Add route: N
NO-PAT: N Reversible: N

NAT outbound information:

There are 1 NAT outbound rules.
Interface: GigabitEthernet2/1/2
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ACL: 2000 Address group: 1 Port-preserved: N
NO-PAT: Y Reversible: Y

NAT internal server information:
There are 1 internal servers.
Interface: GigabitEthernet2/1/2

Protocol: 17(UDP)
Global 1P/port: 202.38.1.4/53
Local IP/port: 200.1.1.3/53

NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled
Port-block-withdraw : Disabled
Alarm : Disabled

NAT mapping behavior:
Mapping mode: Address and Port-Dependent

ACL Do——-
NAT ALG:

DNS : Enabled
FTP : Enabled
H323 : Enabled
ICMP-ERROR : Enabled
ILS : Enabled
MGCP : Enabled
NBT . Enabled
PPTP : Enabled
RTSP : Enabled
RSH : Enabled
SCCP : Enabled
SIP : Enabled
SQLNET : Enabled
TFTP : Enabled
XDMCP : Enabled

# I LU SR, I LLE 2 Host 15 Web server A4 1 NAT 251515 B o
[Router] display nat session verbose
Initiator:
Source IP/port: 192.168.1.2/1694
Destination IP/port: 202.38.1.2/8080
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL 1D: -/-/-
Protocol: TCP(6)
Responder:
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Source IP/port: 192.168.1.2/8080
Destination IP/port: 202.38.1.3/1025
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL 1D: -/-/-
Protocol: TCP(6)
State: TCP_ESTABLISHED
Application: HTTP
Start time: 2012-08-15 14:53:29 TTL: 3597s
Interface(in) : GigabitEthernet2/1/2
Interface(out): GigabitEthernet2/1/1
Initiator->Responder: 7 packets 308 bytes
Responder->Initiator: 5 packets 312 bytes

Total sessions found: 1

1.12.7 WM FIEBIENAT B (8] 7 W AR %% 28

1. AR EE K

o WATINESML AT G FTP iR 5%, Hihlh 192.168.1.4/24.

o IZNFIHAPIASMN IP Hitik: 202.38.1.1 A1 202.38.1.2.
BISEILGTR YyRe:

o AWML LLERE 202.38.1.2 Vil A ) FTP IR 45 2% .

o MMM LLE 202.38.1.2 Vi in) A M R FTP R4S 2% .

2. AW E

E1-12 A A FED NAT Hidik i is] K AR 55 25

192.168.1.2/24
Host A

GE2/11 GE2/1/2
192.168.1.1/24 's\g 202.38.1.1/24

= Internet
‘ ‘ Router

Host B FTP server
192.168.1.3/24 192.168.1.4/24

3. BL&E B

TSR U C-S X NAT hairpin BT, HAARS & BB E .

o hfHANAM EHLTT L LA R ) Y FTP ARSS5%, SE A N4 1 E NAT RS
=,

o AR EHLE S AN R ) P FTP RSS2, 75 SEAE P9 W04 116 §E NAT hairpin Bt .
Horr, HEY 1P Hubk %% Hi i VS A B 5 P9 E8 AR S5 S i B SR 5e i, Y B il %% 4 38 i T

rEﬂ
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PC PAY 50 0 95 s BT 4 11 18 1 7 1) 2 2 bk A e ) S U B R S ik, AR PR
HH 77 17 B A bk e i

4. BEESE
# i T N P A2 ) 1P ik, LA B e R
# Wi E ACL 2000, VAT HEM 4 192.168.1.0/24 W B4R SCHEAT k46 e o

<Router> system-view

[Router] acl number 2000

[Router-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.255

[Router-acl-basic-2000] quit

# {r#% 1 GigabitEthernet2/1/2 FACE NAT &S, SLVFAMA R H HkE 202.38.1.2 Vs in] A
W) FTP JIRS54s, [FINEAS A R = HLYG ) 9 0 FTP RS54 S nr LAgEAT B i ik 4

[Router] interface gigabitethernet 2/1/2

[Router-GigabitEthernet2/1/2] nat server protocol tcp global 202.38.1.2 inside 192.168.1.4
ftp

# 74211 GigabitEthernet2/1/2 fit'E Easy IP J7 31 H 77 [al sh A bk Fe 46, 415 09 I =N U5 1) 4 1Y
FTP 45 % R SCrT LA A 32 11 GigabitEthernet2/1/2 () 1P kil 347 5 b5 46t
[Router-GigabitEthernet2/1/2] nat outbound 2000

[Router-GigabitEthernet2/1/2] quit

# (£ 1 GigabitEthernet2/1/1 & NAT hairpin I fE.

[Router] interface gigabitethernet 2/1/1

[Router-GigabitEthernet2/1/1] nat hairpin enable

[Router-GigabitEthernet2/1/1] quit

5. WFELE

DA ERBCE ST, I USRS 8 i 41 9 kU7 1) 5 Y FTP Server. dfid &7 Wi H
g, ATLASGIE B F G & s .
[Router]display nat all
NAT outbound information:
There are 1 NAT outbound rules.
Interface: GigabitEthernet2/1/2
ACL: 2000 Address group: --- Port-preserved: N
NO-PAT: N Reversible: N
NAT internal server information:
There are 1 internal servers.
Interface: GigabitEthernet2/1/2
Protocol: 6(TCP)
Global 1P/port: 202.38.1.2/21
Local IP/port: 192.168.1.4/21

NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled

Port-block-withdraw : Disabled
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Alarm : Disabled

NAT hairpinning:
There are 1 interfaces enabled with NAT hairpinning.
Interface: GigabitEthernet2/1/1

NAT mapping behavior:
Mapping mode: Address and Port-Dependent

ACL T
NAT ALG:

DNS : Enabled
FTP . Enabled
H323 : Enabled
ICMP-ERROR : Enabled
ILS . Enabled
MGCP : Enabled
NBT : Enabled
PPTP : Enabled
RTSP : Enabled
RSH : Enabled
SCCP . Enabled
SIP : Enabled
SQLNET : Enabled
TFTP . Enabled
XDMCP : Enabled

# LR a4, ALLE E] Host A i) FTP server A2 NAT 231545 5L
[Router] display nat session verbose
Initiator:
Source IP/port: 192.168.1.2/1694
Destination IP/port: 202.38.1.2/21
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: TCP(6)
Responder :
Source IP/port: 192.168.1.4/21
Destination IP/port: 202.38.1.1/1025
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: TCP(6)
State: TCP_ESTABLISHED
Application: FTP
Start time: 2012-08-15 14:53:29 TTL: 3597s
Interface(in) : GigabitEthernet2/1/1
Interface(out): GigabitEthernet2/1/1
Initiator->Responder: 7 packets 308 bytes
Responder->Initiator: 5 packets 312 bytes
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Total sessions found: 1

1.12.8 AM A FBENATHIE B i

1. ARk

B P2P N HIEREE T, PR IR i i 5 T ) A Y IR S5 AR T Y, AR IRSS A 23 il S A v )
|P bk g 155 o G S PN D R — AN 2 7 g 7 I P O £ 5 — AN P i, 1 S i 2 1) IR 45 4 SRIBUNS 7
[ 1P bk A 15

B ST D fe

o I T LA SR e R RS AR, B A AN A [ R A1 R Rl o

o N BN I M IRST AR ARAT I 1P ik A I EAT LV

2. AW E

E1-13 MMM P& NAT it 55

192.168.1.3/24
Client A

GE2/1/1 GE2/1/2
192.168.1.1/24 M Rrel 202.38.1.3/24

< Internet
ROUTER
Router Registration server
200.2.2.2/24

Client B Client C
192.168.1.2/24  192.168.1.4/24

3. BLEE

sk o R vy P2P A NAT hairpin S, FLARRCE BB QR .

o YRR g i R ) A T R AR S5 A M, DRI TR AT M e, T DA I A A P A
P2 VN E T ) Bh AR IR S

o G ERICIE U 1P HuhE R S, FiZbb R S NAT Fe 5 (0. i RS s i sk
(R 7 B 1P Mk R 15 75 EEAAT B YR R U7 (], DRI 7 i b PR 480G R Z5AS %o
Sk, XA DU E EIM A S A k- 4 ST

o NEBENLE AN BT BT, A N RO L RE NAT hairpin D)fig.

4. MEDE

# 4% R oY PRI TG A 10 1P Mk, ELAATC B F

# il ACL 2000, FCVFXT A 2% b 192.168.1.0/24 M B (4R SCk47 bk 44 4

<Router> system-view

[Router] acl number 2000

[Router-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.255
[Router-acl-basic-2000] quit
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# EANRINE ] GigabitEthernet2/1/2 ERC'E Easy IP J7 20K H 7 R shA RS, ARV B2 0
GigabitEthernet2/1/2 f#] 1P Huhlxk A BT 1) 40 W4 IR SCHEAT IR LB 4, DR 2 AN 8 LIS —
ASGMR IR, R E ) PAT J7 X, BV g A v Al o A5 R

[Router] interface gigabitethernet 2/1/2

[Router-GigabitEthernet2/1/2] nat outbound 2000

[Router-GigabitEthernet2/1/2] quit

# IO PAT Jy 50K [tk e A0 EIM, RV R B A RISk A -5 (1) FLUL S ACL 2000
HIRSC, AR H Bl 2 AR, Gl PAT e, LU AN 15 AR e [/ — AN A
Huhk R S

[Router] nat mapping-behavior endpoint-independent acl 2000

# (N 4% 11 GigabitEthernet2/1/1 - Afifig NAT hairpin D fig.

[Router] interface gigabitethernet 2/1/1

[Router-GigabitEthernet2/1/1] nat hairpin enable

[Router-GigabitEthernet2/1/1] quit

5. WnEfcE

DAL E 58 5, Host AL Host B #1 Host C 73l [l AW IR 55 2 2 )5, eI m)a] LU EL DT[] .
W EF AT BonfE 5, W RAEGIELL FRCE R
[Router] display nat all
NAT outbound information:
There are 1 NAT outbound rules.
Interface: GigabitEthernet2/1/2
ACL: 2000 Address group: --- Port-preserved: N
NO-PAT: N Reversible: N

NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled
Port-block-withdraw : Disabled
Alarm : Disabled

NAT hairpinning:
There are 1 interfaces enabled with NAT hairpinning.
Interface: GigabitEthernet2/1/1

NAT mapping behavior:
Mapping mode: Endpoint-Independent

ACL = 2000
NAT ALG:

DNS : Enabled

FTP : Enabled

H323 : Enabled

ICMP-ERROR : Enabled
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ILS : Enabled

MGCP : Enabled
NBT : Enabled
PPTP . Enabled
RTSP : Enabled
RSH : Enabled
SCCP . Enabled
SIP : Enabled
SQLNET : Enabled
TFTP . Enabled
XDMCP : Enabled

# ML BoRdr4, WU # Client A Vi i) Client B i 242/ NAT 2645 &
[Router] display nat session verbose
Initiator:
Source IP/port: 192.168.1.3/44929
Destination IP/port: 202.38.1.3/1
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: UDP(17)
Responder:
Source IP/port: 192.168.1.2/69
Destination IP/port: 202.38.1.3/1024
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: UDP(17)
State: UDP_READY
Application: TFTP
Start time: 2012-08-15 15:53:36 TTL: 46s
Interface(in) : GigabitEthernet2/1/1
Interface(out): GigabitEthernet2/1/1
Initiator->Responder: 1 packets 56 bytes
Responder->Initiator: 1 packets 72 bytes

Total sessions found: 1

1.12.9 #ItEERMFHENVPNZ BB

1. AR E K

T T P TR & T 42 B AN VPN S,  ELWANEE T T P9 3848 FH 1 AH R 0 9 Hb i
2306 BRAEEESRIX PN EB T TR EAL Host A Al Host B 2 IR] fgmg i i NAT Hihk HAH VG 7]
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2. tHME
E1-14 #tEEBWTE AR Z BB

VPN 1 VPN 2
GE2/1/1 GE2/112
192.168.1.1/24% 192.168.1.1/24 .
Host A Router Host B
192.168.1.2/24 192.168.1.2/24
3. BLE B

Rt NPT NAT T DA VPN 2 [8] EHUAS B AR SCIYE 1P kAT H ) 1P bk #8  2
Fedte, BN EAEIERL AN VPN 3L L ESE 3T IR NAT, XA BUE A NAT B P iU 0 F
3 I G B S e A S T

4. GBS
# R 2H I R 12 A VPN SR TP Mk, FLAARHC B R .
#ECE VPN LA IP HihE 192.168.1.2 3 VPN 2 N 1) 1P Hihik 172.16.1.2 22 1] () 5 A Mk 52 3 e it

<Router> system-view
[Router] nat static outbound 192.168.1.2 vpn-instance vpnl 172.16.1.2 vpn-instance vpn2

# IC'E VPN 2 911 1P 1k 192.168.1.2 | VPN 1 4 (1 1P Mk 172.16.2.2 22 [A] R EH A8 Hu - FE 45 L Sg
[Router] nat static outbound 192.168.1.2 vpn-instance vpn2 172.16.2.2 vpn-instance vpnl
# {E4% 1 GigabitEthernet2/1/2 A RE# A I

[Router] interface gigabitethernet 2/1/2

[Router-GigabitEthernet2/1/2] nat static enable
[Router-GigabitEthernet2/1/2] quit

# 7E#211 GigabitEthernet2/1/1 i fg i Al 4 4 .

[Router] interface gigabitethernet 2/1/1
[Router-GigabitEthernet2/1/1] nat static enable
[Router-GigabitEthernet2/1/1] quit

5. WiEE &

DL FCE SE S, Host A Fil Host B il LUFE, H Host A [ bttt hy 172.16.1.2, Host B (1% #h
bt Ky 172.16.2.2. W EEW FERER, v LAGUE L EFCE I
[Router] display nat all
Static NAT mappings:
There are 2 outbound static NAT mappings.
IP-to-1P:
Local IP : 192.168.1.2
Global 1P : 172.16.1.2
Local VPN : vpnl
Global VPN: vpn2

IP-to-1P:
Local IP : 192.168.1.2
Global 1P : 172.16.2.2
Local VPN : vpn2
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Global VPN: vpnl

Interfaces enabled with static NAT:
There are 2 interfaces enabled with static NAT.
Interface: GigabitEthernet2/1/1

GigabitEthernet2/1/2
NAT logging:
Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled
Port-block-withdraw : Disabled
Alarm : Disabled

NAT mapping behavior:
Mapping mode: Address and Port-Dependent

ACL Do
NAT ALG:

DNS : Enabled
FTP : Enabled
H323 : Enabled
ICMP-ERROR : Enabled
ILS : Enabled
MGCP : Enabled
NBT . Enabled
PPTP : Enabled
RTSP : Enabled
RSH . Enabled
SCCP : Enabled
SIP : Enabled
SQLNET : Enabled
TFTP : Enabled
XDMCP : Enabled

#3md LR BoRdr4, W LA 2 Host A 1513 Host B I i NAT 231545 &
[Router] display nat session verbose
Initiator:
Source IP/port: 192.168.1.2/42496
Destination IP/port: 172.16.2.2/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: vpnl/-/-
Protocol: ICMP(1)
Responder:
Source IP/port: 192.168.1.2/42496
Destination IP/port: 172.16.1.2/0
DS-Lite tunnel peer: -
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VPN instance/VLAN ID/VLL ID: vpn2/-/-
Protocol: ICMP(1)
State: I1CMP_REPLY
Application: OTHER
Start time: 2012-08-16 09:30:49 TTL: 27s
Interface(in) : GigabitEthernet2/1/1
Interface(out): GigabitEthernet2/1/2
Initiator->Responder: 5 packets 420 bytes
Responder->Initiator: 5 packets 420 bytes

Total sessions found: 1
1.12.10 #4518 NEBAR 55 =5 L BY g B 26451

1. AR EE K

FNF N 3 & FTP RS 250H Mt FTP % .

WS SEHLN R Dyfg

o T IP Hhhlh 202.38.1.1 1E K A m G AMEAEAR S (1) 1P HiuhE
e 36 FTP &40l AR AMEHERR S5, IFHT f128k 040
2. AW E

E1-15 fa#s 1B NEBARS 25 BB AL B 4H N &

10.110.10.1/16
FTP server 1

GE2/1/1 GE2/1/2
10.110.10.10/16M> heel 202.38.1.1/16
E~S| Internet
ROUTER

Router Host

FTP server 2 FTP server 3
10.110.10.2/16 10.110.10.3/16

3. MBS
# P R P P B A5 T 1P Mkl FAACHC B R
#CE N I RS e e 0 J2 Ak Bt 10.110.10.1. 10.110.10.2 1 10.110.10.3.

<Router> system-view

[Router] nat server-group O

[Router-nat-server-group-0] inside ip 10.110.10.1 port 21
[Router-nat-server-group-0] inside ip 10.110.10.2 port 21
[Router-nat-server-group-0] inside ip 10.110.10.3 port 21
[Router-nat-server-group-0] quit

# 7E42 11 Gigabitethernet2/1/2 R & i H N IR S48, 51 H PRS- 2841 0, A A M EHLEE
XMt FTP A% .

[Router] interface gigabitethernet 2/1/2
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[Router-GigabitEthernet2/1/2] nat server protocol
server-group 0O

[Router-GigabitEthernet2/1/2] quit
4. WirEE

LA ERCE Se ), AR ENLRT LLYT R A R FTP Ik 554341
B .
[Router] display nat all
NAT server group information:
There are 1 NAT server groups.

tcp global 202.38.1.1 ftp inside

o M AEFW T B RER, TR T

Group Number Inside IP Port Weight
0 10.110.10.1 21 100
10.110.10.2 21 100
10.110.10.3 21 100
NAT internal server information:
There are 1 internal servers.
Interface: GigabitEthernet2/1/2
Protocol: 6(TCP)
Global 1P/port: 202.38.1.1/21
Local [IP/port: server group O
10.110.10.1/21 (Connections: 1)
10.110.10.2/21 (Connections: 2)
10.110.10.3/21 (Connections: 2)

NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled
Port-block-withdraw : Disabled
Alarm : Disabled

NAT mapping behavior:
Mapping mode: Address and Port-Dependent
ACL Do

NAT ALG:
DNS : Enabled
FTP : Enabled
H323 : Enabled
ICMP-ERROR : Enabled
ILS : Enabled
MGCP : Enabled
NBT : Enabled
PPTP : Enabled
RTSP : Enabled
RSH : Enabled
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SCCP : Enabled

SIP : Enabled
SQLNET : Enabled
TFTP . Enabled
XDMCP : Enabled

#AI LT SRS, W LAE BIAMH EHLYT [ N SE FTP server INZE Bl NAT 231515
[Router] display nat session verbose
Initiator:
Source IP/port: 202.38.1.25/53957
Destination IP/port: 202.38.1.1/21
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: TCP(6)
Responder :
Source IP/port: 10.110.10.3/21
Destination IP/port: 202.38.1.25/53957
DS-Lite tunnel peer: -
VPN instance/VLAN ID/VLL ID: -/-/-
Protocol: TCP(6)
State: TCP_ESTABLISHED
Application: FTP
Start time: 2012-08-16 11:06:07 TTL: 26s
Interface(in) : GigabitEthernet2/1/2
Interface(out): GigabitEthernet2/1/1
Initiator->Responder: 1 packets 60 bytes
Responder->Initiator: 2 packets 120 bytes

Total sessions found: 5

1.12.11 NAT DNS mapping &t £ fig & 5645

1. AR E K

o8 w] T AR Web R FTP Jil4s. 2wl AL 10.110.0.0/16. Hrh, Web 45tk
10.110.10.1/16, FTP f4s#sithhil 4 10.110.10.2/16. 24w HA7 202.38.1.1 & 202.38.1.3 =/AK
IP Hihto SANAFILESNHAT — 4 DNS 4548, 1P il 202.38.1.4.

B ST Dy

o 1EH 202.38.1.2 fE K vl R AMEAEIRSS IR 1P Mkl

o AMMH AT LIS IS IR AL B 1P bk i) IR S5

o A AT LUIE IR U ) N RS

1-48



2. AW E
E1-16 NAT DNS mapping 28 f¢ & 48 ) [E]

10.110.10.1/16 10.110.10.2/16 202.38.1.4/24
Web server FTP server DNS server

GE2/1/1

10.110.10.10/16 M el
=S

GE2/1/2
202.38.1.1/24

Internet

Router

Host A Host B
10.110.10.3/16 202.38.1.10/24

3. L& B

o ANMIRSAIAIMEHEIRSS, T LHE NAT MBS 254 5 R 55 25 110 A 09 1P ik R iy 11 LSS DAy
— AR LA

o M FHLIELI A s in) N RS AN, 1 S AR I A iR 4 o0 TC R A 0 b e A1
M) DNS 45 8%, FEIREUAN RSS2 P9 1P kb . H1-T- DNS JIR 2525 ) 9 19 S5 LA 2% 1 i
I 4 S AL R Y IR S5 s P 7 R ik, DRI NAT 134675 24 DNS 5S35 am7 Y 16 41 W9 st ik
ek )y M, 3x ] DUE A 46 DNS mapping 5 2l 4 DNS ALG DhRgSEHL. DNS
mapping M52 Fl 1 SRS “ 3R 4% + N R0 1P Hihik+ 41 ]9 i 115+ B SR A Ak B0 W 1) “ Y
R 1P+ PN A 3 1157,

4. BESRE

# TR ZH P G B &4 0 P Mk, LA B R AR

# JF)3 DNS [f] NAT ALG T fiE.

<Router> system-view

[Router] nat alg dns

# HEA I GigabitEthernet2/1/2.

[Router] interface gigabitethernet 2/1/2

# I E NAT W8 Web k5545, SEVFANR UL T AE 202.38.1.2 15 13 A I Web 5545 -

[Router-GigabitEthernet2/1/2] nat server protocol tcp global 202.38.1.2 inside 10.110.10.1
http

# BCE NAT W FTP kS 78, ARVFZMN =Nk 202.38.1.2 Uil N N FTP Ak %545 .

[Router-GigabitEthernet2/1/2] nat server protocol tcp global 202.38.1.2 inside 10.110.10.2
ftp

# 7E32 11 GigabitEthernet2/1/2 [l & Easy IP J7 20 H 7 [ 2h A& Huhk 4.

[Router-GigabitEthernet2/1/2] nat outbound
[Router-GigabitEthernet2/1/2] quit

# Jid & P14 DNS mapping #10: Web i 45 #1484 www.server.com %f i IP il 202.38.1.2; FTP
AR5 28 11 44 ftp.server.com XA IP Hihil: 202.38.1.2.

[Router] nat dns-map domain www.server.com protocol tcp ip 202.38.1.2 port http
[Router] nat dns-map domain ftp.server.com protocol tcp ip 202.38.1.2 port ftp
[Router] quit
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5. KR E

WA LR E e, R B AR R =L AT DG I 804 U 1) 9 IR 25 4%l AR R B s R
AT LASGIE DL RS R )
[Router] display nat all
NAT outbound information:
There are 1 NAT outbound rules.
Interface: GigabitEthernet2/1/2
ACL: --- Address group: --- Port-preserved: N
NO-PAT: N Reversible: N

NAT internal server information:
There are 2 internal servers.
Interface: GigabitEthernet2/1/2

Protocol: 6(TCP)
Global IP/port: 202.38.1.2/21
Local IP/port: 10.110.10.2/21

Interface: GigabitEthernet2/1/2
Protocol: 6(TCP)
Global 1P/port: 202.38.1.2/80
Local IP/port: 10.110.10.1/80

NAT DNS mapping information:
There are 2 NAT DNS mappings.
Domain name: ftp.server.com
Global IP : 202.38.1.2
Global port: 21
Protocol : TCP(6)

Domain name: www.Server.com
Global IP : 202.38.1.2
Global port: 80

Protocol : TCP(6)

NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled
Port-block-withdraw : Disabled
Alarm : Disabled

NAT mapping behavior:
Mapping mode: Address and Port-Dependent
ACL I

NAT ALG:
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DNS : Enabled

FTP : Enabled
H323 : Enabled
ICMP-ERROR : Enabled
ILS : Enabled
MGCP : Enabled
NBT . Enabled
PPTP : Enabled
RTSP : Enabled
RSH . Enabled
SCCP : Enabled
SIP : Enabled
SQLNET : Enabled
TFTP : Enabled
XDMCP : Enabled

1.12.12 NAT444 i O R ER7SMET BC & 26451

1. tHME K

W 4% FH /7 10.110.10.1~10.110.10.10 fFFH A Hiht 202.38.1.100 5 17 Internet. P % 7 Hiuhk
LT NAT444 s I He A w77 =053 AN ik 202.38.1.100, A1 B Hihk (3 1155 H 5 10001~
15000, i 1A /N A 500,

2. AW
1-17 NAT444 i% O EhEs 7SSt B & 48 /W

GE2/1/1 GE2/112
10.110.10.1724 | 10.110.10.11/24 Mo REA 202.38.1.1/16
=S Internet
10.110.100.10/24 i
Router Application

server

3. EESE
# i I X P A2 I IP Sk, LA B e RS
# 0178 NAT 3 DB 1.

<Router> system-view
[Router] nat port-block-group 1

# VS INAL I Mk B B 10.110.10.1~10.110.10.10,
[Router-port-block-group-1] local-ip-address 10.110.10.1 10.110.10.10
# S IN2S BBk AR 5104 202.38.1.100,

[Router-port-block-group-1] global-ip-pool 202.38.1.100 202.38.1.100
# MCE I HHROK/N ok 500, 2 il (¥ 3 1 B 10001~ 15000
[Router-port-block-group-1] block-size 500
[Router-port-block-group-1] port-range 10001 15000
[Router-port-block-group-1] quit
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# {E4% 1 GigabitEthernet2/1/2 & NAT444 b TSy, 5 i D 1.
[Router] interface gigabitethernet 2/1/2

[Router-GigabitEthernet2/1/2] nat outbound port-block-group 1
[Router-GigabitEthernet2/1/2] quit

4. iR E
# UL ERCESE RO, AR LA AT R SRR S5 a% o R AW N i B, AT LSRR DA F AR
Bip

[Router]display nat all
NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled
Port-block-withdraw : Disabled
Alarm : Disabled

NAT mapping behavior:
Mapping mode: Address and Port-Dependent

ACL I
NAT ALG:

DNS : Enabled
FTP : Enabled
H323 : Enabled
ICMP-ERROR : Enabled
ILS : Enabled
MGCP : Enabled
NBT : Enabled
PPTP : Enabled
RTSP : Enabled
RSH : Enabled
SCCP : Enabled
SIP : Enabled
SQLNET : Enabled
TFTP : Enabled
XDMCP : Enabled

NAT port block group information:
There are 1 NAT port block groups.
Port block group 1:
Port range: 10001-15000
Block size: 500
Local IP address information:
Start address End address VPN instance
10.110.10-1 10.110.10.10 -
Global 1P pool information:
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Start address End address
202.38.1.100 202.38.1.100

NAT outbound port block group information:
There are 1 outbound port block group items.
Interface: GigabitEthernet2/1/2
Port block group: 1
#A AN BoandnS, W UG BURGUAR i A I BRI B
[Router]display nat port-block static

Local VPN Local IP Global 1P Port block Connections
-— 10.110.10.1 202.38.1.100 10001-10500 2
-—— 10.110.10.2 202.38.1.100 10501-11000 0
- 10.110.10.3 202.38.1.100 11001-11500 0
-— 10.110.10.4 202.38.1.100 11501-12000 0
-—— 10.110.10.5 202.38.1.100 12001-12500 1
- 10.110.10.6 202.38.1.100 12501-13000 0
-— 10.110.10.7 202.38.1.100 13001-13500 0
-—— 10.110.10.8 202.38.1.100 13501-14000 0
- 10.110.10.9 202.38.1.100 14001-14500 0
-— 10.110.10.10 202.38.1.100 14501-15000 0

1.12.13 NAT444 ix O R Fh 7551 BE & 56451

1. A EK

. N F] N A ) 1P ik ok 192.168.0.0/16.

. %A 202.38.1.2 F1 202.38.1.3 NS 1P Hitk,

TSI, N A ) 192.168.1.0/24 W EBLH P T LAV ) Internet, L& B P ANREVG ]
Internet. & NAT444 v B2 7 X H A S Hihk 202.38.1.2 F1 202.38.1.3, #hMM i
Bk S S 1024~65535, 3 F1H /N A 300, 240 5 2 20l i D@ P EE Ry, o
WA L A R,

2. tHME

E1-18 NAT444 i O Eh 7SSt e B 20 W [E

192.168.1.10/24
Host A

GE2/11 GE2/1/2

192.168.1.1/16 (b el 202.38.1.1/24
=S

Internet

Router Application
server

Host B Host C
192.168.2.10/24 192.168.3.10/24
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I METRE

# o A I IO T P bk, RO o R

# e B HhE41 0, A5 AN SR ik 202.38.1.2 F1202.38.1.3, A4 ik fr) i 115 [l 1024~65535,
Ui I HOK/N A 300, 386 &3 FIERECR 1.

<Router> system-view

[Router] nat address-group O

[Router-address-group-0] address 202.38.1.2 202.38.1.3

[Router-address-group-0] port-range 1024 65535

[Router-address-group-0] port-block block-size 300 extended-block-number 1
[Router-address-group-0] quit

# It & ACL 2000, X Feirst M4 192.168.1.0/24 ) Bt (1) F P i Sk A7 kit 4 46
[Router] acl number 2000

[Router-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.255
[Router-acl-basic-2000] quit

# 7£$% 11 GigabitEthernet2/1/2 & H 77 In] sh A hE R4, e ir 4l A ok 2H O Hp i kb % PTC ACL
2000 R SCHEAT IR HEE R4, AR e i R A s 1 £ 6L
[Router] interface gigabitethernet 2/1/2

[Router-GigabitEthernet2/1/2] nat outbound 2000 address-group O
[Router-GigabitEthernet2/1/2] quit

4. WEECE

# LU AL E 52, Host A BERS T i) A 45 %%, Host B Al Host C JGi2: 7 il Ah M i 45 4% ol 7
BUWT WoRfEE, ATLUGUELL N E R .
[Router]display nat all
NAT address group information:
There are 1 NAT address groups.
Address group O:
Port range: 1024-65535
Port block size: 300
Extended block number: 1
Address iniformation:
Start address End address
202.38.1.2 202.38.1.3

NAT outbound information:
There are 1 NAT outbound rules.
Interface: GigabitEthernet2/1/2
ACL: 2000 Address group: O Port-preserved: N
NO-PAT: N Reversible: N

NAT logging:

Log enable : Disabled
Flow-begin : Disabled
Flow-end : Disabled
Flow-active : Disabled
Port-block-assign : Disabled

Port-block-withdraw : Disabled

1-54



Alarm : Disabled

NAT mapping behavior:
Mapping mode: Address and Port-Dependent

ACL T
NAT ALG:

DNS : Enabled
FTP : Enabled
H323 . Enabled
ICMP-ERROR : Enabled
ILS : Enabled
MGCP : Enabled
NBT : Enabled
PPTP : Enabled
RSH : Enabled
RTSP : Enabled
SCCP : Enabled
SIP . Enabled
SQLNET : Enabled
TFTP : Enabled
XDMCP . Enabled

# AR LN BoRdn 4, LG BR ST FT AT 20 Mo A 3 A 1 HR O 7 2 1) 3 2 3 1 SN
[Router]display nat statistics

Total session entries: 0

Total EIM entries: O

Total inbound NO-PAT entries: O

Total outbound NO-PAT entries: O

Total static port block entries: 0

Total dynamic port block entries: 430

Active static port block entries: 0

Active dynamic port block entries: 1
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1 st s sem
1.1 P& & HEiA

1.1.1 IPELESN

ANT) D0 5t 2 T 00 Al ] P 2 Stk CED IP i) SREATIEAS o B b S 3 — A IPHROCE, ARAER
SCHH bk AR AR, 4R T 1P ROGETR K

1.1.2 IP¥4k%K
L @R

k3, B FIB (Forwarding Information Base, # k{5 E/E) %.

e ph e Rk h A BRI b, OO R N R B FIB b, i FIB £15 S 1P K. FIB £
B 5 I R ISR B T BERA R W ML RSO R — Bk 1P ik DL 4

KT HBHEMTEHNH, ES N “ Z)JZER-IP B HECESR S ) “IP B a7,

2. IPEEARAS

il fir 4 display fib W LLAE FIB LHMFEE, #ill:
<Sysname> display fib

Destination count: 4 FIB entry count: 4

Flag:
U:Useable G:Gateway H:Host B:Blackhole D:Dynamic S:Static
R:Relay F:FRR
Destination/Mask  Nexthop Flag Outlnterface/Token Label
10.2.0.0/16 10.2.1.1 U GE2/1/1 Null
10.2.1.1/32 127.0.0.1 UH InLoop0 Null
127.0.0.0/8 127.0.0.1 U InLoop0 Null
127.0.0.1/32 127.0.0.1 UH InLoopO Null
FIB &P 1 R SCHE I

e  Destination: H ¥k HISRFRIR 1P 4RSCH H bk el H 1) 45

e Mask: WM&, 5 HKHIE & RES R B 1) EHLEEE 8 BT e N B L. o B Rk
R el <8457 Janl 1930 B 1 = HLELEE has e B HhE. Blan: B rHbhk
192.168.1.40. #hik 255.255.255.0 (1) F- MLk E% tH 4 e M Be il 192.168.1.0. #ERY
M FANESE “17 M, BEnT DA o Tk dilideon, ol DUR#ERS ksl “1” B 4ick
TR

. NextHop: %7 ~—BkHhhl.

e  Flag: HHftri.
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e  Outinterface: #K#10. T8 IP T MWBANE 14 %
e  Token: LSP (Label Switched Path, #RZACHERI) &5,
. Label: W/ZEPRZAMH.

1.2 IP¥ AR ERFIHELR

B R IO RO AL e R R B R A T i . AEAE S RLIE T display i@ 1T LU R A R A5
M

/o

R1-1 PR AR EIRFALELR

1BR1E we

display fib [ topology topo-name | vpn-instance vpn-instance-name ] [ ip-address

o= T
L7RFIBRIAMIfE [ mask | mask-length 1]
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1 soseesn
1.1 [RIREERE T

RO R AR R WA PERE I — TG bR o 1R RIS, MR RSO
H ik - e b 5 2 VUGB, SRJAE — 2 e bR BR AR, TR IR A S I e ek 2=
AT AP SCGREAT RS, d AT IR O K

PRI R R R A R AL BN SC, SR T T Bl i B

PROEE R AEH] 5 o4l Gl P Mk, P . HAYIP ahiky FSR 5. PhlCs) SRkl — 48
Pl BRI R — NROCHE I AR R K e, AR R A T A AR I e A R
B it e BEAR ST e AT IO I 7% A e R e A R AT e A IR Rk 1 1P 4R ST HE
BAVILRE, Sk ARSI A R], Sy 1P R SCH R A ad A

PRI R REALBE L2270 Fr IR 1P R SC, ABANSCHRRRS 1P 4R ST FE 3 Fro

1.2 BoERERE R

Fx1-1 BEREER

HRAE we i3t AR
ARG system-view
s L s g e ip fast-forwarding BATEILT, PO R A D) R AL T
TR PR R A B o 4R D g load-sharing RS
T ip fast-forwarding aging-time | ST, PR R R T Z AL [R]
i PR 2 R T (1 A I (1] aging-time 307

1.3 [RiEFE A& R RFNLGETF
TESEN LRI E T, (EAL AL T T display fir4 ] U s PR e A e B n s AT o, il 75
F B BRI AE A & R .
TER P AL AT reset dr 4] LUK BRI R R TN 2
F1-2 RiREER RBRFIYELR
21 W

RO A% E (MSR 2600/MSR 3600) | display ip fast-forwarding cache [ ip-address ]

DTN s o g display ip fast-forwarding cache [ ip-address ] [ slot
H | % =
R 5 . (MSR 5600) slot-number |

WARAY PRSP AL kR A5 1 (MSR 2600/MSR

3600) display ip fast-forwarding fragcache [ ip-address ]

A PR B S %45 B (MSR 5600) (sjllst;_)*i)r/nlgefra]tst-forward|ng fragcache [ ip-address ] [ slot
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1RIE we

SN PR EE I Z AL ) display ip fast-forwarding aging-time

T BRI & #45 B (MSR 2600/MSR 3600) | reset ip fast-forwarding cache

THER PR R FKAFE (MSR 5600) reset ip fast-forwarding cache [ slot slot-number |

1.4 R A BB L & 255
1.4.1 RiREE % BB FL F 245

1. tHME K

1f Router B FSEZEl L 4 kK .

2. AW E
1-1 B EREFE &AW

GE2/1/1 GE2/1/1 GE2/1/2 GE2/1/2
@11.1.1.1/8 11.1.1.2/8@22.1.1.1/8 22.1.1.2/8@
Router A Router B Router C

I EMEVE
(1) H#d#E Router A
# e E R 1P HuE

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 11.1.1.1 255.0.0.0
[RouterA-GigabitEthernet2/1/1] quit

# P B S

[RouterA] ip route-static 22.1.1.0 255.0.0.0 11.1.1.2

(2) Hd#E Router C

# BB 1P bk,

<RouterC> system-view

[RouterC] interface gigabitethernet 2/1/2
[RouterC-GigabitEthernet2/1/2] ip address 22.1.1.2 255.0.0.0
[RouterC-GigabitEthernet2/1/2] quit

# U S

[RouterC] ip route-static 11.1.1.0 255.0.0.0 22.1.1.1
(3) A Router B

# JT 0 PRI R DI E o

<RouterB> system-view

[RouterB] ip fast-forwarding load-sharing

# EE RN P Hidk
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[RouterB] interface gigabitethernet2/1/1
[RouterB-GigabitEthernet2/1/1] ip address 11.1.1.2 255.0.0.0
[RouterB-GigabitEthernet2/1/1] quit

[RouterB] interface gigabitethernet 2/1/2
[RouterB-GigabitEthernet2/1/2] ip address 22.1.1.1 255.0.0.0
[RouterB-GigabitEthernet2/1/2] quit

4. WEfc &
# {F Router B & & {R L K 3R, IXH AR PREERI, R

[RouterB] display ip fast-forwarding cache
No fast-forwarding entries.
# M Router A I ping Router C [ GigabitEthernet2/1/2 #2111 IP ik, HEH SN 24K 3,
[RouterA] ping 22.1.1.2
PING 22.1.1.2: 56 data bytes, press CTRL_C to break
Reply from 22.1.1.2: bytes=56 Sequence=1 ttl=254 time=2 ms
Reply from 22.1.1.2: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 22.1.1.2: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 22.1.1.2: bytes=56 Sequence=4 ttl=254 time=2 ms
Reply from 22.1.1.2: bytes=56 Sequence=5 ttl=254 time=2 ms

--- 22.1.1.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 2/2/3 ms

# 1t Router B &t G R 3R, CEEALIVERIT, WonfE e

[RouterB] display ip fast-forwarding cache
Total number of fast-forwarding entries: 2

SIP SPort DIP DPort Pro Input_If Output If Flg
22.1.1.2 0 11.1.1.1 0 1 GE2/1/2 GE2/1/1 7
11.1.1.1 8 22.1.1.2 0 1 GE2/1/1 GE2/1/2 7
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1 s

MSR F 1) H1 5 25k RO T A PR (R P I S RIS DU DA R, g 22 (s 5 h
A= 45 iR
MSR 2600 N HF

MSR 36-10/MSR 36-20/MSR 36-40/MSR 36-6037 #F
MSR3600-28/MSR3600-51 4 37

MSR 3600 Miiae

MSR 5600 BES

~ S Zax
1.1 P EENT

bF

P R IR A AT B TSR 3RS, AT DO HEA T R 55 TR i SR A LA

AL, TR KRS AT DLEE T s RO T AR, BRI

o JLTURACEE: oA QU IP Mubk. Y S HE P hk. B L D) RIX )
MRIE 400, A S B2 F]— A CPU BEAT AR, AL R RUESGHESG HY .

o RETHRSCAEEE: CRHRSCIKIKRE BIA I CPU HEATAREE,  ANORAESR SCHIAE BRI o

1.2 BEERDEKRES

Fx1-1 BEERD LR

R1F #% it
HENZR G system-view
B 4 S ke y ey APErHloW ] s, R F AL Hews

Z i

LA R R BB E A TFIRIA LR, B —R RN EEF|RF 4 CPU BT, XL
ERGER AR IR G, S esh b S0, Z S TRAELIEALRE G CPU R —& eIk
i IR LE T
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1 sz

1.1 4PIERE T

1.1.1 4BERNAB

AR T BE R AP ER MY (1 PPPL ATM) FIARJEAS I o ILALIIARJE, 238 1P ZH AL,
RIS = B Rk it — Bk Tk, A
FREEER P BOE E (a0 PPP 3D sECE (an ATM #SRLED AERAREE B R, KL
ORGSR, AR R, AR ISR TAL R M4 2 i CF—B. Bl D, B
PN . BEER L C6f ATM BT LUE PVC, PPP IBEAIXAME B 545 8. Al & LI

==
HEA

SOBT MR U e 2 B i = P OB DR 01 56 1k o

IP/IPV6 % K, #4ilid &4k FIB (Forwarding Information Base, # %15 5 %) /IPv6 FIB £ 115
FHRSCHHE ORTE —BhE B, LA DR — B R 5 A ERAEER, SRIENZ N — Bk i ik
R RAR B, Wk R (PPPL HDLC 48) KA iR (P2P. NBMAD. 38R S B ik =k

A, AR AR A RO S AT B2 I e

=

VAK P R BAREAS & Ao db A KW KR AR BT S — Al Ao g 38, AKSUPTHG A 09 AT R AF 48 22 4E VA
P B R

1.1.2 $PERAB

it display adjacent-table 1 display ipv6 adjacent-table i 1] LA H AR R 05 5, .

# WoRFTE IPvA SRR I RS B

<Sysname> display adjacent-table all verbose

IP address

Routing interface
Physical interface
Logical interface
Service type
Action type

Link media type
Slot

Virtual circuit information :
Link head information(IP)
Link head information(MPLS) :

: 0.0.0.0

: Pos2/2/0

: Pos2/2/0

: N/A

- PPP

: Forwarding
: P2P

: 2

NZA

- 030021

1030281

# BoRPT A IPV6 AR I A5 B

<Sysname> display ipv6 adjacent-table all verbose

IPv6 address
Routing interface

- N/A
: Pos2/2/0
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Physical interface : Pos2/2/0

Logical interface - N/A
Service type : PPP
Action type : Forwarding
Link media type : P2P

Slot 12

Virtual circuit information : N/A
Link head information(IPv6) : ff030057

AR R 73 B & SR

e IPaddress: &k FIB RGNS R T Bhiiihl, DI RS PR AR

e Routinginterface: #HiH#:0. Ak FIB RIS R CHE RO, U RG R
AHEF . B AR L, TR IR

e Physicalinterface: 1 1 H1$2% U6 B 1 SEBR R AE AR S FEH2 0. 41 % Routing interface i)
FEHZ10, U Routing interface. Physical interface —# #H[7]; 1% Routing interface 4% %
I1, U Routing interface. Physical interface - # & AN .

e  Logical interface: KiXIRICHEZHEEI. 1. ATM H[1 Virtual-Ethernet 211, MP /(1]
Virtual-Template % 14% .,

e Service type: BFEEGEWMNAL., Wi: PPP. HDLC %,

e Action type: RICALFESEM, FIRULHD LR IR SOV %M s1E. Wi Forwarding %7~
B, Drop R#oaREFF.

e Link media type: HEEEA IR, B i B LU AT R S UM G, e P2P SRR
MBI ABERS, NBMA FoR X 22 05 B

e Link head information (IP): IPv4 PhiSU0 3 (P4 % 23645 8, FH T 1P 3 A I R SOt AT B3

e Link head information(IPv6): IPv6 FiMSUht 3 (8% 2 3k A5 8, FIT IPV6 4% K s 4 SC kAT &
5,

e Slot: HARFTTEMREN

e Virtual circuit information: M4 {5 &, W PVC. DLCI Z (W E&A IE B, MR A NIA)

e Link head information(MPLS): MPLS S0 W [ % )23k A5 5L, T MPLS %R I X i SC
AT E %

RIER B RINYESR

EAR M AT display v i) LB R SRR I 115 &
FT1-1 4BIEFTERFOLER

1BRAE we

display adjacent-table { all | physical-interface interface-type
interface-number | routing-interface interface-type interface-number }
[ count | verbose ]

BIoRIPVASE#ER T (MSR
2600/MSR 3600)

display adjacent-table { all | physical-interface interface-type
EoRIPVASEE:R T (MSR 5600) | interface-number | routing-interface interface-type interface-number | slot
slot-number } [ count | verbose ]




1RIE

A
<

BIRIPVEAR#ER T (MSR
2600/MSR 3600)

display ipv6 adjacent-table { all | physical-interface interface-type
interface-number | routing-interface interface-type interface-number }
[ count | verbose ]

WRIPVEAT#ER I (MSR 5600)

display ipv6 adjacent-table { all | physical-interface interface-type
interface-number | routing-interface interface-type interface-number | slot
slot-number } [ count | verbose ]
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1 IRDP

X i
o RXIRF| 4G THEA T L IRDP 4884 AL,
o AXIRFNWH G R EATEA KRG I FEy W &K E&,

1.1 IRDP{E4Y:
1.1.1 IRDPRIFEEE =

— AN I E LR B AR IR SR AMER e D TR N 4% N 1 — & 2% g (1) 1P Hiuhk,
F % R AR AR S et 25 o N LI H A P RN 7 AERE FHA8 1 1P ks — 275 0L AL E BOA R G,
TRE A UGTIT Y 25 P IR R PR ST, AR SR e AR ) 1P bk

XN N BT PR ERSHCE, WONELT T4y, i HANRRIE N M s &R 5
AT EESR LR U AR B AR S, X0 T 6 FENCR USSR T, T A B
& EABATHAE B, e LIS YT 2 Bt PR S

H T R iR AL, LT IRDP (ICMP Router Discovery Protocol, ICMP % 2% & B30 . IRDP
J& ICMP IS — AN, &R P RPET ) ICMP 314 JE 2R RS S0 WU B a0 R B0, 45 101
RS 20 A5 b R A I Do 286 v 2% F 4 1) 1P Mk, JF 38 H CIMBAA EE . IRDP 1] LBl RIS Y. /9 2% 1]
B, WART L4 RERBCE, I AT — M B AR 1 2% i

1.1.2 IRDPEYTAEHHI

IRDP 1 F 2| FH ICMP 74 &
. A &9 S RA (Router Advertisements) . H1#g i gs &i%, HHT A5 18 h a1 1P ik

AR EEE B

o HrhiEkigE RS (Router Solicitations) : 1 EHLAE, T 230 i W0 4% Hb i 4% i 235 SRk HL
IP il

IRDP ) CAENLHI 4 F

o EEHA ML W LURIE RA, A3 1 1P Hidik CELERRE LK 32 1P Ml AT 1P Hbdik) .
THEACE] RA TG, xSRI 26 it e 23 10 1P 3tk

o U HEHININEERRIME b, EATLLESAIL RS KIERKER % 1P Hulik, 1A EHah5E
fF RA. WIEREHURIER) RS WA BN, "B AT LLEAL JLIK RS, AR EHUE ik 3377 504
HESRIBCi ph 45 1 1P ik, S« 3 T LG 3o/ S 85 oy i JRL U PE 20 75 RASKAR HIUE o 2 1) 1P ik

o EHLEBEI RA G, KRHE RA RS IP bk, FSINAHLE . W LA B
MRA FEREL, A N MR RA GLE (1 1P Huhk bk £ ML SE w1 1P Mtk
VR AL AT B i o
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1.13

114

IRDP L fig X REAE AR 4% (1 1P Hudik, EIFASRERE AU W7 TE R R 65 % rh s 21034 H (sl
AT RN T — 6 BERE H KA i as VRO Atk s, — HARSCH &
PG B hE e, EPLSWERIMIR G B H18s AOR K — A ICMP FE [/ 4R 30, kBRI H i
R SO 1) B 5 AL i s

IRDPE AR =

1. IPHutlE B9 e R

RA FaE— AN A 1P bk N —AS “ARE” i, IXAMEIC S IE EHLE BB 4t R
MENA M RA HREUEAE B I, e IR T A RA G516 1P Mkl ik #— MLt dmom
1 1P Mk A A A LG % i o

FH AT OGS 28 28 25 1 1P JuhE AR SE kAT B, DA WL Sk AN 1P kb4 hy 2 %
.

o AR RS it . B/ DR SE Yl (-2147483648) Fon THLAZL A X AN HuhEAE Ky
B .

2. Pt B4 Ar R EA

A iy RS R B 28 A 15 16 1P Hiuhik AT DAAE ML AR B TR) o T SR AE A iy B A SRR U B
1Z P Mk H Y RA, A% IP Mk B w5

TR [F] MR A S 22T 1P kil AR ) 1 2 i 30

3. FEIEAE & iERARY B8] 8] B

ffiGE IRDP Thiig)o, s RN R % RA. Ki% RA AN REEERIAYER, SR RA IR
V] 987 A2 g /) s ] T) 5 AR g A s i) ) o -2 TR (1) — AN BEMLAEL, T i B [ B % b 22 A vh 2% ) I
1% RA S RI2% M RE 1) 5200

EEECENEER b, I RA 1R E R,

4. RAE 2B B Byt

RA W EH H 1 1P Mok vl LA W | #E ik 255.255.255.255., 40tk 224.0.0.1 (AHuBE 3%
HEHD

g tEOL T, RAWYEIE M 1P it %) #k bl . a0 R 2% RA I3 1 SRR 3RS0, B4 EE
i FH 40 #5 Hl 224.0.0.1 75 RA W EL H 1 1P Huhil,

5. RIEBAEIPHHE

gL, BRI A S 1P bR 1P kil , G S f A s 1 HAD 1P Mk,
A DU A AT T O E % AR A S B 1P .

HLELSE

55 IRDP FH2R I BSOE A
e RFC 1256: ICMP Router Discovery Messages

1-2



1.2 BcEIRDP

#1-1 B.E IRDP

HRIE we AR
ARG K system-view
HE BT interface interface-type SCHERLE IPHuAE Y — 24 11, AN fudfloopback

interface-number

[}

i ez K IRDP L) g

ip irdp

HA gz I IRDPISAE, HABIRDPAH G
BEA AR, WA Nz DRI A 5
BRA

AR TSOLY, O IRDPINAEAL T 55 MRS

(A BCEHE DA E
[ P HLhE IR e 2]

ip irdp preference preference-value

R E LR, He D A S IHEE NPHUE LB
40

ANHC B H A R T P (fL
FHHE O L IPHIMERIAIPHBHE) 72K

(i) MlEE N A
(A1 3L 1k 1 A i J 34

ip irdp lifetime lifetime-value

B TEOUR, B0 A BIPHubk AR Ay Bk
18007

AT E X O A% 2T 1P CERREE
HNPHHERMCEL A5 P HhE) H 3L
BN A P HUIE () A i B LA R T4% T
9 10 92 32 A H 0k RAE 52 A S 7] 1) Bl

(Al BB R
JEHAMERA S5 s ) )
I 01 5z /)N IS ] 1]

ip irdp interval max-interval-value

[ min-interval-value ]

BRSO, 510 R IE W RAR B K IR
] 5 A 600FD , g IN Hisf Ti) [ 58 Ay e A K (1] 1] o
/0. 754%

CAlide) Mo A%
FIRA B 1M H 1Pk
Sy A HNE224.0.0.1

ip irdp multicast

BAETEOL T, BURIAMRAT B H 1P
b #Hi b 255.255.255.255

CRIIE) L AR
KNP

ip irdp address ip-address

preference-value

A SR ERRE, W& b O R SR
BANMCBLA S 1P

RATEOL R, ARBCE R DA T AP IE

1. tHME K

1.3 IRDPELEIFL & H& 45

o AFWHMETAME Linux RE TN Host A Fil Host B, SC#f IRDP Jjfig.
. N EAT e 4% T 9 & 11 B% H 2% Router A A1 Router B, 43 M| 21iA 4k % 192.168.1.0/24 Fi

192.168.2.0/24.

M A G BNV Router A 08k e ihids,  JF HEIPIASSMA IR SCRE RS H o



2. A E
[El1-1 BLE IRDP AW &

192.168.1.0/24

GE2/1/1
10.154.5.1/24

W ERAZ e M

192.168.2.0/24

GE2/11
10.154.5.2/24

Host B Router B

3.EETE
(1) A Router A
# fic & 4% 1 GigabitEthernet2/1/1 ) IP Hhil:.

<RouterA> system-view
[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 10.154.5.1 24

# it 1 GigabitEthernet2/1/1 [¥] IRDP Zfig.
[RouterA-GigabitEthernet2/1/1] ip irdp

# Jic B % 1 GigabitEthernet2/1/1 2445 14 11 1P Huhik 4544 2 1000,
[RouterA-GigabitEthernet2/1/1] ip irdp preference 1000

# I & 211 GigabitEthernet2/1/1 K141 RA Y4 S H (1) 1P Huhk k241 4% otk
[RouterA-GigabitEthernet2/1/1] ip irdp multicast

# L &% 1 GigabitEthernet2/1/1 A /445 IP Hihik k) 192.168.1.0, 145440 400.
[RouterA-GigabitEthernet2/1/1] ip irdp address 192.168.1.0 400

(2) Hd¥® Router B

# it & % 11 GigabitEthernet2/1/1 i IP #iuhil-.

<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ip address 10.154.5.2 24

# 1 fE4% 1 GigabitEthernet2/1/1 f¥] IRDP I .

[RouterB-GigabitEthernet2/1/1] ip irdp

# It & % 11 GigabitEthernet2/1/1 /3 45 82 11 1P bk R4 56 4% 4 500,
[RouterB-GigabitEthernet2/1/1] ip irdp preference 500

# & B2 1 GigabitEthernet2/1/1 & I% 11 RA VST H (19 1P Huhik ok 41 4% Hotik o
[RouterB-GigabitEthernet2/1/1] ip irdp multicast

# fid &z 11 GigabitEthernet2/1/1 AREEA 2 1P Hilil 24 192.168.2.0, L5544 400,
[RouterB-GigabitEthernet2/1/1] ip irdp address 192.168.2.0 400

4. WiFfCE

Host A #l Host B 417 IRDP Difit)5, & Host A [ K.
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[HostA@localhost ~]$ netstat -rne
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.154.5.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
0.0.0.0 10.154.5.1 0.0.0.0 UG 0 0 0 ethl

M TS BT LA H, Host A S B b2 10.154.5.1, H+ H A Fik4hW 192.168.1.0/24 .
192.168.2.0/24 [F1E% H .
25 Host B I H# .

[HostB@localhost ~]$ netstat -rne
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.154.5.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
0.0.0.0 10.154.5.1 0.0.0.0 UG 0 0 0 ethl

MRS BT BLE H, Host B S B b2 10.154.5.1, J+ H A Fik4MW 192.168.1.0/24 .
192.168.2.0/24 [F1E% H .
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1 ipreeesis
1.1 IPMRERILE I

TE—SefE g ML AR B, TLOE S 1P (24, DMEM g PEReil Bl At . 1P PEREMI LA AL &
(KT

o JCE AVFEMCRIAIE E M SRR SC

o MEHEN MTU

o FUEBIIM TCP B AIRICBK

e [ilH TCP EH:T) Path MTU #40 Th it

e il TCP ] SYN Cookie Jjfit

o MiE TCPEREMZZM X KN

o [LE TCP &I

o [E ICMP ZEHHRICKRIXI)RE

o JLHE ICMP 43 i S R Y)Re

o JCEIREM A KL ICMP Z 4R S0 KA
o FLHE ICMP i SCHR & Ui b Ty R

1.2 BRERFEOREINE L EEMERRMER &R

SE 1) ] RSO BOR LR € P 1K) SR 30SC A% H K 1P btk j 28 555 5 BOR g g 2% 11

M, TS TEBON 4 1,

B2 R ORE S L W B PR T | FEAR SRS B LR L -

o fEEAUERHERSCONE LT, WARAER N ERCE T a4, B A vrBaotE: 1 B M B
K15 ) R R S

o TERICERTRERSCIN LT, WIRAER D ERCE T A4, B A HAd B I B H IR
A1k 2 WU 1 ECE R BERE [T RSN, 2 e FVRER AR S

SRR LR E 1)) 3R SOR BT 4% 2R S8, 4R 2% (R 22 4 R TARR I BE E . (EAE SR8 N T3R5

N, B R AR B ORI E R )RR RS, Bl

o fliJll UDP Helper Zifig, R i SCH AN FRER SCRIL AR IR S5 4% o

o fii/ll Wake on LAN (RIZ5Mef) Dhfig, AL ) SRSz fE k) 25 (150 L .

P FIRAESGN, F P R] LI I iy 4 TG 1 SR VR SORI R e LI I B (1 € ) ) 3R S

1.2.1 BEERIFEOZKFIEAEEMNERER #EHRX
#*1-1 BERVFROREME L EEN RN E R E1R

#HR1E we A

WANRGAE system-view
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1BRIE we iR

BN DAL interface interface-type interface-number

BT OV L B R T | BRI T, VAR
R B s g | P forward-broadcast I B 5 o

1.2.2 RVFEOREMGE R BEM R E BT B3R E & 20

1. AR FE K

W B 1-1 7R, Hostlfi#%: H flIRouter Aff)#2 1 GigabitEthernet2/1/1 kbF[7]— /AN B (1.1.1.0/24),

Router Af]#% 1 GigabitEthernet2/1/2 flIRouter Bf#)#% [ GigabitEthernet2/1/2 4bF 3 #h—N W Bt
(2.2.2.0/24). Host it & BRI\ M % Router Affj#2 11 GigabitEthernet2/1/1 ffjiihik (1.1.1.2/24),

Router B_I fit & ¥ A& 4% il 3 Host 5 Router B[] i ] ik

SR I L E AT 1S Router B n] LUK Host &IX1)5E nl)] #E 3L

2. HWE

E1-1 BEEWAE R R CEME

GE2/11 GE2/1/2 GE2/1/2

Host Router A Router B

3 EESE
(1) H#d#E Router A
# fid & 42 1 GigabitEthernet2/1/1 ! GigabitEthernet2/1/2 ] IP Huhil:.

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 1.1.1.2 24
[RouterA-GigabitEthernet2/1/1] quit

[RouterA] interface gigabitethernet 2/1/2
[RouterA-GigabitEthernet2/1/2] ip address 2.2.2.2 24

# LB SLVFHE 1 GigabitEthernet2/1/2 # f HIE M BLFI € 7)) F& R 30

[RouterA-GigabitEthernet2/1/2] ip forward-broadcast
(2) Hd¥® Router B

# fil'&E Router B %1 Host [ A& # H .

<RouterB> system-view

[RouterB] ip route-static 1.1.1.1 24 2.2.2.2
# It & 2 1 GigabitEthernet2/1/2 (1] IP Hidik .

[RouterB] interface gigabitethernet 2/1/2
[RouterB-GigabitEthernet2/1/2] ip address 2.2.2.1 24

# [ E L VFHE 1] GigabitEthernet2/1/2 H2 ELE W BRI E 1)) #E R OC
[RouterB-GigabitEthernet2/1/2] ip forward-broadcast



fid & 5e LG, £E Host I ping Router A {417 GigabitEthernet2/1/2 (e’ W B I¥)) 4% Hudil:
(2.2.2.255) I, Router B [## [1 GigabitEthernet2/1/2 7] DL Wi 3 % R 3 . WU 44 ip
forward-broadcast [ %, Router B[] 11 GigabitEthernet2/1/2 i A RENE %R L o

1.3 BcEZEOMTU

MBS CE]AMROCE R R IR SR LU R I MTU K, AT N4 A2

o WHRICA RV . WO E T

o WISV v, IR SCHEAT 4 o

h T IR R AR R R 0 oy R A A I s ), T SRR 4 TR R, AR SE B
AL IR W B A IE R I MTU R, DL Ak A=

* 14 EEHEOMTU

HRAE we i3t AR
ARG system-view
HEN DAL interface interface-type interface-number
BLEHLIMTU ip mtu mtu-size BBEL R, WEREBOMTU

1.4 BEBIEOMTCPRAXIRERKE

TCP 5 K CEBKE (Max Segment Size, MSS) #Fox TCP 122 1% s & AE A3 () e K TCP 4R
SCBMK R, HEMEN TCP LI M —MNETURY i . 24— TCP M@, SR
TR MSS 154 TCP ) SC(1H)— /NG I0H 5 45 5 o, St 45 FiXAS MSS {H, Ja44E &i% TCP 4t
S, PR TCP RS R/ ARE L 1% MSS 8. 24 & 3% (1) TCP 4R SC K BE /N T A () TCP
BRIOSCBAK R, TCP RCATFEAN B AW, 6y 75 24 TCP S0 M dse KR SCBEK AT
o3 B B T R4 A o

FH P T DAIE S T ) i A e R TCP S KR CC B, L8 5 4% ORI (¥ TCP 4L
(RN HBAS B I T A

I E SO B TCP &A%, ST FRCE AT @i TCP E AR

ERCE SO P RSCAERL, M8 BECE T MPLS ZhagEn, AR E A DI

x1-2 BMEBEOR TCP RAMTEKE

HBRIE we i3t AR
WANRGAE system-view
AN DAL interface interface-type interface-number
P22 T (R T CPs KR SC B AT, RECEROTCP
Ko tep mss value BB

1-3



1.5 BLETCPEEERIPath MTUIRE NI gE

RFC 1191 H#lE ¥ TCP 34 (1) Path MTU 4RI D RE, wI AR TCP 4% b M s 21 H 1o (1)

/NMTU,  HEEMHLE L E

(1) TCP Jiuiphs KI%M TCP Hdis B 42 1P HRSCEE DF (A2 F) biid

(2)  WiR TCP 42 LR has 10 MTU /N Ti% 1P OCKE, WIS EFHIL, H4h TCP
Pssiig K% ICMP ZE45HRSC, O h S5 i 4 1 MTU {E.

() TCP Wiiumid il fif##ri% ICMP ZE454R3C, T A1 TCP #g42 - YHids /NP HL ) MTU i,

(4)  J54: TCP Wi 26 B B i K At MSS. Hirf, MSS =142/ MTU 1 —IP L K & — TCP
KB .

1 MSS AR B RG M E M5/ 32 705, WK R MSS 1) ICMP Z4#HR 50, R4t

W SRVFZ TCP & R IE AR SCHEAT 70 e

P ICMP ZRER SO % 8 P fE AR S FE RFC 1191, H™ 4 1 ICMP Z454RScrP it 42 1 MTU

BB N 0, X T3XMR 3, TCP Y% M RFC 1191 HHE 1) MTU K 3REHE 24 /T %42 MTU B/

FMEAE A T TCP MSS [F3Efl. MTU RN A A CRALFT9): 68, 296, 508, 1006, 1280.

1492, 2002. 4352, 8166. 17914. 32000. 65535 (T R MEN TCP /b MSS Jy 32, i

DL N g /N MTU SE2BR R 72 275

PR A AT IT )R TCP EH:1K Path MTU $RINIBES, B TCP & #3454 Path MTU £

DE L, 7T LUE S FRERIALE € Path MTU, 8 8ds 45642 L0/ MTU 4480 TCP 43 BL K,

e KPR BERI 26 B2 5, e 4R 1P 23 v IR R 2B

Path MTU i LL24k, 1XAE Path MTU 3§ KIS n] DL 7e 43 R X 45 5 5, a1 G R A2 vl LA

B AR K R IE B G . Path MTU [l 24 WLk a0 F

e Y TCP Wil 2] ICMP Z4854- 5, BT 9 Path MTU {H, [FIl 2 k1% Path MTU 18 )3 8))
AT B

o MIZEINIHEINGG, RIUKIE RFC 1191 HE ) MTU EAK ki TCP i) MSS 1.

o IR MSS ZJR 1 2 /3B N EAA R ICMP ZR5HCC, WIgkazabd, H 3 MSS K
Ff i A TCP —K4REF-Hir Bt 24 1) MSS {H ..

#*1-3 BLE TCP %##RY Path MTU R g8

1R1E we i
ARG system-view
TFETCPEHIPath MTUER | tcp path-mtu-discovery [ aging By iEel F, TCPE#Path MTU
e age-time | no-aging ] PRI T REAL TGRS

= i

TCP i£4%49 Path MTU 450 2 644 1 IP 3R X4 DF 47ie42ik B 5 iR & ICMP 24538 X, RE &
TCP 3442 L e i A1 15 &-4T7F ICMP 244k L &K £ 68 (ip unreachables enable) , vA#1& ICMP
EARIT AL 2| TCP R,
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1.6 BLETCPHISYN CookieIfifE

—AESL R, TCPIERME I HES L =BT, W

(1) TCPEEEK I KRALE m) H ARk 28 K% SYN #3C:

(2)  HFRSS W SYN )G, @74 T SYN_RECEIVED R TCP &, Jmkie#
M5 SYN ACK ] 3L, Z5R5 K& IRl 5

(3) KR HWH SYN ACK i, [N ACK 30, Xk TCP B @ ERK T .

FIH TCP EH M e, — SR Bt # v LLEAT SYN Flood Biti . Briki & il il 2% 4% K i% K

HG KA TCP &) SYN RS, 1A RN RS #5 1 SYN ACK R0, F8URS# Hav 7 K&

(1) TCP P4z, M, ik BUFEDR MRS58 WU, AL RS AR Joi2s b 3 1 b 25 1 H

SYN Cookie Zhfig &P 1l: SYN Flood %iiti. fEMR4s#s FRCEILINREG, MR #IE] TCP iEH:

WK, AL TCP Yikd:, miHBE M KA E SYN ACK 3T, RE-4sHallc 2 Ak & [al v 1)

ACK R3C)5, #riER:, JFdk N ESTABLISHED ARA&. MRl Fhosat, wr LB re AR 55 s g ST

K1) TCP &4z, BiikMss#552%] SYN Flood %ili.

F1-4 BLE TCP B SYN Cookie If1&¢

BRIE we AR
HANRGHE system-view
{fiESYN Cookiel)jfig tcp syn-cookie enable A THMLT, SYN CookieDAg4b T ¢ IR A

1.7 BCETCPERZRIZE M X K/

F1-5 BE TCP EERE M X K/

HR1E we ERR
ARG system-view
B TCP % B 2 S RN K 1% 22 tep window window-size BT, TCPEE AR K 2% 22
X f9 K P WX K/ 64KB

1.8 BLETCPER]SE

AT LLEC & () TCP & I 28 A 45 .

o synwait JERF#5: K% SYN ) I, TCP Ja3)) synwait 2 2%, W synwait 8 I i A1 )
ISR SC, ) TCP R AR

o finwait SEINF2%: 24 TCP (FERLIRAN FIN_WAIT 2 I, a3 finwait &I 2%, WAL E I 8%
FER IS T B RS, T TCP 2% 1k an SRl 2 FIN R SC, W TCP & HRAAL ) TIME_WAIT
RA: W AR FIN T, AR ) 855 —ANEE FIN RSOF B b sy, Ae s s ok
SUEESN
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+1-6 Bt & TCP ERf 28

B=AE W 15 BF
ARG K system-view
FCHTCPfjsynwalti£lif 4 | top timer syn-timeout SIS synwaitiz I - I 1] 5 755
B  [A) time-value H ' SY A >
. s ; o B , fi i S I IS )
E?%%CPEJflnwalt%ﬁ%at tcp timer fin-timeout time-value fié it - finwaitie I &8 I 1N T2 5675
R A

1.9 FLEICMPEEIR L AIXINRE

RIKFERER R ICMP (Internet Control Message Protocol,  HIBRI IR ol i) E2E Rtz

—o ICMP R S0 5 Bl 99 28 J 2 B A At 2 W SOH A S 55 D0 R A W) Ja AL Y 1 %, AT B T8R4 T 4

alk=gLin

FE MR, BRI, H AR AR SO ICMP 285k i =F . R4 34X = Fh 2245 4)

SCRIR G KA

(1) ICMP H5E [ SR IE D fE

FHURBINT, ek e ] B A — 4RI PO IR A 2% o 4L — 8 AR PRI, SR K

SR EHLRIE ICMP € 4R SC, T8N FHUEFrk B E a0 1)~ — Bk AT 5 SR S Rk

Wi FHNSATI, B2y K%k ICMP 5 [ # 3

o PRWORER REHRAR ST A R —HE

o WRIEPEMIER A BATHE ICMP B E [ 4R S A 8BS 0o

o WOEFEMIER AL BIEAH KM (0.0.0.00 IR

o IR BRA YR K thik I

ICMP 58 [ SCAIE D RE VT AT AL =ML AT, A AT R /D IR A5 B 1 LB T R 58 35 1 %

M, M2 et i

(2) ICMP EBIHRSCR I fE

ICMP JHE I ) SC AL DR AR A R 1P iRk SCfS, WiR A A= Iy 224, TP S0 59 FF 45 5t i

RI% ICMP B IN =5 S

WA AL AR T A5 23 % ICMP I 4R SC:

o WAWE]IP BRI SCE, W RIS B A E A HR OO TTL 7B 1, WK% “TTL
RIS ICMP 254540 35

o WHRWEIH LB A A P BRI SE —A E, JRBEN S, WP 2 R SCE)
IR AT SR, W ki% “EABER” ICMP 4R L.

(3) ICMP H A AR R ILIIfE

ICMP H IS R IE T e AR B &R 1P B4R s, & 2E H AR T IA I 2248, PR

W EF IR I ICMP B AR 24500

WAL AR T H AN 2 0% H AN AT IE 4RO :

o WARAEEIRIICI, WRAEE R P B BRI A A e, HLB R A A B
M5 Rk “ HEEATIE” ICMP 2285 3
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o RAWCEIH MBI A B ARSCI, W R AR A AN SRR AR ORI A R L, 4y
P BIE < PPNANTIE” ICMP 2245 3] 305

o AW H I A . AR IO UDP BRSO, SRR SO 5 5 R AR A
EFEANCIG, 25 P A G% i LR AIE” ICMP Z RS

o Y WIARRHA] A (U tHL 7 AOEIRSC, b 1B A B B i TR E 1R A e
AESLERERRI ML F, W25 AL Ut i i 2RI (1 ICMP ZERHR L

o WAAERRIRICS, WEREE R MTU N FIRSCIO IR, (B SCHEREE T A7l gy
P R AL AT EHAT Oy B VCE T AN LERS 7 ICMP ZE 53 3.

ICMP ZE4H 4R SCH AR BRI T 2% (P B, (EDR AR AE SRR . RO KA ICMP R, 1Y

KR Z i W R AT RS ICMP Z2 R SCHEA T S i By, 2 S BB & MR RE T FEmlRemi 13 A% .

TS BRI KA, AT LR A ) ICMP ZERERSCRR T RE, AT B P 23 oo 917 1 E )

HEBG .
#z1-7 B E ICMP E$5IR T AIXTNRE
B®R1E we 1% AA
WANRGAE system-view
VN . . BB N, ICMPE E MR TR IE IR
FFRICMPIEE [ 30K % Th ik ip redirects enable b T2 R A
PNV, . i BRAAIEHLR, ICMPRE R I 332 D Rg Ak
JFHICMPIIN R0 K% Dy e ip ttl-expires enable F R
i o . BAREIL T, ICMP H AN AR SC R I%
FFIEICMP H AR IR AL RE ip unreachables enable TR T R A

‘@?ﬁm

o XH ICMP RHERXKEI GG, KEFRHLE “TTLAH” ICMP 2448, {2 “E 414"
ICMP £453R X452 EH K%,

o X%&7F B DHCP Jk4/5, EAXiZICMP = 2ikR (ECHO-REQUEST) XA T, #kE| 4
% ICMP & 2 i 4 (ECHO-REPLY ) 4R, LHZ&ERAEE “Bhil RTL” ICMP £4534R L
BRI, £TF DHCP 89# A%, HAI “ZEHAK-IP L4&B BT F49 “DHCP”,

1.10 BLEIEERE AN AEICMPEER X B R A

U P ELIN 1] A AL I ICMP Z2 8RS0 2, Rl BE S BUN Al ZE . 0 TR IXRME B,
A L e 2 AE Fi € IN ) N R0E ICMP ZE 88 RSO R RN H IR A W 2ok s

F AT AR EE A PR 10 2, B0 RO P ) L) B 2 2 P R )BT 3 4 AR PR BT S0 30 5
BV B8 22 I TR RE 4 AU P9 182 RS BTl BTG B A . — N PR fe i RS — > ICMIP 22
RS, RERIE AN ICMP ZE RO, A U R oD — A W RIS ELAGE K ICMP ZE 4]
SOBIE TR AR, WREEN ICMP ZE RSO AN REROAOA 25, L BRI ¥ AL (A Il B Ao
HE B RN A BT
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#1-8 LB ERTE A 4% ICMP ZRXHIR AN
BRIE we WEER
SN system-view

BT, SRR 10, 4
FEARR PR AR P 0 10022 80, B4
AL E R 2 I 3 R EICMP 224 | ip icmp error-interval milliseconds | MBS0 85 22 ] LUK %10
I RAN L [ bucketsize ] MCMP ZE4HR

FiET R 500, SRR FRENIICMP
ZEREIR LI R I%

1.11 B EICMPHR I35 EilE it Ih g8

ML 1P HhEFCE R 2 00, 8] ICMP $RSCHE, P AR AERR R SC I 1P Rk 4 4R S

KEAMEE W45 . AT fRfbIX—HIW R, AT LURCE ICMP R CHs e di bk ohfie . i fic B e ki
ClneRml k) 4 ICMP #RSCH R, o] BAfR A6 ) B .

W RI% ICMP ZEE-SC (TTL R, iy AR TR R Z 4255 ) Al ping echo request i 3CH, #f

A DU I b A O iR sk .

#1-9 BLE ICMP R 3 I8 E iR ik I &E

1RIE we 15 BR
HARGHLE system-view
TF)A B HICMPHR SR g JEshk | ip icmp source [ vpn-instance A TEL T, ICMPHR SR 2 T
ke vpn-instance-name ] ip-address HETREAL T2 AR A

%
A P &% ping echo request LB, 4w ping 44 F G2 IRibIE, WAEAZRBA, T U4E
J ip icmp source Bt & 9k M3k,

1.12 IPMREMLAL B 7R FRgE 3P

e EIARCE 5, EATEME FHAT display aiv4 v LLE/RECE 1P MR IIRE G I8 4T 15 0
A A Bon (s BIAERC & R,

EH A R AT reset 25 R IP. TCP Al UDP Hii &4 it 15 B .

F1-10 IP MEEM L B RFNLEP

BRI we
BN RS S . .
BoRRawlPERAHZ{5 . (MSR 2600/MSR display rawip
3600)
B RRawlPIEEAHEAF B (MSR 5600) display rawip [ slot slot-number ]
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1RIE

A
<

W RRawlPEEEAN{E B (MSR 2600/MSR

3600)

display rawip verbose [ pcb pcb-index ]

BARawlPERFIF R (MSR 5600)

display rawip verbose [ slot slot-number [ pcb
pcb-index ] ]

W RTCPEEREEN 25 B (MSR 2600/MSR 3600)

display tcp

i
HEORTCPEHA 25 & (MSR 5600)

display tcp [ slot slot-number ]

BoRTCP#ER LS E (MSR 2600/MSR 3600)

display tcp verbose [ pcb pcb-index ]

WoRTCPERAEANME E (MSR 5600)

display tcp verbose [ slot slot-number [ pcb pcb-index ] ]

WRUDPEFAR 245 N (MSR 2600/MSR 3600)

display udp

W/RUDP#EHAH 25 & (MSR 5600)

display udp [ slot slot-number ]

|

S
N

display udp verbose [ pcb pcb-index ]

UDP#EH:14115 H. (MSR 2600/MSR 3600)
DPi%

WoRUDPEREAI{E S (MSR 5600)

display udp verbose [ slot slot-number [ pcb pcb-index]]

BIRIPHR S5 B (MSR 2600/MSR 3600)

display ip statistics

EIRIPHR G5 B (MSR 5600)

display ip statistics [ slot slot-number ]

BoRTCPERE MR ES 5 S (MSR 2600/MSR
3600)

display tcp statistics

BIRTCPEREMM ESHE A (MSR 5600)

display tcp statistics [ slot slot-number ]

HBRUDPH S E . (MSR 2600/MSR 3600)

display udp statistics

EI/RUDPHES1HME & (MSR 5600)

display udp statistics [ slot slot-number ]

BRICMPRE4 5 B (MSR 2600/MSR 3600)

display icmp statistics

E/RICMPHRE 4115 B (MSR 5600)

display icmp statistics [ slot slot-number ]

ERIPIR S5 . (MSR 2600/MSR 3600)

reset ip statistics

HERIPHR LS HE . (MSR 5600)

reset ip statistics [ slot slot-number ]

HRTCPEEMMES IS B

reset tcp statistics

THFRUDPUL R SE 5 B

reset udp statistics
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1 UDP Helper

1.1 UDP HelperfE 4y

UDP Helper (UDP F14k¥% %) Dhfgtdh =)

o U HEE: ARG UDP Helper: 482 UDP by IR REHOSCH A 4 B SC

o IR UDP Helper: K45 E UDP i 1R R0 SO o 41 FE R SC

e 41k UDP Helper: 4552 UDP i I (AL IR IR SO0 0 | B4R SCBA R IR S

UDP ™ #& 4R SCRT LAy Sy LR 2K

o ENT IR SORIRROIRLRE T WA IR R SC, ARSI H ) 1P ik rh 9 2% 5 S R s 2% 1)
MI2%5, THLS 4 1.8 004 B 2K 1P Hihik 128.1.1.1 ()5 7)) # Huhik st j& 128.1.255.255.

o ZBRTTREIRSORIR ARG VIR T W BN R SC, RS H ) 1P ikl Sy
255.255.255.255,

1.1.1 T #&55 B UDP Helper

W2 AL EE R AT R OC, SKIRAT 2% C B B A M 2% rh A e & 2 h, B,

B 55 4 s A ) BE A ANE TR — AT 38, NIk A T il ZE 45 S

B PR, B R T iR SR UDP Helper Zhfig . L iZ g n LLSEIUXTH4E & UDP ¥ 11

)RR SCHEAT FP REE A, RIRSFRE UDP i R R R SO Ol B8R SRR 2548 5E 1) H IR 55

a%, R TP AR

flEhE) #EH .4k UDP Helper Zhfit)a, QIR #20E] UDP | #5330, CRARSE R SCH) UDP H )3

F5 RS 7 B LR gk e, IFIEAT AT N R AL B

o WIRARICIY) UDP H [y 5 55 e B IR 28 4k % (¥ UDP S 115 VLIS, WA 4R 5L,
BEC 1P HRSCKI H K 1P ik, R SO g2 1K H 1R S5 28

o WIERARICIY UDP H (¥ 5 55 C L 10 7 22 H 4R A1) UDP i 15 ANULEE, AR SCHEAT
AbHE

1.1.2 T & 4AIBUDP Helper

FEHALRFE AL T, W2 PR P IR A ) FR e ARG, TL GBSl 4IRS AR S0, #E) T ki
KM JE kAT LU EE ) 3R 208 UDP Helper 4 1k i SC 45 20 R4 S

Mo &) k5 413% UDP Helper Zhfigfa, 4B i) UDP | R SO, WisRiZi 3Ci) UDP H (3 1K
T RCE iy Eh AR AL A (¥ UDP S LS UGG, W2 R ) ) 3 B AR W, W SR Ao U]
S ARIC, BB IP IRICSKE H B 1P bl ARl Rl SCA R %

1.1.3 ZH#%EUDP Helper

21 4% UDP Helper CL 5 4 #&55 PR RN AL IE 56T 5
FEMLLCRE 2 IR, W% A ) A ) 2% e ZH R 5 A AR G, TA G e Al ) R B R B AR S,
YR 2 1 s s — B RT DA 3 4% MAP K 4B 4R SR i) R e SRR S
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JicE. UDP Helper Z1#% MAP Ljfigfa, i & B4 RSO, Rz Sy UDP H i 15 51
LA SR QR A1) UDP i 15 UUHRC, WA HRC B AR MAP WIS, SR A e D I & o — 1 4R
3, ABHCIP $RICK Y H T 1P bl 215 MAP RS 1P ik, KR SCH A H 2

1.2 BCE T #&5% £ B UDP Helper

%

RR
— b F IR AR AR A ARG, B ROLT B 0 PR E T R G R e SRR, b
K& RA EEONE FEE ip forward-broadcast 445, UDP Helper sh 467 T, A4 X 4%
) )RR e e i E, B LT AR RR O BT TR TR T IR, s RRE R
% B & ip forward-broadcast 44>, UDP Helper 3 864 T AE R . 26 | #5347 5] 2 hE 49 3% 4m
NRBELRIL “ZEBHAR-IP 5B EIT” Fa) “IP AR |

F1-1 BLE 1855 £4% UDP Helper
HRAE
HFANRGME system-view

z
4

15 A

B TSR, UDP HelperZhfig it T

AL, BOARCE AR A
UDPJji [1

{fifitUDP HelperZjifig udp-helper enable

L L e udp-helper port { port-number | dns | UDP HelperZjjfie AN fgrh 4k K&
ﬁﬂﬁ;ﬁ%*%%ﬁﬁ’] netbios-ds | netbios-ns | tacacs | tftp | DHCPJ ## 3C, BPH 4k &)
o time} UDP i I AN RETiC & 675168

P45 b5t % Al ARG B 2564 7 B
HkEE I IHTUDP; 1]

BN DAL interface interface-type interface-number

SRATEOLN, BOATCE) H g
AR A1 H (K55 4
TR RIS D BB
IR PR R AR R H IR IR 55 4%
—AMED B2 ATUIRCE )

ZRANBOH 204 CELART Rk F R A
222k

T R B v Ak I udp-helper server ip-address [ global |
KB H RSS2 vpn-instance vpn-instance-name |

1.3 Be& [ #E4L4HEUDP Helper

N/

RR
— b ZH R G TR A AR E, Bl LT R n AT A T e G SR, s
KX & AH E O MB TR E ip forward-broadcast 445, UDP Helper Zh 4t T A, A % L
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8 )RR AR e e i, HE LT AR O BT E T R 8 IR, ERE TR
% B & ip forward-broadcast 44>, UDP Helper 3 864 T AL . 28 | #5347 5] 2 hk 49 3% 4m
NBIHRHI “ZEHAR-IP L SEEIESF F4) “IPHAEMRL .

F1-2 BLET #E5%5401% UDP Helper

BRI we 5t BR
HEANRGE system-view

{fiUDP Helpers)jfg

udp-helper enable

By, UDP HelperBhfight
TRHARES

AR, WA E DYk R
JUDP3 I
UDP HelperIGEANBE R 4k i K

B T B R gk R ) udp-helper port { port-number | dns | s S
o Lo : DHCP) #4 3C, Bl Hp 4k K 11
UDPii; netbios-ds | netbios-ns | tacacs | tftp | time } UDPS: [ A e 567168
et b2 AT LA B 2561 it 2
rh 4k R ¥ UD P
BN DAL interface interface-type interface-number

BCE ) R ARG rh 4k
K

udp-helper broadcast-map multicast-address
[ acl acl-number ]

PRATEOLN, BCAECE) Al
FErh gk Rk

TR RIS Bl
B R AL T AR K
—AMED B T LIRCE ) H
AN HCH20 (LLFE) R i
VLR )

1.4 BLE4H#E UDP Helper

#<1-3 ELE2H#%E UDP Helper

#HBR1E

LRA

BRG]

system-view

{#REUDP HelperIfifg

udp-helper enable

BT, UDP HelperDhfight
FRHRA

FRAETEOLT, BERE P4k R
[IUDP3;i I

UDP HelperZifig A figh 4k 4% &%

TC 5 e B 4R A I udp-helper port { port-number | dns | e $
m ) : . DHCPJ #5#R 3C, B gkit &1
) netbios-ds | netbios-ns | tacacs | tftp | time . :
UDPYiH ! | tftp Ttme} | ppis 1R e 677168
Wk b2 ] DA 2561 7 2
rh 4k R ) UD P
AN DAL interface interface-type interface-number




1RIE

3
A

LRA

udp-helper multicast-map multicast-address
B & 2H FEMAPHILG ip-address [ global | vpn-instance
vpn-instance-name ] [ acl acl-number ]

BRATEOLN, BOA T EALHEMAP
RS

TE AR IR IR S RN 1 -
EHHREMAPG

Yip-addressit & Jy 5% Mo dik i
VS 3R 4%, Mip-address
e ) TR IN K S B AH R T R

1.5 UDP Helper & ;RF4E 7

e AR E G, EAEEAE N AT display fir$ ] DL R ECE) #i 5% UDP Helper D665

AT GO, R AR BonE BRAER B R RCR .

PR, AT reset fir4 ) AR 4k 5 SLa% h 4R 56 K (IR SC 4T 4 .

#%1-4 UDP Helper 2 N4

BRIE we
IR R A T AR R A OGS display udp-helper interface interface-type interface-number

TR TR SR kA R ARSI S | reset udp-helper statistics

1.6 UDP HelperB2 8 fi & z&45
1.6.1 ["iB4E B IBEUDP HelperBi Y il & 2445

1. A FEK

i K 1-1 Fior, Router Aff)GigabitEthernet2/1/1 42 [ IPHisE 4 10.110.1.1/16, 3% 422 5] [ B
10.110.0.0/16. ¥ H (UDPG 11524 55 (1)) #ER 3¢, 4k k3 H If k% 4% 10.2.1.1/16.

2. tHWE
El1-1 &% B 4% UDP Helper Bt & 5645128 W &

Router A Router B
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I EBMELE

Z i

J P & #&iE Router A 3| M X 10.2.0.0/16 & g ¥ 34,

# JF )3 UDP Helper IiifiE.

<RouterA> system-view

[RouterA] udp-helper enable

# W EH H ¥ UDP i 152k 55 1) R SCHEAT iR 4k e .
[RouterA] udp-helper port 55

# ¥ Router A [ 1 GigabitEthernet2/1/2 it A\ FAM VPN a.
[RouterA] interface gigabitethernet 2/1/2

[RouterA-GigabitEthernet2/1/2] ip binding vpn-instance a
[RouterA-GigabitEthernet2/1/2] quit

# MCE AR R H RO S5 45 10.2.1.1,

[RouterA] interface GigabitEthernet 2/1/1

[RouterA-GigabitEthernet2/1/1] ip address 10.110.1.1 16
[RouterA-GigabitEthernet2/1/1] udp-helper server 10.2.1.1 vpn-instance a

4. WiEE &

# Wor GigabitEthernet2/1/1 4 ¥ 3% 5145 UDP Helper BAHIG(E ..
[RouterA-GigabitEthernet2/1/1] display udp-helper interface gigabitethernet 2/1/1

Interface Server VPN instance Server address Packets sent
GigabitEthernet2/1/1 a 10.2.1.1 5

1.6.2 [ #&%54ABUDP HelperBi B fit & 245

1. A EK

i K 1-2 Fizr, Router Aff)GigabitEthernet2/1/1 42 [ IPHisE 4 10.110.1.1/16, 3% 42 5] [ B
10.110.0.0/16, Router BYE41#E4] 225.1.1.1 . fic &K H FIUDPS 154 55 BT R 3C, #54h
H b4 225.1.1.1 4 B4R SC .

2. A [E
[E]1-2 UDP Helper [ #&4% 2035 FC & 2151 2H W [&]

10.110.1.1/16 GE2/112

L5« 10.110.1.2/16
=S

Router A

GE2/1/1
IP network

Router B
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1.6.3

JEESE

Z

J P & #&iE Router A 3| M X 10.2.0.0/16 & g ¥ 34,

# JF )3 UDP Helper IiifiE.

<RouterA> system-view

[RouterA] udp-helper enable

# WCEDR H 1K) UDP i 524 55 (1)) FE R SCIEAT h 4k 4
[RouterA] udp-helper port 55

# 6] RIRCCINEE D R ECE) 3 B R U

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 10.110.1.1 16

[RouterA-GigabitEthernet2/1/1] udp-helper broadcast-map 225.1.1.1
[RouterA-GigabitEthernet2/1/1] quit

# AR HHEE A LA R REALIR K (1, 78 BRSO AN L LR E LBV PIM-DM, RVF4LIRFE K,
F AN LM REH 225.1.1.1.

[RouterA] multicast routing

[Sysname-mrib] quit

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] pim dm
[RouterA-GigabitEthernet2/1/1] igmp enable
[RouterA-GigabitEthernet2/1/1] igmp static-group 225.1.1.1

# 7ERE HHA A 211 GigabitEthernet2/1/2 FFECE A,  SCVFE I 5 A FE SN T .
[RouterA-GigabitEthernet2/1/2] pim dm

[RouterA-GigabitEthernet2/1/2] igmp enable

[RouterA-GigabitEthernet2/1/2] igmp static-group 225.1.1.1

4. iR E
AL, 4347 KL Router B Aed 25K H Router A i & I ALIE - SC o
ZH$ZUDP Helpergi B fig & 2¢45)

1. A EK

Router A [{] GigabitEthernet2/1/2 #1111 IP Hihl>h 10.110.1.1/16, %ER:FIM B 10.110.0.0/16,
Router B (1% 11 GigabitEthernet2/1/1 fE41#%& 41 225.1.1.1 7 . i B Router B &% 34 >k 1) H ] UDP
Ui 15 2 55, H 2kl 225.1.1.1 20 #%4 S0 #£31) 10.110.0.0/16 MBI T AT AL
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2. AW
[E1-3 UDP Helper 2H#% MAP B & 25 {528 X &

GE2/1/2
10.110.1.1/16

GE2/1/1
10.1.1.1/16

GE2/11

IP network

Router A Router B

3 EMELE

Z

J F & #RE Router A 2] W ¥ 10.2.0.0/16 34 7T A,

# JT )3 UDP Helper ZhfE.
<RouterA> system-view
[RouterA] udp-helper enable

# ELEHS H 1K UDP % 508 55 IR ST Hh 4k Kk .
[RouterA] udp-helper port 55
# FUE A AR MAP WLt

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] udp-helper multicast-map 225.1.1.1 10.110.255.255

4. ¥R E

W4, 4 & Router A F£ 1 GigabitEthernet2/1/2 AT e M Bt 10.110.0.0/16 1A EHLAE
WL RS 1T RS
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1 IPv6 R
1.1 IPV6E Y

IPv6 (Internet Protocol Version 6, M PMIIRA 6) 2 M2 2 ) 5 —AChRUERN,  AHx
4 IPng (IP Next Generation, F—fREIEXM S0, ‘EJ& IETF (Internet Engineering Task Force,
HIRM TRMESAD Bl i—FMTE, J2 IPv4 ITHRIRCA . 1Pv6 Fil IPv4 Z )5 R & X ) 1P
HUHER AR A 32 LuAr G N #1128 ELk

1.1.1 IPV6 thislis 5

1. B BYIR KB
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%1-3 SPEEZWMINEAB ICMPVE HELE R IER

ICMPV6 ;H 2 HEIS 1R
FREAT & B i J2 kit
A st i )
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(3) A AYEINT A B AR NAWE, BEEZ IPve Ml i . ez, Uiz bk A b
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6 F A A L T R BILIE I % b 20 SR . RS RS I 2R 5 B RA RSB, BRI R
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B

(2) HEHARIRE RAE, L RETTSHIE BRI G has s S R T RAHED .
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5. EEEIIEE
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[FJ I A R RIS, %23 R % ICMPV6 B [l i 3 :

o FRSCRIE BB AR SO st R — 4

o WEEFRIMER A AT HE ICMPV6 T SE [ RS B s B

o WOEPEMEKR AL VA IR B

o BEEERIV IPV6 HE AR SO AN B ARk

1.1.4 IPv6 PMTUA I}

e NP B 2] B (15w AL S AR TP P & (e T R A A F I MTU. 76 IPVe 1, K
KFEERE T MTU I, RSS9 A e PR st AT, A H TR0 5 e e A& A B s g, A 3R )
TR

PMTU (Path MTU, E&EMTU) A IUHLHIT H e B8 3 s 21 5 1m0 5% 42 _E i/ NFAIMTU,
PMTUI TAEE R & 1-5 .

E1-5 PMTU &I TEiS 72

' MTU = 1500 I’Ql MTU = 1500|’Q|MTU = 1350|$| MTU = 1400 '

Source

Packet with MTU = 1500

ICMP error: packet too big;
use MTU = 1350

A

Packet with MTU = 1350

v

Packet received

A

(1) Wm B B O MTU XHRSCE T B, Z a1 H R EHUAGE RS

(2) PR R A AR RNZARSCIAT I s A R R I AR ST 1 SR MTU RN TR OCK
FE, W)4s e, FE4R IR [al—> ICMPV6 ZER5 RS, SEh a3 T 5 R R U4 1 1) MTU.

(3)  WEHUAR BRI ICIA, KL IRIR SO P (1) MTU 0B SCREAT 20 JF R

(4) Wt S A, A H R LRI AN RS, AR RE 41 SC M 2 H R 42 P R 3 /s MTU
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1.1.5 IPv6 B ARNZ

1E 1PV6 %A EIR M 1T, 19 56 1PV6 P isUrk i) W 25 A5 B2 e 5 2 10k 1Pv4 S8 1) ELE I 3
ATIER A, K2 & IPv4 Fl IPve HIE AR LURIE IPv4 Al Al R IPv6. FEEIAR
Nz s AL R w3 sE. Bite Sl 7 2Rl R, X AREA RS, H AR
TV AN R RIS R AR o) R

I AE R i) 85 P BE A BOR 247 4 e XUEMER (RFC 2893) . BEIEFIA (RFC 2893). NAT-PT
(RFC 2766). 6PE.

1. Wil i%

RSO A — e (] P EL R R LR o RV S 357 1P B SURIT IPV6 BRI FR X 4881 5 Bk A UM
A YR AR T A IPvA BRI IPV6 Mk f , BT ALEAR N 82 1 B # K IPv4 FIPV6 417 3C .

M EJE N RN SZRE IPvA R IPV6 BiRsUi, AR P Wi EE SR AT LR TCP 8k UDP 15 AL 42 11
PR, (HLEEBEMLZUN, e 5 1PV PhillE . U AT A IPv4 25415 5527 [
W IPv6 ML 2 BIEAE, ST E R ARREA . (A, KPR E R AT XL 1 A
H—ANEERME— P hE, SERR BB R IPv4 Hihk PR = 1 iR

2. BEER A

B I A — PP, e R PR SR B 5 — P X 25 i, BRI —Fh X g AL S s,
HAb PRS2 IR AR SC B 2SS H RSO, ARG EM & P, R TREE R AR M4 A,
WS ZEEAR-IP LS RCEIRS” i “BEE”,

3. NAT-PT

NAT-PT (Network Address Translation-Protocol Translation, [ fis e 3 () X 2% bk 4 3 ) 4E
T IPv4 F1 IPV6 M2k ive 4% b, I TSEHL IPv6 5 IPvA RS0 %:# . NAT-PT 75 IPv4 1 IPv6
W £ 2 [0 2 4 1P i Sk (1 sk, (] BT B DA [ X6 R SCABORH I (1) 18 SCRHPE , 440 1Pv4 1Y SR 4l IPv6
W RS IEWIEAS . PR TAUE1T IPV6 11T SRS AT IPVA (17 s 2 TR (3 L
B HJRBRTE. 56T NAT-PT N4, 1S W« = JZHEAR-IP LS RLESR 57 I “NAT-PT”,
4. 6PE

6PE J&— Ry A, ISP uf LLAIH T A (1) IPvA B T g 23 BUH 7 i IPv6 I Zs pe NBE ) .
6PE [t =% EAHJE: 6PE (IPv6 Provider Edge, IPV6 L ijiigt) Bk ) (1) IPv6 2% s 5
e i A R IPv6 B 15 5, JF Halid IBGP (Internal Border Gateway Protocol, P #5iZ 5t
WS £ HE ISP K IPvA B TR b . 6PE i h s i & IPV6 R SCI, 1 e Badt il 1M
BT AP LT EARSE . FEIE AT LLJE GRE &I MPLS LSP &5 . 47X 6PE [T E4 /28 M BL & i
Z W, “ ZEHEAR-IP B ERS” T “IPve BGP”.
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[#1-6 6PE AM[E

4 |SP ABFH A CJRA 1 IPvA/MPLS k4%, {FHiE T MPLS 24 IPv6
2 PE Mgt v LL T o BT T8 8 ik it, T 6PE HiR1E N 1Pve NS

ROUTER

IPv6 network
Customer site

e r s, HEENR e ML .

1.1.6 i Mse

5 1Pv6 FEREAR R I P SO A

RFC 1881:
RFC 1887:
RFC 1981:
RFC 2375:
RFC 2460:
RFC 2464:
RFC 2526:
RFC 3307:
RFC 4191:
RFC 4291:
RFC 4443:

RFC 4861: Neighbor Discovery for IP Version 6 (IPv6)
RFC 4862: IPv6 Stateless Address Autoconfiguration

IPv6 Address Allocation Management

An Architecture for IPv6 Unicast Address Allocation
Path MTU Discovery for IP version 6

IPv6 Multicast Address Assignments

Internet Protocol, Version 6 (IPv6) Specification
Transmission of IPv6 Packets over Ethernet Networks
Reserved IPv6 Subnet Anycast Addresses

Allocation Guidelines for IPv6 Multicast Addresses
Default Router Preferences and More-Specific Routes
IP Version 6 Addressing Architecture

IPv4/MPLS network

IPv6 network
Customer site

HAZHLAE

§, At

A

Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6
(IPv6) Specification

1.2 IPveEALAL BT 55 E 1)

FT1-4 IPve EREEESE N

REES B RERE
JiC B IPV64 Bk L il 13.1
PV L T I PV B H 132
i £ 1PV AT 1 - 133
REIPVEAE RIS | AR AL & ik 141




BEEES iR HHRE
TG 49 11 L SR VP A 25 20 A0 i K 5 KA 4 Ik 14.2
LB STALEARZASND R IR AL I (8] Ak 143
i e A DI U5 o de /M Ik 14.4
i B 4 1 R BB 1 Ik 145
Fic B RATH LA S S 4L ik 146
A P R 2 A 00 I S 36 6 Jee 17 SRV JE PR TR B Cpes 147
fi ZND ProxyIfifig ik 148
it B4 OIMTU Al i% 151
L EPMTUL I Wi B4 E HhE IS PMTU Hik 152
fic & PMTUZ AL ] Al i% 15.3
i 2 7 I 1) P R 16 ICMPVE Z2 B R SC 1 3 KA Al 161
LB A VF RIS A % UM Echo requestifi 3L Tl ik 1.6.2
I CMPVB L e B ICMPV6 H AT IA ZE AR SO I D e Al 16.3
e B ICMPVE B IN ZE 5 SC R I D fig Al 164
e EICMPV6 HLE [l SR IE T fE Ak 165
Fic & ICMPV6 R 3Cfi 2 U bk Th g Alik 1.6.6

1.3 BLEIPV6RZAINEE
1.3.1 BLEIPv6 Tk S iE it

IPv6 4xEk B Hhhk iy ATE b T i =7 A

o  RMHEUI-64 KB Yt E R H EUI-64 & IE R IPv6 Hitikis, 432 1111 IPv6 Mk ¢ s
WL LR, MR AR I O A B AR R

e  FIMHE: M/ FLAE IPve 4Bk ik HubE,

o TREHEIIACE: WIEHWCEIN RA ST LRI SE B, BEIERK IPv6 45k ik
k.

RN LT LA 24 BRI R bk

FTRCE M ABRR L CEFERA EUI-64 # U8 faek i bl Mgt gm 1 A sh A

AR . WRTEE O C2 A AE AR B R R R LR, T TSR AR [ A K R

ik, AR N F B AE U AR R b a0 SR R T G E e Bk R b, BRIl T AT

H 2 A2 B A R AR Mk AT AS
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1. SZEFEUI-64 132 A IPV6 it
%1-5 X H EUI-64 & 2R IPV6 ik

HR1E we L AR
HFANRGME system-view
AN DL interface interface-type interface-number
- ) R ipv6 address { ipv6-address prefix-length | SRATEOLT, #H FRAEE
RHEUI-64fit U PV | ipv6-address/prefix-length } eui-64 IPv64x 3k S b ik
2. FTIRZEIPV6 Heilk
F1-6 F L5 IPv6 Heht
#R1E me iEA
HARGHLE system-view
BEANE O K interface interface-type interface-number
o ipv6 address { ipv6-address prefix-length | HRATELLT, O ERARE
T LiteiPvelbil | ipv6-address/prefix-length } IPV6 A EK L F Hh

3. TS BB EIPV6 it
F1-7 TIRTSBHELE IPv6 Hbilt

$R1E we Wt BA

ARG system-view

HEANFZ AL interface interface-type interface-number
BRSO, B0 BB E
IPV6 4 ER H i b

TeRA B B RC EIPvet ik ipv6 address auto ekl Effrundo ipve
address autofiy 4, KM 1%
H B B3I AR I A B R
IR S A S

AERCE T IORZ AShELE IPv6 HuhE DI RE S5, 42 TSR R K RA S0 #5457 (1 Mk w274 S A0
B0 1D, HBER IPve &bk kbl iz 02 IEEE 802 KM (ildn, LAKMEEM,

VLAN #:11), H4% M 1D J& 1 MAC sl id4s — e AU A= ple, 142 11 1D BHAA e ekiE—E. X T4
FIRRTSE, 210 1D B0 GG & ANAS, Mook 5 3m i 432 10 1D mJ LUAR D540 frty VR ) o 308 45 V7 s b il 15 4
FEAE, FEOMTICINEE, S R AR

WERAEH TR BB E R, AR D 1D RWAR LK) 1Pve Huhil, ] Lo KT i e
MRS L . Rtt, WP HE T I sk Dh g, 75 RS0 T DU B s kb o BC & X D)Re)S, @
TR A BB E, IEEE 802 JS Y 4% 1 a) LA A I A8 i i e s il

. ANFEHE: HibERTZER A RA ROCHE A ORISR, #2110 1D H MAC Hibikf=4:= . #2101 ID 4445,
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o iR HIMERTECR A RA RSCHEH TS, #2100 ID th R MD5 Bk A i
ID AW AL, o

TERCE T ARSEIE R N b D RE AT $e T RIEH S, REUPLSCiFelm i kA Dotk . >4

It INF SR (R A7 R A S S, XA I R g B, R, Rt MD5 Sk E B AR

AN 1D AP bk BT, %3 D ARSI HE 2 1 1D BURTEAMS AR . iR AR

I S Hdk DRk DAD oA TT L, wiR F A SRR A i ST sk

e T bk (18 5 2 A i B0 20502 i SO Pt o S 2

o HHEAGIEL FAMEZ P NE . “RARTZ A A I A ClCCE 1 I I bk
e s 1Yk 2 DESYNC_FACTOR”., DESYNC_FACTOR J&—/> 0~600 >y BEH AL -

o HHUEMIIRW A MEZ TP RE NG “RA RIS RIE RGN R “BEE RN

LY GRS
#*1-8 LB ARG BImETHdE, FOUFEIRFIRET it 1 A 4R S aYiR it
#BR1E we i5tRA
HEN RG] system-view
e ipv6 temporary-address BAETOLT, R4 H

[ valid-lifetime preferred-lifetime ]

ik

DESG PRI I Mk A A R ST
hik

ipv6 prefer temporary-address

FATEOLN A AT kA
N R AR S Y5

B IR L 25U F Uk TR 1 3 C B2 BE A BE AR sl I ik
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HENRBIIN, I R AT AR BB PO B B . AL S RIARIER, B K
KX P ENLAIL ICMPV6 HE [ SC, T8 AN LBk L AF ) R — Bk AT Jm SR S0 A% .
[N AT, a2 A% ICMPY6 H5E AR 3L :

o UM R AR SN R R 1 s

o BHIEPEMEK A AW ICMPV6 HE RSO BB X

o WORFERH AL BEE AIBAE I 5

o WM IPVE Bl R SR A B Y Sk

ICMPV6 Hi3E [ R SCAIE D RE T AR EHLIAE B, AR AT R A B A5 S LR AT S 56 35 1
HerhiAR, ATk B e i o (EURE R T EE [ D RS AE L R p i B AL b, N
PLER HAR Z I, S BERAR LIRS, SO0 N B (K ICMPV6 HE [ #i SCAGE Dh g A+ 5C R

%*1-31 BLE ICMPv6 EEER X A XTI &E
1BRIE we ERA
ARG system-view
TR B RICMPVEE E MR SCK | . A TEOUT , ICMPVEE 5E Mk Lk
e ipv6 redirects enable RETH LA T2 PR A

1.6.6 ECEICMPV6 336 E R Th AE

1E M 2% T 1PV Mkl B R 2 S LR, W B ICMPV6 #SCIN, P AR AR AR ST (105 1Pv6 Hbdil )
Wi SOk A& g% . b T R IX — Al B, AT LARC & ICMPV6 #RSCHe e di bl Thig . mlic i
B e Mkl CAnFR[E D HshED Sk ICMPV6 $RSC bk, AT AR AL T

W K% ICMPV6 ZE45 4R S0 (TTL AN 4R SR o DR A I 2 8245 A1 ping echo request
fRSCHT,  H AT LAk b ay A Fe e i OC s L .
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%1-32 BLE ICMPV6 IR 335 EiR it Th i

#HR1E

3
4>

L RA

BENRGHE

system-view -

T JE B 45 [IICMPV6 3R SCH5 2 P
I3

ipv6 icmpv6 source [ vpn-instance
vpn-instance-name ] ipv6-address

BRAATEDL N, ICMPVEHR SCHE T U
Mok 2h AL OGRS

Z

R P %% ping echo request R LA, 4wk ping 4T LA 45 Rk, WALA ZRat, TN1L

J ipv6 icmpv6 source Bt & 49 R Hu ik,

1.7 IPveE At & RFN4E A

FESE N EIRECE T, EAEERLE T AT display dr&w] LB 7R IPve BE &G s 00, A7l LUl

W EE B B RAERC E R

PR, AT reset 4l LB ERAT N ZEHE B

F1-33 IPv6 Bl R RFn4Ep

#HR1E

A
g <

7RIPV6 FIBfE B

display ipv6 fib [ vpn-instance vpn-instance-name ]
[ ipv6-address [ prefix-length ] ]

BB O RIPVe s &

display ipv6 interface [ interface-type [ interface-number ] ]
[ brief]

SoREE O IPVE TS5 E

display ipv6 interface interface-type interface-number prefix

BoRAB RS E (MSR 2600/MSR 3600)

display ipv6 neighbors {ipv6-address | all | dynamic | interface
interface-type interface-number | static | vlan vlan-id } [ verbose ]

BoRAfEfE B (MSR 5600)

display ipv6 neighbors {{ ipv6-address | all | dynamic | static }
[ slot slot-number ] | interface interface-type interface-number |
vlan vlan-id } [ verbose ]

BoRABFE R4 (MSR 2600/MSR
3600)

display ipv6 neighbors { all | dynamic | interface interface-type
interface-number | static | vlan vlan-id } count

BRAR R IIAN % (MSR 5600)

display ipv6 neighbors {{ all | dynamic | static } [ slot
slot-number ] | interface interface-type interface-number | vian
vlan-id } count

TR E VPN K48 e 5

display ipv6 neighbors vpn-instance vpn-instance-name
[ count]

BIRIPVBHIPMTUSE

display ipv6 pathmtu [ vpn-instance vpn-instance-name ]
{ipv6-address | { all | dynamic | static } [count ]}

Y RIPVERTZHE &

display ipv6 prefix [ prefix-number ]

S IRIPVEHR S 2 ICMPVEH S 48113

(MSR 2600/MSR 3600)

display ipv6 statistics
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1BR{E

A
aF <

1 7RIPVEHR S M2 ICMPV6HL S I 4813 JE,
(MSR 5600)

display ipv6 statistics [ slot slot-number ]

HRIPv6 RawlPiEE 215 B (MSR
2600/MSR 3600)

display ipv6 rawip

i 7RIPV6 RawlPiEH {5 . (MSR
5600)

display ipv6 rawip [ slot slot-number ]

oRIPV6 RawlPiERE (S B (MSR
2600/MSR 3600)

display ipv6 rawip verbose [ pcb pcb-index ]

H7RIPv6 RawlPIEEEME . (MSR
5600)

display ipv6 rawip verbose [ slot slot-number [ pcb pcb-index]]

BIRIPV6 TCPIEHAREFE (MSR
2600/MSR 3600)

display ipv6 tcp

oRIPV6e TCPERAHZ(E . (MSR 5600)

display ipv6 tcp [ slot slot-number ]

BoRIPV6 TCPIER:EAN(E B (MSR
2600/MSR 3600)

display ipv6 tcp verbose [ pcb pcb-index ]

W/RIPV6 TCPIEE 4I5S (MSR 5600)

display ipv6 tcp verbose [ slot slot-number [ pcb pcb-index]]

H7RIPv6 UDPH#E B 45 A (MSR
2600/MSR 3600)

display ipv6 udp

I/RIPV6 UDP#E#:H 245 & (MSR 5600)

display ipv6 udp [ slot slot-number ]

W/RIPV6 UDPEEE4I(E S (MSR
2600/MSR 3600)

display ipv6 udp verbose [ pcb pcb-index ]

H7RIPV6 UDPEE LI5S (MSR 5600)

display ipv6 udp verbose [ slot slot-number [ pcb pcb-index ] ]

5 RIPV6 ICMP 45 B (MSR
2600/MSR 3600)

display ipv6 icmp statistics

EIRIPV6 ICMPHi 4t 115 & (MSR 5600)

display ipv6 icmp statistics [ slot slot-number ]

BoRIPV6 TCPIER M R 4T E K (MSR
2600/MSR 3600)

display tcp statistics

EIRIPVE TCPIEERE MM R4 vHE K (MSR
5600)

display tcp statistics [ slot slot-number ]

BIoRIPv6 UDPHR S HE E. (MSR
2600/MSR 3600)

display udp statistics

EIRIPV6 UDPR 45 5. (MSR 5600)

display udp statistics [ slot slot-number ]

ERRIPVEAR fE{E E (MSR 2600/MSR
3600)

reset ipv6 neighbors { all | dynamic | interface interface-type
interface-number | static }

1 ER1IPVeAT {5 5. (MSR 5600)

reset ipv6 neighbors { all | dynamic | interface interface-type
interface-number | slot slot-number | static }

HERPMTUE

reset ipv6 pathmtu { all | dynamic | static }

TEBRIPV6HR S S ICMPVBH S 45 147
(MSR 2600/MSR 3600)

reset ipv6 statistics
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1.8

1BR{E we

TE B IPV6TR S L ICMPVEH L 4 tHE

reset ipv6 statistics [ slot slot-number ]

(MSR 5600)
THBRIPVE TCPEH: i = 45 & reset tcp statistics
K IPv6e UDP S5 15 & reset udp statistics

display tcp statistics. display udp statistics. reset tcp statistics fll reset udp statistics i
LHTEMNAIES W, “ ZJZ BRIP4 22% 7 1) “IP PEREIAL 7

IPv6E-fif; 82 B fic & 2545

1. A EK

. tn P/ 1-9 firzn, Host. Router ARIRouter B [Al it LK M B2 TAHIE, 7Ef 0 LR E IPV6 M
bk, BAE e ) ) B E Y .
. Router B 5 1] LL#| Host [ 1

. 7€ Host _[-22%% IPv6, R4 IPv6 A1 & &KLY H B0 & 1Pve Hiht, 407 L% Router B 1
o

2. A E
[E1-9 IPv6 it fic & 46 K [E]

Host Router A Router B
GE2/1/2 GE2/1/1 GE2/1/1

. 2001::1/64 Eg 3001::1/64 3001::2/64@

JEMEDE
(1) H#d#E Router A
# T LiRE# 10 GigabitEthernet2/1/1 )43k Skl

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1

[RouterA-GigabitEthernet2/1/1] ipv6 address 3001::1/64

[RouterA-GigabitEthernet2/1/1] quit

# T TiREH 1 GigabitEthernet2/1/2 [ BR L FE L, Jf R VFH AT RAVEE. (BRATEOCT, Bt
AHHE LA K AT RATHED

[RouterA] interface gigabitethernet 2/1/2

[RouterA-GigabitEthernet2/1/2] ipv6 address 2001::1/64

[RouterA-GigabitEthernet2/1/2] undo ipv6 nd ra halt

[RouterA-GigabitEthernet2/1/2] quit

(2) Hd#E Router B
# T LI & 10 GigabitEthernet2/1/1 (K4 Bk ik sl .

<RouterB> system-view
[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ipv6 address 3001::2/64
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[RouterB-GigabitEthernet2/1/1] quit

# L \PV6 SRR B, X%t H ik 2001::/64, F—Bkibhl 2y 3001::1.
[RouterB] ipv6 route-static 2001:: 64 3001::1

(3) M’ Host

7t Host |23 IPv6, #4i IPv6 <F i I UM H 3 E IPv6 ik,

# M Router A _E#F #2111 GigabitEthernet2/1/2 (1145 & 15 .

[RouterA] display ipv6 neighbors interface gigabitethernet 2/1/2

Type: S-Static D-Dynamic 0-Openflow I-Invalid
IPv6 Address Link Layer VID Interface State T Age
FE80::215:E9FF:FEA6:7D14 0015-e9a6-7d14 N/A GE2/1/2 STALE D 1238
2001::15B:EOEA:3524:E791 0015-e9a6-7d14 N/A GE2/1/2 STALE D 1248

W B A E BT LLAniE Host E3RAG) IPve 4Bk % bl 4 2001::15B:EOEA:3524:E791.
4. BIFELE
# 278 Router A FI32 M5 B, I LUE B4 8 LGB 1) IPv6 4B s ik bkt .

[RouterA] display ipv6 interface gigabitethernet 2/1/1
GigabitEthernet2/1/1 current state: UP
Line protocol current state: UP
IPv6 is enabled, link-local address is FE80::20F:E2FF:FE00:2
Global unicast address(es):
3001::1, subnet is 3001::/64
Joined group address(es):
FFO2::1
FF02::2
FFO2::1:FF00:1
FFO2::1:FF00:2
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses
IPv6 Packet statistics:
InReceives: 25829
InTooShorts:
InTruncatedPkts:
InHopLimitExceeds:
InBadHeaders:
InBadOptions:
ReasmReqds:
ReasmOKs:
InFragDrops:
InFragTimeouts:
OutFragFails:

O O O OO O o oo o o

InUnknownProtos:

IN
3

InDelivers:

o]
©

OutRequests:

IN
™

OutForwDatagrams:
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InNoRoutes: 0
InTooBigErrors: 0
OutFragOKs: 0
OutFragCreates: 0
InMcastPkts: 6
InMcastNotMembers: 25747
OutMcastPkts: 48
InAddrErrors: 0
InDiscards: 0
OutDiscards: 0

[RouterA] display ipv6 interface gigabitethernet 2/1/2
GigabitEthernet2/1/2 current state: UP
Line protocol current state: UP
IPv6 is enabled, link-local address is FE80::20F:E2FF:FE00:1CO
Global unicast address(es):
2001::1, subnet is 2001::/64
Joined group address(es):
FFO2::1
FF02::2
FFO2::1:FF00:1
FFO2::1:FF00:1CO
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds
ND advertised reachable time is O milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 600 seconds
ND router advertisements live for 1800 seconds
Hosts use stateless autoconfig for addresses
IPv6 Packet statistics:
InReceives: 272
InTooShorts:
InTruncatedPkts:
InHopLimitExceeds:
InBadHeaders:
InBadOptions:
ReasmReqds:
ReasmOKs:
InFragDrops:
InFragTimeouts:
OutFragFails:

O O O OO O o o o o o

InUnknownProtos:
InDelivers: 159
OutRequests: 1012
OutForwDatagrams: 35
InNoRoutes: 0
InTooBigErrors: 0
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OutFragOKs: 0

OutFragCreates: 0
InMcastPkts: 79
InMcastNotMembers: 65
OutMcastPkts: 938
InAddrErrors: 0
InDiscards: 0
OutDiscards: 0

# 1275 Router B (415 R, 7T UG 2% LAY 1PV6 BRI FE L
[RouterB] display ipv6 interface gigabitethernet 2/1/1
GigabitEthernet2/1/1 current state: UP
Line protocol current state: UP
IPv6 is enabled, link-local address is FE80::20F:E2FF:FE00:1234
Global unicast address(es):
3001::2, subnet is 3001::/64
Joined group address(es):
FFO2::1
FF02::2
FFO2::1:FF00:1
FF02::1:FF00:1234
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND retransmit interval is 1000 milliseconds
Hosts use stateless autoconfig for addresses
IPv6 Packet statistics:
InReceives: 117
InTooShorts:
InTruncatedPkts:
InHopLimitExceeds:
InBadHeaders:
InBadOptions:
ReasmReqds:
ReasmOKs:
InFragDrops:
InFragTimeouts:
OutFragFails:

O O OO O O o o o o o

InUnknownProtos:
InDelivers: 117
OutRequests: 83
OutForwDatagrams:

InNoRoutes:

OutFragOKs:

OutFragCreates:

InMcastPkts: 28
InMcastNotMembers: 0
OutMcastPkts: 7

0
0
InTooBigErrors: 0
0
0
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InAddrErrors: 0

InDiscards: 0

OutDiscards: 0
# 7¢ Host 4§ ] Ping I3 A1 Router A X Router B [ F.i# % ; 7F Router B _I1ii Fij Ping #lliX 71 Router
A K Host [# H

Z

F Ping 455 AL AT, FBAER - A4, RIGTHEI AR,

[RouterB] ping ipv6 -c 1 3001::1
Ping6(56 data bytes) 3001::2 --> 3001::1, press CTRL_C to break
56 bytes from 3001::1, icmp_seqg=0 hlim=64 time=4.404 ms

--— Ping6 statistics for 3001::1 ---

1 packet(s) transmitted, 1 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 4.404/4.404/4.404/0.000 ms

[RouterB] ping ipv6 -c 1 2001::15B:EOEA:3524:E791

Ping6(56 data bytes) 3001::2 --> 2001::15B:EOEA:3524:E791, press CTRL_C to break
56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=0 hlim=64 time=5.404 ms

--— Ping6 statistics for 2001::15B:EOEA:3524:E791 ---
1 packet(s) transmitted, 1 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 5.404/5.404/5.404/0.000 ms

M Host AT LL ping i@ Router B Al Router A, iF B1'E41 18 HAE 1
1.9 #E B EEIRZEHG

1. HFEM &R
Joik: Ping X ) IPv6 k.
2. HREHERR

e  (EATLEME NI display ipv6 interface iy 4k £ 4z L C & 1 IPv6 Huhik & 75 1E A, 10k
AN ups

o (EH/ME NI debugging ipv6 packet fir 41 I IPV6 G TIT G, ARPE A Bk T
FIT o
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1 DHCPv6 f&j41

1.1 DHCPv6#ifiA

DHCPv6 (Dynamic Host Configuration Protocol for IPv6, 7#F IPV6 [zhA EHLE E ML) &4t

X IPV6 Gtk 77 RV 1), BN IPV6 §4% . 1Pv6 ikl R Ath [ 4% i B 2 E0 W Hpisd

5 H A 1Pv6 ikl oy Aic 7 X CEFE T TACE . ik B b a2 15 05 8 P 1 4 i 28 e AS 1 Bl B 4

KFEXWHMIEXWIE, ES W “ = 2HARIP WA ER T i) “IPve &il”) L, DHCPv6

HA U s:

. S AR IR (1) 0 EC . 8 DHCPV6 AMY T Lhidsg 4 ENLAEC bk, 3k n) LR & E L
OITCHS A R hE, DA T R 4 B

o HRFUUGTECHISL, LME T4 L H B0 E A

o BRTIPV6HiZL. I1Pv6 HitkAl, &R LA EHLSAC DNS RS54 84 545 M4 L E 24

1.2 DHCPvV6itilt/FIE 5 BT 12

DHCPV6 JI} 45 58 Sk %% 2 3ty 43 T s 1/ i 458 1 ik R 40 Ay g 255
. AT H. AN S PR3 o i o
. A H DU S 4 Bl i FE

1.2.1 XEFENEERIES B HFE

EI1-1 tht/ATE R 5 B A
DHCPV6 client DHCPv6 server

I\ =

(1) Solicit (contains a Rapid
Commit option)

(2) Reply

B 1-1 fion,  Hohb/mr g o el 7R b -

(1) DHCPV6 % i {E [1) DHCPV6 fili 4% 1% (1) Solicit 7 & F1 45+ Rapid Commit JE1i, AR
i A SRR 55 o B A PR DA 4 T b ik /i 28R At Do 2 T 2

(2) WIRDHCPV6 il % % L FEPUE A FUl B, W EZIR [MIReply i B, A& 7 i 43 FLIPv6 dhdik/di
AL 25 B E S 4. W RDHCPV6 JIR S5 #5 A SCRFPd Bl 7, SR “1.2.2 A2 H )94
TR LR R A8 5 3 TR IPV6 ML/ i 26 R0 HAth 9 2% i B 2 5

1.2.2 XEONEERSECIETE
A H VU B Bek F & 1-2 B
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E1-2 REMENMHBSEETE

DHCPv6 client DHCPv6 server
‘ =
(1) Solicit _
(2) Advertise

(3) Request

\

(4) Reply

A

ACH DA B e AR e & 1-1.
*1-1 REMONMEERSEEE

EZ b 3e3:0p 1 it BH
1) Solicit DHCPV6% J" it ) 3% 1% 11 8., 15K DHCPVB IR 45 %% 4 HL 40 L IPv6 H it/ AT 4%
I 2 T B 2 5
I H Solicity & %4 1% 1 Rapid Commitik 1, B¢ Solicityy & 471 Rapid
2) Advertise Commiti &0, {HJREAACFFRE B RE, WIDHCPV6 k% #0152 1%

TR, JERZE ™ g ] LA FL S0 I A b/ SRR 1 45 P S 5

WIRDHCPVEZ i i 3] 2 AN e 45 25 18] 52 1 Advertise i 5., AR 7 &
€) Request P SE G T . MRS AL, T — 5, Iz
KiERequestif B, 1=K 45 a5 A Sy H 43 Te b/ i 26 R0 194 4 T S 4

DHCPV6/JIR 452515 131 B, B Bk a7 SO N 25 il B S 800 Bl s %
@ Reply S8

1.3 Hb/ATERE LY EHTIS A2

DHCPV6 Ji 55 a5 7 B4 25 i (1) 1Pv6 Muhb/ T 28 2 AT — 52 (RIARLAE PR, AL AU R O ALY o AL
IRR A R A g o M AT SR AR IN 1) 2IAAT R E dr )5 . DHCPV6 7)™ i AN RE A ] it
HEIT A AR AT I BIR 2T, W DHCPV6 25 7 ity iy SR AR S AT HIRZ MO L2, )55 2 FR s 4E
Kbt/ AT 2R ALY

E1-3 @i Renew B HTHbit /AR FH LY

DHCPv6 client DHCPv6 server
T (1) Renew -
P (2) Reply

& 1-3 o, Mk T R A I TR BRI R T CHEFAE R kB i —2F) iF, DHCPv6 %/
s ] R A T L T 23 (R DHCPVE JIR4s 28 K i%Renewd 3¢, CLEE T HUHE/ T8 L0 s 7. iR
& v n] LLAR S iZ bbb/ aT 4%, IDHCPV6 k55 a3 1Rl N 440 il D it Reply 4 3¢, 1 AIDHCPV6 %
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i 28 B ) SR AL RS AR 2 s i SRAZ A RS AN AT AR B4 %% 1 O, WIDHCPVE iRk 554
[0 232240 AR UK Reply R 32, T AN 2 S AN BER A3 9T O AL 24
El1-4 i@5d Rebind E#Tiht/ATEEFALY

DHCPv6 client DHCPv6 server
2 ¢
- (1) Renew >
- (2) Rebind .
P (3) Reply

& 1-4 s, WERAETL IR % Renewid sk BB HLZY, (H2E A RIDHCPV6 k4545 1 [H] AR 3¢,

MIDHCPV6 & /)"y oxfET2 (GEFE(E N E Ik A @i 0.8 £%) i, MJITfTDHCPV6 552 414k K ik
Rebind# SCIF K EHTFLL . QiR F s v] AAR S i bE/iT 48, WIDHCPV6 k45 i 1] )3 4 B
hifIReplydR 3¢, W AIDHCPVE & 7 iy 20 D) B8 il A S A 24 s an SRz ikl / 5y S84 o] DL TS 2 i
%K g, WIDHCPVE R4S #s1nl W 424 K IReplyHl S, A% 7 i ANRESRAT B £y ilf
DHCPV6 & J7 i B AT B R 55 2 I N R SC, M BA A 8 Ean il a & i kA i bk i 2
AR E AT IR B IR A A IR PR N AE S L “ =2 HEARAIPL S BCE TR S I “IPve JEAl 7,

1.4 DHCPV6IRTSHELE

14.1

DHCPV6 LR ASECE & 1Y

DHCPV6 k5545 ] LUK C 4 HAT IPv6 ik /i S8 10 25 7 o 23 0 I Ath W9 28 T B 2288, ik B RR R
DHCPV6 JoRASHCE o il TOIRA B BB E S48 17 SO 26 B 28 ISR LIRS &, B3l
FOE IPve Ml AN GIE SN “ =2 BOR-IPLSSRCESR T 1 “IPv6 it

DHCPV6 75 F st i il JRAS B SR E DR s Dh 3R 1Pve Hulibfm, Wl )i RA (Router
Advertisement, A5 3 M Fr&EL7 (Managed address configuration flag, #% #iLHb
HERCEARGAL BUE R 0. O hr&f (Other stateful configuration flag, HAAL & ARG BUE K
1, W DHCPv6 %" iii2s H 3 a3 DHCPV6 JORASHC EIhAE,  DLSRHXER bk /i 8 A1 (10 FEAt k) 2% g
BEZH.
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1.4.2 DHCPV6 TIASELE T TE

E1-5 DHCPV6 TLIASECE TIEIHTE

DHCPv6 client DHCPv6 server

——
2 ¢

Information-request:
includes an Option Request option

Reply:
includes the requested options

A

B 1-5 iz, DHCPV6 TR A HC & 1 H AR AR A -

(1) & AL IR I )5 X DHCPV6 JIR 45 2% & 3% Information-request 3¢, %3k 3 4545 Option
Request I, 58 & F b s 2 MR 55 28 SR E & S 40

(2) R4 E] Information-request R0, Ry % i sl P LR G E S, I RRR R Reply )t
SCH P 45 0 2 HOR B2 55 7 i

() &) T Reply 30 h R HLAE R, 35 Information-request # 30 i sk (L B 2 50k
£, MR Reply S0 R S EOIT MG RCE s BN, ZBZSH. WREREIZAS
WERARTF 1 Reply 83, %7 it 1B P de S0 R 1Y) Reply 030, FEARIE RS it 244
SERCR I JCIRASBLE .

1.5 i HsE

£ DHCPV6 KM s AT

. RFC 3736: Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6

. RFC 3315: Dynamic Host Configuration Protocol for IPv6 (DHCPV6)

. RFC 2462: IPv6 Stateless Address Autoconfiguration

. RFC 3633: IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version 6
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2 DHCPV6 fiR458%

2.1 DHCPV6BRE & &Y

2.1.1 DHCPvV6 BRS8N FIfE

DHCPV6 Jliz 45 % 1 AR % 7 3 43 i IPv6 b/ i 580 T Ath o9 4 i B 250
1. DHCPV6 BREZ B AT P i H ELIPv6 Hbhit FnE b (48 B B 541
[E2-1 DHCPV6 AR % 5 bt FAE fib W 45 B B S 85 BL by IR R

DHCPv6 client DHCPvV6 client

DHCPV6 server
,E

DHCPv6 client DHCPv6 client

il FiR, AT TATAEIIPYe Mk, M LhlE, DHCPV6 filk%-45% i LI >k DHCPV6
i ptE anPve Mtk S84 E 4. DNSHR 55 #4525 L B 2 4. DHCPV6 % 7 S i 445 ik
55 g 73 IC K 2 BOR SE L LA T

DHCPV6 I 45 5 4 % 7 i 43 BC () 1Pv6 Mtk 73 A LR P28

. I 1Pv6 Hihik: 5K A P 2805 A8 4k HAS FH 2220 (g 5

o ARInM IPv6 Mk AL, WAL IR L .

2. DHCPvV6 BR %88 A& FPim 7 BLIPv6 B4R

[E]2-2 DHCPV6 AR 55 &% il 4% 5 o Kz F 42 W (&

Host A
)": )":
DHCPv6 server DHCPvV6 client
Host B Host C
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2.1.2

a E 2-2 fios, o TAETEERE EIPYe Hitk, ik M4 S, DHCPV6 45 %% v LIk 5y DHCPV6
K PRAECIPVE FT4%. DHCPV6 & /7 i sk B BIPVE BT, ) A0 X 45 40 36 e A0 & 1% i 4=
FIRAVH S, DA 2% Py 1 =N LRSI 1200 4% 1 20 & 1Pv6 btk .

EAHE

1. DHCPvV6 3 F Hy4R #&E #b 1k

DHCPV6 KA #E il FFO5::1:3 Sk il s AHYS N BT i) DHCPV6 kRS 2% KT &k
FF02::1:2 Sk &7k i Ay [ 9 T A 1) DHCPV6 iz 25 s b 4k

2.DUID

DUID (DHCP Unique Identifier, DHCP ME—45iRAF) J&—f DHCPV6 ¥ & CHU4E% ) i k55
Fdgk) [FmE—FriH. £F DHCPV6 R A H I, DHCPV6 %/ b ARSS 28 A1 A 4k i £ 4R S
rh¥s N DUID SRARiRE e

E2-3 DUID-LL &%

0 7 15
DUID type

Hardware type

Link layer address

HAj, %4 KHRFC 3315 #i5E IDUID-LL (DUID Based on Link-layer Address, 3T 2 sk
[)DUID) {F A DHCPV6 # 4% k51K, DUID-LLI4E kgt [ 2-3 fik:

e DUID type: DUID KR!, &£ KF¥ DUID 254454 DUID-LL, HUffi*h 0x0003.

e  Hardware type: {388, B SCRFMBEMEEIG LK, BU{E % 0x0001.

e  Link layer address: #E /2 ill. BUE A B4 IHF MAC Hidl.

3. 1A

IA (Identity Association, ArIHEEEE) F T4 8 /3 Fles & 7 i (1) — 4L b iE R T 405545 5., il 1AID
FRile — AR n LA 24N 1A, 8/ o RN DA —A 1A, TA FERE B4 LRI
HERTHT SRR R

4. 1AID

IAID 2 IA BIFRIRAF, % Pkt 7E— A& m EAE 1A B 1AID ASReAH A

5. PD

PD (Prefix Delegation, RiZ&#A) & DHCPV6 Hi4s % A 43 Bo I AT 28 B I R4 40 e (5 8, AT
SEfG BT T IPV6 §IZE. %) DUID. IAID. A3 2% A gy i), ARZyad IR Ia] . H i a4t
(1 P s () IPve HidikA54s .
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2.1.3 DHCPV6 tihiitith

£~ DHCPV6 Ml #4104 — 2L vl {43 BE 1) IPv6 Hihik . IPV6 Fi 2R M 45 fic & 2 4. DHCPV6 Ik 5%

25 MRt A P it i B 5 0L 1PV bk, 1PV6 FT 4R A LAl S5

1. DHCPV6 ik ith Ayt it & 38 7530

DHCPV6 ikt (#y bk B 7 AT LA JUR: 5S40 1Pve Muhik, BIia k% 7 3 DUID 1 IAID

55 1Pv6 ik gise 1) 77 20, SEILA R E 1% P S 43 BORT A8 () 1Pv6 Hbdik; ZhaSik+¢ (Pve Mk, BI7Eih

kIt R e AR ECIR 1PV6 MBS FE, B i ) IPV6 Hhk HRIE I, iz v B A ik

FEIPv6 ik, JrPigs iz ) i o

7t: DHCPV6 ity 45 5 I L/ BC ) 1Pv6 Mtk ya [ vy, 5 2

(1)  FEENASIIBL 1PV6 Hutik 9 B .

(2) Kz BRI g I s b bk v LR i stk Y o AN k3 LA 6 kb A 2 T B
A M TEI AT B

K AR 1Pve Motk 7 i, W Ba R i sk H, 1) DHCPV6 IR 45 s ik F— AN arid

(ot ki, R o FRE R RS 2 R bt B R B b D, AR ks o 1 1) e s

CE I s Ml Pl Bl B ik Y TR i 8535 11 1Pve Hbohik 73 Fic 5 %% ) i o

2. DHCPV6 it I RTER B IR A =

DHCPv6 il it (R4 2 SUA LUR LRl 5 40%E 1Pv6 iir2d, EAERDR % )3 DUID A1 1AID

5 1Pv6 FTgR e 177 3K, SEILA R (155 i 73 FO AR 58 1Y) 1PV6 T4 BhaSikF IPve firgd, BR7EH

kB PR e AR ICIR IPVE BTG, e B i i) IPV6 TSR FRIE I, MZHTE Fl b 3 ik

FEIPV6 IS, JrPige iz ) i

7r: DHCPV6 Hiik-ith o455 vl 43 FL IR 1PV6 T4 Ny, 7522

(1)  BIEATS, $5E i gat Th ISR IPve FTSuE .

(2) el R E S AR IPV6 ik B

(3) fEHhhbM B H RIS

3. bt A BRE

DHCPV6 245 %% 4 % i 43 e IPv6 Mk sl a4 ), bl (r) e 86 S ) 4n

(1) WA % i DUID. IAID 5 1Pv6 sl sk arZRER SR ki, Wik #eiZ bk, I
W HSYRE 1) IPv6 Hihb el ir 4. Sttt it b 1 0 4% 2 5000 L4 25 7 it o

(2)  WREME] DHCPV6 i KRS H 5 H T 3N kb, WSz,  Aizusilis bk
HY IPv6 kBT ER . A 4 L B S H0 0 B 25 45 ) i o

(3)  WURAIFAEERAYSE b,  HAB0 3] DHCPV6 75 R3S 82 1 387 5 | stk D21
PAF 7 VR e R bkt -

o WK PGS MRS AL B, WK R DHCPV6 15 KR SCI 42 HF) 1PV6 kil 5 7 1
-t T B PR Y BEAT ULTT, 30k Bt B T T PR 19 BT ) I (1 e 3t o

o WK PGS RS IATER B, B uidEd DHCPY6 H 4k 3R IPv6 Mtk BRHETEE, WK
12 DHCPV6 & biii 554 1) DHCPV6 H 442 1111 1Pv6 Mkl 15 i s bl v e 15 11 9 B gk AT UL
35 P foe A T T P 19X B3 Fir et I (1 b k-

e 5 b ik e ) 25 23 TG PR Y B AT 1PviG btk i [N, i R AR UE 5 DHCPV6 iRk %5 #5482 115 DHCPV6 H

AREZ LK 1PV6 Huhk I 7E ) I B3, DA% /oA 2R 1) IPv6 Hidik.
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2.1.4 thht/EIR AR IR F

DHCPV6 45 % b % it 43 T 1PV6 Mkl w48 i S v et s -
(1) DUID. IAID 5% i DUID. IAID UCEC, 5% 5 bty 3 EH bbb/ iy 285 DG B 1) 5 A5 90 502 M bk /iy

2

(2) DUID. IAID 5% /73 DUID. IAID VGRS A48 8 Huhik/ i 4%

(3) DUID 5% 73] DUID ULHC, H. 5% i S 28 Mk / i 25 VT G 1 i A5 40 e sk v 4%, ittt/
B8 A FR 2 % P 3 1) |AID:;

(4) DUID 5% /75 DUID VSR I &40 e il ar g, b/ g b R 4552 2/ 3 ) 1AID;

(5)  MRZS ARSI WG £ 4y O 45 %% i PR b bk / T2

(6)  Huhk-ytn/ i gt v 5 %% i SO0 B B i SR DG TG 17 2 PR /T

(7) Mk EE I ) At = PR Mk T2

(8) WIRAIREINT IR R/ RTAE, WK IR A AL L WAL AT 2 8 2 R A ph g ik, R
FRENUEAT B, A5 LKA T AL 2

W R P (R BOR A AR, IR G545 AN 25 D P B 43 TG G 48 B 45 B R M T 8, 17 A AT TRC 7 14

IS Qi BELR: (R R TRV = e N W T ) SO

Z
1B G %k A R IPV6 sbhb i, R A RARASAIT— NI 63 b AL o e SR S 2R 4B sl
#1449 DHCPV6 & 7 3%

2.2 EEEDHCPV6AR %

2.2.1 DHCPv6 BRE =B ETSE N

F2-1 DHCPv6 FRESEBEEESE N

BEEES 15t AR AR E
BB DHCPV6 % ) i 7 L IPV6 i 28] 222
BB DHCPVEE ) i 73 L IPv6 i ik R S Bt Lk % 223
W 4 DHCPV6 % ) i 73 i 94 25 24 224
RO £ L LARAEDHCPVB RS 4B, JFRCEIBAL, ), -
HE-ZWH ==
g%oHcpvaﬂ&%ﬁﬁ%DHcpvswiHﬁDSCPﬁtf‘ﬁ Tk 226

2.2.2 BLE ADHCPV6 & R BCIPV6 RIS

A AR LU PR 7 S B DHCPV6 ii4s 2% DHCPV6 % 7' i 43 it IPV6 4% :
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EH R i F YR E TSR . 5 € DUID. IAID KRR IEAYE X R )G, W% DHCPV6
SRR SCH [ DUID. IAID 5#A485E 1 DUID. 1AID #EAH[R], DK E A58 1T 4% 73 o4 1t
DHCPV6 & /7. Wi N F5w T DUID FIRTS IS0 S &R, BT Ta e diaSgie i 1AID, A
FUE RIS ) DUID 54552 1t DUID M IA],  soks i 24552 T g 4 fic 45 1t DHCPV6 &
J iy o

FEHB IR R 5] A B2 B A T 2Rt 5003 DHCPV6 %5 7 i IR BT 28 20 i i K )i
DHCPV6 14545 METZE G sh A&k £ ol FHATE, 7 Iess & ) b

TESEFRZ M A, FERE e PR B AU 4R, ANZ B ICLE & i . I AL E A S5 H 8 BL T4,
A] LLigE e DHCPV6 Al %548 7 Bl iX L pi 4 .
BC'E ) DHCPV6 %5 7' Ui 43 i IPV6 FT4Rn, i B i

— AN IPV6 BT R g S A% P ighiE . AN AVl AT static-bind prefix 417738
&2 IPV6 HITSE 5 2 7 i IO 20 8 OC 2R « WTGR IR i 28 2B A STRIAT U a3 . AT IR % 1PV6 T4
WFFASYERLE S, A A8k iZ 1PV Mg HAh R omah e, B8 ol 46 i i a8 2F A ST RIAT 3L
GEiig /i

— AN Hhb b 2 A LA ANt

by o] CLG | AR TS, HoE, BRI & ok Pzt vh 3 A BT 88 4 i s
. HABIEXITAON)S, A RESCRFRTER B AL+

A A VFEIL T AT prefix-pool 477 28 ok it 5 1 A RTZRI 28 vk A= i ST A
Ak i. KA RGH YurHbb s Rt s, A ren | AR ET S, s ik
i IR U A ]

%2-2 BLE 5 DHCPV6 % FiH 4L IPV6 BT

#HR1E we AR

WANRGAE system-view -

(73R MEAZ5RA | ipve dhep server forbidden-prefix
4 B IPVE T 4% start-prefix/prefix-len [ end-prefix/prefix-len ]

B4 1 5L, DHCPV6E T4
Tt AT IPVE T 4 5
=g

W@ Lipve dhep server
forbidden-prefix#r 444 £
ZEH AR KIPVE TS IC
HHARZ 5 B3R
2, WZATBAIR AT Loy
BLEE AR E I -

% RHATipv6 dhep
server forbidden-prefix
e, WL EZ NS
5 B35 BLIIPVE 12 B

BT ipv6 dhcp prefix-pool prefix-pool-number prefix

BRATEOLR, BARCE
DHCPV6Tiij 4 th
DHCPV6 554
prefix/prefix-len assign-len assign-len DHCEVGEFE—%@J%‘S%M
IPVBRTZRIN, Jhinik; 1L
fEROL N, AN EHEAT A
T &




1BRIE

AN
<

LRA

il DHCPV6 ik, , .
v . EET, W& AT
?fF%%)\DHCPVGﬂ’EiJJ: ipv6 dhcp pool pool-name AT TDHCPVE M it
HEE LS|
Be BB HCHIPVE | network prefix/prefix-length [ preferred-lifetime BAEESL T, WAENES
Hiuh- B preferred-lifetime valid-lifetime valid-lifetime ] I HIPVE bR R B
static-bind prefix prefix/prefix-len duid duid [ iaid iaid ] | —#FF/bikH—
e B AS 40 8 T 4 [ prel‘errgd—lifetime preferred-lifetime valid-lifetime BB WA
valid-lifetime ] AN =
ikt R e AR G0 5 i AN )
BNAS S BC IR T 4%
JiC Mo hk vt 5 | mr 4R prefix-pool prefix-pool-number [ preferred-lifetime ST static-bind
h preferred-lifetime valid-lifetime valid-lifetime ] prefixy 4, A LU & 24

YR 2 HIPVETT 4%

2.2.3 BLEAIDHCPV6 X Fim4BCIPv6 Mt

A LLdE I DU A7 AARC B DHCPV6 filk4s # 4 DHCPV6 %5 7 i 43 it IPv6 Hiudik -

o e ECE AR E L 3552 DUID. IAID bk EASYEE R RS, W DHCPV6
Wk T DUID. 1AID 5485 1) DUID. IAID #RAHIE], WP ER AR E b hE 2 B 45 i

W T T DUID FaHbhE 28 E R, A TR E A2 M IAID, WH

B RIS DUID HEHALEE If) DUID AHIF],  wloks s g e it ik 43 fic 45 1t DHCPV6 %

DHCPV6 % ) ¥

J ¥ o

o EHBbEIH P C B B A S T bk R B R Rl
o FEHUHTARIGE bk 43 B, R E bkt Rl address range fir & L B 3 A 4 A
IPv6 Il I itk L, ) network iy 28 i 19 19 B A (R SR 56 ik #45 m) LA 23 Fic 45 DHCPV6 %
Jidit. WIRAECE T address range 42, WU S iz ik Y 0 B 1PV6 RIS I ik, BJI
fEZ I H N e C 5 5, AR S  network 2 F5 € 1 HuhEVE Rl N 43 BC 1PV6 JE I B 3

Hk.

o TERHTIRI b4 B, W BA7E bt il i temporary address range i 20 & 207
S3ECI) 1PV6 I i Mkl ], DU bbbyt DGy 2 Be il i Huhk o 4n SRACHE T temporary address
range T2, W H & MAZHhEVE El A 43 IC IPV6 I ik, A2 M network BX# address range
i A T B A R ] A 23 C I P R

TESEPRA M, SEEet bk 2 R 5548 Y ik 5 2 Ok bk, AN AL LA % e I8 E A

Z5 A8 Rerthhl, nLLE % DHCPV6 45 #% 7 FlixX Lot il .

ML 9 DHCPV6 % )b 73 ic 1PV Ml 5 21 :

o —AMHuHEM R HBERCE A IPV6 ARG bk S R — A 1PV6 I I bl

e addressrange 4l temporary address range i 4 it & (1 bk 5 [ Y iZ4E network iy 4
OB TR B, A IRk AS e 70 I o

o  —NHubEE Z AT LIS AN gah . My o] DL AR RIS, (H2, D i

Toik Nz it Zh AP AT S e g % ) . AT RIS, A RE

P

2-6

SRS



o —ANIPVB LI AN R . R VR T ST static-bind address 4115
B IPVE M 5% I 85E X R e ML B e VR A AT, U I % 1P6
LR A RE I, A Rl TR B % IPV6 HO L5 B 2 P s, SR S
A A LR R A

e 1A DHCPV6 Hililit L ASRE T — AN ML, ZEAIF i rh T 53T network fr4, H0ACE
SN CATRE . WFHIAEPIR network fir &L M I B IR0 25 2626 Ar TR A 2 i
ST, ORI e o SRS 200 o L A PRI 3 B PR R, SR

EASZ 5 o
%*2-3 B &N DHCPV6 & Fim 4 B IPv6 ik
RIE W i8R
ARG system-view

(A1) BLEAZ 5 H3) | ipv6 dhep server forbidden-address
J3 EL A 1Pve start-ipv6-address [ end-ipv6-address ]

BB, BRDHCPV6/R
2% 2845 T ) IPVe IR AT,
DHCPveHhE it - i T A
IPveibl#i 25 A3l

i itipve dhep server
forbidden-address i 4-#
CAFSYEE R IPveRLILAT
HARZE A5
bk, RZ R AR T LAST S
RERASYRE M P

£ I ATipv6 dhep server
forbidden-addressfiy 4,
U EZANMNS S B35
B IPve bk B

A DHCPVE I, 3

HEADHCPvsHA i | PVO ANOP pool pookname

BAEWOL L, B LA
TfTDHCPV6HhiEith

L& B A& M IPv6HE network prefix/prefix-length [ preferred-lifetime
HEW B preferred-lifetime valid-lifetime valid-lifetime ]

BT, HARENE
ATC B IPv6 ik Y B
ASREFE A [F] s bkt 48
network iy 4 Hc B AH [ (17
Ik k4 B

. sy e ey | @0Aress range start-ipvé-address
IIE ﬂé;ﬁﬁ/{%;&ﬂg%%m end-ipv6-adddress [ preferred-lifetime
v m G preferred-lifetime valid-lifetime valid-lifetime ]

A TEOLR, B E AL
P B A7 B AOIPVE i I
HohETE R, B R B
o1k A0S R LA D AR I
Hkoy WSS % i

- s ey | t@MpPoOrary address range start-ipv6-address
IIE ug%;ﬁé;i%ﬁghm end-ipv6-adddress [ preferred-lifetime
Vol o preferred-lifetime valid-lifetime valid-lifetime ]

AT, BAACEDNE
SR IPVEIE R vE
REESECIPV6 I I ik

static-bind address

() PEEFESYEN | ipve-address/addr-prefix-length duid duid [ iaid iaid ]
1PV [ preferred-lifetime preferred-lifetime valid-lifetime
valid-lifetime ]

BB, RIEEEFAY
SEIPve il

A T static-bind
addresstir4, HLIACE £
AEASYPE PV L




2.2.4 ELE DHCPV6 & Fik 4 Bl M4& S5

5 T 20 EC IPv6 HidikFi1 1IPv6 Figish, DHCPv6 ikt ook vl DU B HoAd W 28 25k, e —NHudik i
FEZ IR E 8 /4 DNS JIRS-astbdilh . 1 M4 545 8 4> SIP g5 #s Mtk Fl 8 /™ SIP JIi 45 ek 44

farey

ST o
%2-4 BB} DHCPVv6 B Rim Bt MESH
BRAE we 15 Af
SN system-view
flEDHCPVe L, JFEEA . AR, A EAE
DHCPVBHL Lt Bl 'pvé dhep pool pook-name (i FEfTDHCPVBHLEL s
network prefix/prefix-length RN, B E S

L& B A B IPve Rtk P B [ preferred-lifetime preferred-lifetime

valid-lifetime valid-lifetime ] AT AL IPVEHLIL I B

(I3 R0 %ALY o R

DS 262 b - dns-server ipv6-address ﬁ;ﬁﬁﬁﬁﬂE‘JDNSEE%%
CAT3E ) e A & s 43 i (9 3 domain-name domain-name BEEM T, WHIEEN
EAEE & A FL T A JE )
(AT e N 2% 7 i 7 L Y sip-server { address ipv6-address | Eﬁi%gmhaﬁéja;%?
e Sy - .
SIP 55 28 bl w4k 44 domain-name domain-name } M bl o 4,
(Al fit EDHCPV6 [ 5 ik BRAATEOL N, BARCE

option code hex hex-string

b} DHCPv6 H 5& Xk It

2.25 BLEZEOT/EAEDHCPVG ARS5854RT, FFEC B Hbit/BI4E 4 B Sk A%

Fic % 32 1 TAEAE DHCPV6 R4S gt )n, MR g1 F bbb, #2100 %] DHCPV6 % 7 it & K

] DHCPV6 % SCISF, AR 2% w4l 124 11 i b ik 5 DHCPV6 4k 432 11 ()3 ik % 55 K UL L i) DHCPV6

Huhibid, JEAZHBAE R EE 1Pve Hubk AT o Bogs 2 . 2G4 g | byl s, WA 5 TRI

kbt kPR 1PV6 HuhE B RTSE B g 25 ) e WIS 5 [ (g bkt AN AEAE v IR 3 LI 1PV6 Hbhik 5%,

IS, WA oik R 2 P i 43 G 1Pv6 Hiuhik a2 .

BCE He H AR DHCPV6 JIr 45 #iaX, JFRCEHE AT o B SR ms I, 75 2801

o  —AMEOARRERINAE A DHCPV6 Mt 45 5 A1 DHCPV6 Hi4k

o HIAEAEANED LRI E DHCPV6 4523 Al DHCPV6 % /i L fig .

o BELRUSIHAER AR, (H)2, MEHZE O TR P eSS 8. LAl
MRS, AR P il 20 TC T SRR

F2-5 FeE#HE O T /E7E DHCPV6 AR 251850, FHECEHt/ATER 7 B 5k B

BRAE we 15t BB
HTANRGME system-view
AL interface interface-type
interface-number
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1BRIE

2
g

LEA

i & % 1 TA/E{EDHCPV6/IR 45
B

BRAATEOLT, B RORLAETE
DHCPVERk 5 #5i,  thoR AR
ipv6 dhcp select server DHCPVE 1 4kBI, 2 M1 2
DHCPV6% )™ it & K HJDHCPV6
ME, EIEERL

FoE 42 R Ak tuhbith, JFHEE | ipv6 dhep server { allow-hint | P LI —
4= JR A $kDHCPve il | preference preference-value | BT, R S TR MR
AR AR5 S rapid-commit }* IV RGO, AR
HIr AT
Z P ATipv6 dhep servermiy 4,
ipv6 dhcp server apply pool B B i AT
L 15 | I DHCP B ht pool-name [ allow-hint | preference AN RIS AR
preference-value | rapid-commit ] * ki, W% A Tipve dhep

server apply pool#r 4, HIIIE
S o CAT L

2.2.6 BLEDHCPV6 PR 55854 1XDHCPV6 3R 3L BIDSCPLELR

DSCP Lot H R AR IR SC A S MR 552, e OCAE R L e R o 8 I ACC & ] LLER &
DHCPV6 Il 45 2% % 3% ) DHCPV6 4 3 [#) DSCP L5644 .

32-6 Bt & DHCPv6 AR 5588 4 1% DHCPV6 R 3B DSCP i &%k

BRI we 15t BR
ARG system-view
- BETEL T, DHCPVE/ 4 as k&
Tic & DHCPV6IR 55 4% 3% . y N
Ry Ny ipv6 dhcp dscp dscp-value I [JDHCPV6HR SLFIDSCPLAE
DHCPV6H 3 [)IDSCPAL 4 4 456

2.3 DHCPV6AR% 2 B N4t

TESERR FIARLE JG, TEATEAE N AT display @4 ] LLUR /R E J5 DHCPV6 4548 IKia 171
AR WonE B UE R E RO .

TEH WL AT reset v 4 1 LU B DHCPV6 fIR%5- 4 485 B

#2-7 DHCPV6 BR % 8% & /R Fn4E 7

1BRIE

o
A

BIRAR&DUID

display ipv6 dhcp duid

i 7~xDHC PV i (1115 .

display ipv6 dhcp pool [ pool-name ]

RS R

display ipv6 dhcp prefix-pool [ prefix-pool-number ]

WoRBE O FDHCPVERS: #4= B

display ipv6 dhcp server [ interface interface-type
interface-number ]




1BRIE we

B /nDHCPveHtiliEph 2 (5 & display ipv6 dhcp server conflict [ address ipv6-address |

display ipv6 dhcp server expired [ address ipv6-address |

B Sy H =
BoRHLZ I 3 I DHCPVE LS 5 £ 5. pool pool-name ]

display ipv6 dhcp server ip-in-use [ address ipv6-address |

o SH o2 f25 =
2 /RDHCPV6 HE S 5 17 pool pook-name |

display ipv6 dhcp server pd-in-use [ pool pool-name | prefix

BN B ey, . g
1 7"DHCPV6HI 240 52 15 & prefix/prefix-len ]

B /RDHCPV6IR 55 45 IR S 45 & display ipv6 dhcp server statistics [ pool pool-name ]
& BRDHCPV6EHLIE M 515 K reset ipv6 dhcp server conflict [ address ipv6-address ]

reset ipv6 dhcp server expired [ address ipv6-address | pool

SES 1yt HH (1 e s
15 BR AL 205 1 ) DHC PG b itk 26 52 5 1L pool-name |

THBRDHCPV6I1 IE A bk 26 e flf i kb 28 | reset ipv6 dhcp server ip-in-use [ address ipv6-address |
JEAF B pool pool-name ]

THBRDHCPVEIE A T 448 € MG TT 448 E | reset ipv6 dhcp server pd-in-use [ pool pool-name | prefix

75 prefix/prefix-len ]
1 BRDHCPV6 IR 45 28 R L 45 B reset ipv6 dhcp server statistics

2.4 DHCPVGHAR 55 28 dL B L & =& 451
2.4.1 Fh7SHELIPV6 Bij 3 B B fil B 2445

1. ARk

DHCPV6 & )i A DHCPV6 I 55 %5 3K HL IPv6 Huhl 4, UL S WZSHLE S 50: DNS k&S wsthhl . 3%

4. SIP RS #e bk Al SIP AR SSasdli 4 . Horpe

e  Router /£ DHCPV6 JIk4: 2%, Hihikh 1::1/64.

e  DHCPV6 filz%5 2% >4 DUID 4 00030001CA0006A40000 [1% 7 i [l 5 43 Fic 7 %
2001:0410:0201::/48; i HAh % /543 i 2001:0410::/48~2001:0410:FFFF::/48 2 |f] 4
2001:0410:0201::/48 #MHITTSE .

. DNS 45 assthht 2y 2:2::3,

e DHCPv6 % )i fiT J& 3k #1354 A aaa.com.

o SIP IR Fetbl Ny 2:2::4, 55444 bbb.com.
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2. A E
[&]2-4 DHCPV6 BR5525EC &AM &

Router
DHCPv6 server

GE2/1/1
1::1/64

DHCPvV6 client DHCPv6 client

3. BB
# fic & 4% 11 GiagbitEthernet2/1/1 ] IPv6 il

<Router> system-view

[Router] interface gigabitethernet 2/1/1
[Router-GigabitEthernet2/1/1] ipv6 address 1::1/64
[Router-GigabitEthernet2/1/1] quit

#ECERTS0h 1, B RTZE A 2001:0410:/32, AR 48,

[Router] ipv6 dhcp prefix-pool 1 prefix 2001:0410::/32 assign-len 48

# G ik 1,

[Router] ipv6 dhcp pool 1

# BCE I 1 B 1064, S HEET JE 1) 1 B[R] o

[Router-dhcp6-pool-1] network 1::/64

# B EMhEM 1 5IH CAAERITT SR 1, JF BB RCATSR M Bk A i 18, ey
3 K.

[Router-dhcp6-pool-1] prefix-pool 1 preferred-lifetime 86400 valid-lifetime 259200

# eI 1 PR E AT AT JOE RIS 2001:0410:0201::/48, 48EMI% ) 4 DUID
00030001CA0006A40000, Jf ¥ & H kLMoL 1%, AR EmNA 3 K.

[Router-dhcp6-pool-1] static-bind prefix 2001:0410:0201::/48 duid 00030001CA0006A40000
preferred-lifetime 86400 valid-lifetime 259200

# L N P )L DNS AR 45 v Hhik 2 2:2::3.
[Router-dhcp6-pool-1] dns-server 2:2::3

# U A% ;i 844 0 aaa.com.

[Router-dhcp6-pool-1] domain-name aaa.com

# WCE AR P s ) SIP IRSsa bk h 2:2::4, 1804474 bbb.com.

[Router-dhcp6-pool-1] sip-server address 2:2::4

[Router-dhcp6-pool-1] sip-server domain-name bbb.com

[Router-dhcp6-pool-1] quit

# MU 'E# 1 GigabitEthernet2/1/1 TAfE7E DHCPV6 x5 ##5X,  JFAE 1445 1A GRS EH i 28 20 FC AN i
PRI FC T RE, TR E B E N B
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[Router] interface gigabitethernet 2/1/1
[Router-GigabitEthernet2/1/1] ipv6 dhcp select server
[Router-GigabitEthernet2/1/1] ipv6 dhcp server allow-hint preference 255 rapid-commit

4. iR B

# 5 FRECE S, AEB I GigabitEthernet2/1/1 -] DHCPV6 il 45 28 1 B 15 L o

[Router-GigabitEthernet2/1/1] display ipv6 dhcp server interface gigabitethernet 2/1/1
Using pool: global
Preference value: 255
Allow-hint: Enabled
Rapid-commit: Enabled
# WonHiabh 1 ME .
[Router-GigabitEthernet2/1/1] display ipv6 dhcp pool 1
DHCPv6 pool: 1
Network: 1::/64
Preferred lifetime 604800, valid lifetime 2592000
Prefix pool: 1
Preferred lifetime 86400, valid lifetime 259200
Static bindings:
DUID: 00030001ca0006a4
IAID: Not configured
Prefix: 2001:410:201::/48
Preferred lifetime 86400, valid lifetime 259200
DNS server addresses:
2:2::3
Domain name:
aaa.com
SIP server addresses:
2:2::4
SIP server domain names:
bbb.com
# WoRHrTg 1 E .
[Router-GigabitEthernet2/1/1] display ipv6 dhcp prefix-pool 1
Prefix: 2001:410::/32
Assigned length: 48
Total prefix number: 65536
Available: 65535
In-use: 0O
Static: 1
# DUID 24 00030001CA0006A40000 ()% 3t ik X IPV6 HIZH )5, s g8 h e 5 A o
[Router-GigabitEthernet2/1/1] display ipv6 dhcp server pd-in-use

Pool: 1
IPv6 prefix Type Lease expiration
2001:410:201::/48 Static(C) Jul 10 19:45:01 2009

# oAt P Sm R IPVe BT e, W AT fE B
[Router-GigabitEthernet2/1/1] display ipv6 dhcp server pd-in-use
Pool: 1

IPv6 prefix Type Lease expiration
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2001:410:201::/48 Static(C) Jul 10 19:45:01 2009
2001:410::/748 Auto(C) Jul 10 20:44:05 2009

2.4.2 FN7SHECIPV6 Mk 88 B f F 2445

1. tHME K
. 15 DHCPV6 IR 252411 Router A 4 % B 1::1:0:0:0/96 Fil 1::2:0:0:0/96 (1% F i £h A4 Bt IPV6
ik

e Router A [(JFILUK M% ] GigabitEthernet2/1/1 fil GigabitEthernet2/1/2 [f1hk 43 ) 4
1::1:0:0:1/96 1 1::2:0:0:1/96;

e  1:1:0:0:0/96 Bt PN (K FHL N K24 172800 F5 (2 X)), AN KA 345600 #5 (4 k), I,
4%}y aabbcc.com, DNS k4528l >4 1::1:0:0:2/96;

e 1::2:0:0:0/96 ™ B N fry ik AT Kk 432000 B8 (5 KD, FRLIN K 864000 F2 (10 K,
Ik 4% & aabbcc.com, DNS i45#sihhl "k 1::2:0:0:2/96.

2. A&

& 2-5 DHCPV6 HM &

DHCPvV6 client DHCPv6 client DHCPv6 client

GE2/11 GE2/1/2

1::1:0:0:1/96@1::2:0:0:1/96
Router A
100 1::2:0:0:2/96
1:1:0:0:2/06 - o DHCPv6 server
Router B DHCPV6 client DNS server
DNS server DHCPVv6 client

S EMEVE

(1) Ei#E DHCPV6 server 532 111 IPv6 Huhil (%)

(2) M DHCPV6 ik %

# it B 4% 11 GigabitEthernet2/1/1 fil GigabitEthernet2/1/2 T./f£{£ DHCPV6 K45 2555

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ipv6 dhcp select server
[RouterA-GigabitEthernet2/1/1] quit

[RouterA] interface gigabitethernet 2/1/2
[RouterA-GigabitEthernet2/1/2] ipv6 dhcp select server
[RouterA-GigabitEthernet2/1/2] quit

#WEAZE BN IPv6 Hitil, LU %5 iC DNS 454 itk .

[RouterA] ipv6 dhcp server forbidden-address 1::1:0:0:2
[RouterA] ipv6 dhcp server forbidden-address 1::2:0:0:2

# & DHCPV6 ki 1, 4 1::1:0:0:0/96 ™ B (125 7 i 43 it IPv6 Huhik 2525
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[RouterA] ipv6 dhcp pool 1

[RouterA-dhcp6-pool-1] network 1::1:0:0:0/96 preferred-lifetime 172800 valid-lifetime
345600

[RouterA-dhcp6-pool-1] domain-name aabbcc.com

[RouterA-dhcp6-pool-1] dns-server 1::1:0:0:2

[RouterA-dhcp6-pool-1] quit

# L& DHCPV6 Hiulilith 2, 4 1::2:0:0:0/96 I Bt (1% ) 3 43 it 1PV6 ik 25244

[RouterA] ipv6 dhcp pool 2

[RouterA-dhcp6-pool-2] network 1::2:0:0:0/96 preferred-lifetime 432000 valid-lifetime
864000

[RouterA-dhcp6-pool-2] domain-name aabbcc.com

[RouterA-dhcp6-pool-2] dns-server 1::2:0:0:2

[RouterA-dhcp6-pool-2] quit

4. BEEL &

AL 58 MUE , 1::1:0:0:0/96 Al 1::2:0:0:0/96 [ Btf1%% /51 7] LA DHCPV6 fili%-4% Router A Hii %]
AN 9 B 1 1Pve kil Fl ) 4 i 24, 183 display ipv6 dhcp server ip-in-use fir& i LI &
DHCPV6 I 4535 b % 7 3 43 L (1) 1Pv6 Hiudik.
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3 DHCPv6 H14k

3.1 DHCPv6H 4/

3.1.1 NI
[E]3-1 DHCPv6 H 4 7 FH 4A 7 [E]

DHCPV6 client DHCPV6 client

’\.
@ IPv6 network
DHCPvV6 relay agent
=

DHCPv6 client DHCPV6 client DHCPv6 server

DHCPV6 %5 bty 3 i 10 3 5 66 A b 3 [l ) 4 47 Mk ‘5DHCPV6 2528 s, LASRIUPVE ik FlH:
25 BB S 4. W [ 3-1 s, JIR5 4 A i ANTE ] — AN BE RS T Rl N INE, IR 25 28 R P i TGV
B0, FEEIDHCPVYE 4k sk iE KR *‘B%DHCPV6 PRk n] DL S 7 A A B I L P A
FDHCPV6 i %5#%, BETTA T A, XAE P74 B,

3.1.2 DHCPv6 R 4kay T 52

[E]3-2 DHCPvV6 F4kpy T{E13 52

DHCPvV6 client DHCPv6 relay agent DHCPV6 server
~ 7

~ -
= = =

(1) Solicit (contains a Rapid Commit option)

(2) Relay-forward

(3) Relay-reply

A

(4) Reply

B 3-2 fiior, VA H AN B MPUE S ECE R4 51, DHCPv6 % 7 il il DHCPV6 H14k, M

DHCPV6 fili 45 #3 3R HUIPV6 bk AL Ath 9 26 i B S 40 il FE 0 -

(1) DHCPv6 % J7 ity [1] fiTf5 DHCPV6 Hi 455 Al b 4% 1 4145 Hu kit FFO2::1:2 %4577 Rapid Commit
IR Solicit 14 8 ;
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(2) DHCPv6 gk 2] Solicit 74 55, K H B 21T Relay-forward i C 1 4kl B LD (Relay
Message Option) 1, JfK Relay-forward # 3 %1% 4y DHCPV6 Ik %5 5%

(3) DHCPV6 Ik 554 A Relay-forward i 3CH ATt % 7 3 f) Solicit 18, b )™ i L IPv6 1
HEANHARZ 4, #it Reply W E, ¥4 Reply 14 B 3275 Relay-reply i SCI¢ 467 Bk mmith,
I Relay-reply R Uk i% 45 DHCPV6 H14k;

(4) DHCPV6 14k )\ Relay-reply R 3CH T H kS5 2311 Reply 158, &4 DHCPV6 % /" i,
LA DHCPV6 % i i 45 DHCPV6 it 55 & 70 BC Y 1PV6 M hik A1E Al 2 gt 4 T 4 L

3.2 BLEDHCPV6H 4k

TAELE DHCPV6 kA = (14 40 21 DHCPV6 %) i & K AR S5, ¥ Hidsh 34 4F Relay-forward
o, FERIELTEE N DHCPV6 I%2%, tH DHCPV6 JIRG-4% 4% P i 4 it IPve Hitik. IPv6 145
FNHAD LA S S5 IR ZEE— AN L B[RS & DHCPV6 W4k F1 DHCPV6 %5 ) i D fi .

%3-1 Bt & DHCPV6 H4%

#B1E we 15t AR
WANRGAE system-view -
N DL interface interface-type interface-number -
EE%?%HT{’E&DHCPVG*%E‘T ipv6 dhcp select relay %ﬁiyg\j;# g@giﬂ’ﬁ
AL, RIREENT
DHCPV6/ 55 %%

152 DHCPV6 IR 45 %5 (1) bk

ipv6 dhcp relay server-address ipv6-address
[ interface interface-type interface-number ]

it Z Wk ATipve dhep
relay server-addressy
41l LU € 21~ DHCPV6
k%%, —MEOTRZ
Al LA$R 2841 DHCPV6 it
45-4%. DHCPv6H 4k
FIDHCPV6% ) it 3
Ja, MHERSTAT
DHCPV6/Ii %5 %%

g4 5 FIDHCPV6 AR 4%
o bk A B B AN H bl B
HAF R, ) ZhE L
ipv6 dhcp relay
server-addressiy2 1]
interfaceZ s & 2
H, SRR B2 ok
BIE R4S 7%
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1RIE

3
g

5L EA

fic & DHCPv6 4k % X DHCPV6

R IDSCPAL S

DSCPAL g IR A EIAR
HSMAREER, YE
WocEamm L e R .
TEATC &l LR

_ DHCPv6H 4k K i% (1)
ipv6 dhcp dscp dscp-value DHCPV63i 3 [iDSCPAL:
it

B fEsl R, DHCPveH
4k 5 3% I DHCPV6 IR S
DSCP1{lL 54 4156

3.3 DHCPv6H 4k & R FN4E 3P

TESEN BRI E 5, AL N AT display fir4 AT LRI E 5 DHCPVE F ks T 5oL, 8
W EE B B RAERC E R RCR

TEH LB AT reset iy

A AL DHCPV6 4k g5 1.

%<3-2 DHCPV6 H14k R R Fn4E R

1#R1E

=
A

B/RA 5 #DUID

display ipv6 dhcp duid

WI/RDHCPV6H 4k |45 & FIDHCPVB/IR 4545 | display ipv6 dhcp relay server-address [ interface

Huhk A S

interface-type interface-number ]

Y 7RDHCPVEH 4k A S SC G v (5 B

display ipv6 dhcp relay statistics [ interface interface-type
interface-number ]

HERDHCPVEH 4K A AR AT T R

reset ipv6 dhcp relay statistics [ interface interface-type
interface-number ]

3.4 DHCPv6H 4%

1. AR EEK
DHCPV6 % /7 s BT 7 P 25 ity 1::/64, DHCPV6 IR 452tk Ky 2::2/64. 75 ) i R 4% 4%
AEF—ANER Y, 77208 1 DHCPV6 4k RSl

Router A 1E 2 DHCPV6 114k, h7%& /- i i 45 28 5 R S

Router A [A]IE k) 1::/64 MZE IR G344, L RA THEAH M M bRENAT O bR e 1% M
25 =N IS DHCPVE 3L IPvE itk LAt 4B 240, RA B ITEA T4, TS
“CEREHEHARAIPMARCETR S T “IPve Sl 7,
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2. A E
[E]3-3 DHCPvV6 H4#4H

DHCPv6 client DHCPv6 client

GE2/1/1 GE2/1/2 e
1::1/64 S D 2::1/64
XY EXH
ROUTER 2::2/64 ROUTER

Router A DHCPv6 server
DHCPV6 relay agent

DHCPv6 client DHCPv6 client

I METE
(1) F# Router A /f5 DHCPv6 Hi4k
# it & #% 10 GigabitEthernet2/1/1 fl1 GigabitEthernet2/1/2 [¥] IPv6 il .

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/2

[RouterA-GigabitEthernet2/1/2] ipv6 address 2::1 64
[RouterA-GigabitEthernet2/1/2] quit

[RouterA] interface gigabitethernet 2/1/1

[RouterA-GigabitEthernet2/1/1] ipv6 address 1::1 64

# LB % 1 GigabitEthernet2/1/1 T/E7F DHCPv6 Hr 4k, 1455 DHCPV6 R4 stk
[RouterA-GigabitEthernet2/1/1] ipv6 dhcp select relay
[RouterA-GigabitEthernet2/1/1] ipv6 dhcp relay server-address 2::2

(2) M & Router A 1k M2
# lCE AT RAWE, JFBCE M FI O bra&fr.

[RouterA-GigabitEthernet2/1/1] undo ipv6 nd ra halt
[RouterA-GigabitEthernet2/1/1] ipv6 nd autoconfig managed-address-flag
[RouterA-GigabitEthernet2/1/1] ipv6 nd autoconfig other-flag

4, IGIFBCE
# e LIRS S5, #F DHCPV6 H4k 45 5C ) DHCPV6 it 45w udil (5 B

[RouterA-GigabitEthernet2/1/1] display ipv6 dhcp relay server-address
Interface: GigabitEthernet2/1/1
Server address Outgoing Interface
2::2
# 1 DHCPV6 " 48 AH AR I G135 5
[RouterA-GigabitEthernet2/1/1] display ipv6 dhcp relay statistics

Packets dropped - 0

Packets received - 14
Solicit : 0
Request : 0
Confirm - 0
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Renew

Rebind

Release

Decline
Information-request
Relay-forward
Relay-reply

Packets sent

3-5

Advertise
Reconfigure
Reply
Relay-forward
Relay-reply
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4 DHCPV6 & F Ui
4.1 DHCPV6Z FimfEi4fy

W #AEN DHCPV6 & S imicy, o] LLRA W T Dhfg:

o it DHCPV6 3HL IPV6 Rt Rl 25 e & 2 40, AR B SR M 25 1 240 3 361 DHCPV6
I

o i) DHCPV6 kI IPV6 HiZ A 45 Bl E 24,  JHARIE IR A4 A 2h 6% 1Pve Jigl. MR
SREX I 25 1 240 F 30 DHCPV6 JE T4 .

o JHil DHCPV6 TR & HRHLSR 1Pv6e Huhl/Hr 28 Ah i) Hosth 9 24 15 5 2% DHCPV6 %) bty il
I HETCIRAS B S E DR SR IPve Mkl f5, dn RN ) RA RS M AR EAL T EUE
9 0. O bl FIHUE R 1, MIs#54s A3 )E ) DHCPV6 JoRANC & Lhfe, LUK ik /i
ZEAN HAB M 4R L B S8, 75 ) DHCPV6 %%/ it AN 23 IT JE TR AR B i e

4.2 FLEDHCPVEE Pim

N2

N
ENARZE—A D LR G E DHCPV6 & F %/ DHCPV6 IR 4B 48, . REE—/ 40 LF
it e E DHCPV6 & 7 5% 4 DHCPV6 F 4 h 48, TN &%rash b w188 .

4.2.1 DHCPv6 ZRFinEt E{E5SE N

#F4-1 DHCPV6 & FimBc EE K&

BEEES 15t AR HERE
fiil B DHCPV6 7% 7 ity R E I Pve il 1) 45 1 5 4 4.2.2
Fic & DHCPV6 2 7 iy 4RI 1PV i 28 R 199 265 T 1 2 4 1;&%}3@@%‘%%&55%,& 423
T B DHCPV6.25 J i SRR 53 bbb/ i 28 A/ 1) A o9 285 T B 24 424
fid & DHCPV6% Jiifi ) 1 DHC PV 3 [IDSCP AL 4% A% 425
4.2.2 BLEDHCPV6 % i3k BRIPV6 Ml 1 4 BL & S 45
#4-2 BLE DHCPV6 % Fim3k AN IPv6 thilt F1 i 4% BL & S 4]
1B1E we 15 R
ARG system-view
I AN Y Y N E A RE ] interface interface-type interface-number
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LRA

BRI we
PR interface route-a i
—EEA W R -aggregation
SRREHIE interface-number
VLANFZ O K interface vlan-interface interface-number

Fil B 82 1 9 DHCPV6 % - i, ik

AT, AR

e I ipv6 address dhcp-alloc [ option-group | ADHCPV6% /™ ki 3k X
Z}%g;ﬁfﬁﬁzjcﬂiwv&miﬁﬁ,JTI_?,IXXJ group-number | rapid-commit ] * IPVE b IEF X 44 il & 5
= = ﬁ

4.2.3 ECEDHCPV6 % i3k BXIPV6 R4 #0 M 4R B & S 45
#4-3 EcE DHCPV6 & F i3k EX IPv6 BT FNW KBS
BRAE we 1% AA
HARGHLE system-view
ZEPIR M O interface interface-type interface-number
. 5 B A interface route-aggregation
HAZOME | Z2REHOE interface-number
VLAN#Z LA B interface vlan-interface interface-number

fio & B2 1 /E HDHCPV6% /i, it

ipv6 dhcp client pd prefix-number

BRI, BOA

DHCPv6 7 3\ 3R ERIPV6 Rij 4% A LAl /9 2% [ option-group group-number | f;;{/FjJDHCE\;E‘;E)?
i S5 rapid-commit ]* um%b{y\lP\iG TN
HILESH
4.2.4 ELEDHCPV6 & Fim ik BU R Ut/ RIS H A S BC E S 4
F4-4 BLE DHCPV6 % i IR BRIt/ A 48 S BY B At W 4R B & S48
#BR1E we i)
WANRGAE system-view
S, SN interface interface-type
—SRPA ML interface-number
. SN A 11 T IR interface route-aggregation
HENE O RAREEOME interface-number
N interface vlan-interface
VLANE: HIL interface-number
eV pvi

i gEIPve Lo IR 2 A S RCE DI fE

ipv6 address auto

{FHEDHCPVE LR AL E V) g

ipv6 dhcp client stateless enable

AR, BOASHE
JDHCPVB%: /' i sl
HuhE/RT 28 40 Al Y 4
fic & 24
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Z

ipv6 address auto 4493 N B AN “Z B AK-IP LS54 5E” Fag “IPv6 Amb” .

4.2.5 BECEDHCPV6 & F i & X DHCPV6 1R 3L BIDSCPAL £ 2R

DSCP Lot H kR IR SC A S AR SE 552, e OCAE R L e R o 3 ACIC & o] LLFR 58
DHCPV6 % /i % 3% 1) DHCPV6 R 3 [#) DSCP L5644 .

F4-5 it & DHCPvV6 % Fif 4 1% DHCPV6 R 3C A DSCP i %4k

BRI we EEA
HARGHLE system-view
o g AL, DHCPVE% i K
I & DHCPV6 % /™ Ui ) 1% ) , , o .
R N ipv6 dhcp client dscp dscp-value 1L [DHCPV6# 3L IIDSCPL AL
g 4
DHCPV64R 3L IDSCPAL St 4 %956

4.3 DHCPV6E Fim /- FI4E P
SN PRRCE S, EAEEAME FHAT display 2] PLERBCE 5 DHCPV6 2 7 b Iz AT 15 i,
BN R TVIN SIEY Galld L W ES S
LEH P RLE R AT reset fiv4 AT LLIE B DHCPV6 & /7 i 8 1115 B
F4-6 DHCPV6 & il &R F04E R

#HR1E we

display ipv6 dhcp client [ interface interface-type

. s
2. 7RDHCPV67 ) i )17 J& interface-number |

display ipv6 dhcp client statistics [ interface interface-type

BoR I GE T h
Y 7RDHCPVE /1 i (48 5 interface-number |

reset ipv6 dhcp client statistics [ interface interface-type

v VR 2= E
15 MDHCPV6 % F i I 4t 1115 B interface-number ]

4.4 DHCPV6% P H AL & 25451
4.4.1 DHCPV6 % Fifm B i ik & b 48 5 E0 e & 24451

1. A EK

DHCPV6 % " i Router )\ DHCPV6 Al 45 25 5B IPv6 ik, DL AL 28 AL 'E 24 : DNS R4S 25 Huhil
WA G4 SIP RS 28 HibilF1 SIP RS 283844 .
DHCPV6 % /" s H 5 3R H 2] 1) N 2% it B 2 %0 5 361 13 DHCPV6 #£T4H 1.
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2. AN E
[El4-1 DHCPV6 % P i B ig it & N 4% S 54 B & 25 W [E]

DHCPv6 server

GE2/1/1
1::1/48

GE2/11 ! !

Router .
DHCPv6 client ~ DHCPVE client

3 EMELE

Z i
HATTEGRER, §E% 7R DHCPV6 R4 R t9BcE. DHCPV6 JR 5B E 7 ik, 4N “=
EHFHAR-IP L5 EIEF" T4 “DHCPV6 IR4337 .

# ILE #2110 GigabitEthernet2/1/1 >4 DHCPV6 %7 i 3REX IPv6 Ml &2 45 24, it # DHCPV6
B i SR AL PR Ty MU D BE, R IC E AR SRR (1 9 45 i B 24 A 3 1) 2 DHCPV6 &34l 1.
<Router> system-view

[Router] interface gigabitethernet 2/1/1

[Router-GigabitEthernet2/1/1] ipv6 address dhcp-alloc rapid-commit option-group 1
[Router-GigabitEthernet2/1/1] quit

4. WEECE

# 17k DHCPV6 5 1 i [F115 5«
[Router] display ipv6 dhcp client
GigabitEthernet2/1/1:
Type: Stateful client requesting address
State: OPEN
IAID: Oxf0019
Client DUID: 00030001000fe2ff0000
Preferred server:
Reachable via address: FE80::200:5EFF:FEOA:2303
Server DUID: 00030001000fe20a0a00
Address: 1:2::2
Preferred lifetime 60 sec, valid lifetime 60 sec
T1 30 sec, T2 48 sec
Will expire on Feb 4 2013 at 15:37:20 (50 seconds left)
DNS server addresses:
2000: :FF
Domain name:



example.com
SIP server addresses:
2:2::4
SIP server domain names:
bbb .com
# Tonsl SR E K DHCPV6 JETIAL 1 (115 & .
[Router-GigabitEthernet2/1/1] display ipv6 dhcp option-group 1
DHCPv6 option group: 1
DNS server addresses:
Type: Dynamic (DHCPv6 address allocation)
Interface: GigabitEthernet2/1/1
2000: :FF
Domain name:
Type: Dynamic (DHCPv6 address allocation)
Interface: GigabitEthernet2/1/1
example.com
SIP server addresses:
Type: Dynamic (DHCPv6 address allocation)
Interface: GigabitEthernet2/1/1
2:2::4
SIP server domain names:
Type: Dynamic (DHCPv6 address allocation)
Interface: GigabitEthernet2/1/1
bbb .com

# B SRIEI T IPv6 ik,

[Router] display ipv6 interface brief

*down: administratively down

(s): spoofing

Interface Physical Protocol IPv6 Address
GigabitEthernet2/1/1 up up 1:2::2

] LLE 1 DHCPV6 %% /7 i TV 48 il B . DHCPV6 JIR 45 223K HL IPV6 Hihik i W 4% 2244
4.4.2 DHCPV6 Z& i 15 B 28 & M 48 £ 51 Be & 24451

1. AR E K

DHCPV6 % /" i Router )\ DHCPV6 i 45 25 3K B IPV6 THiZ%, LA 45L& S8 DNS k45 s i hik
WA G5, SIP RSS2l Fil SIP R4S st 44 45

DHCPv6 % /ity Router AR 4 SR T 4% H 20105 1IPve BIZE 1, AR SRR i N 25 B B 2 503 3))
f1)% DHCPV6 1741 1.
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2. AW E
[El4-2 DHCPV6 %= i B 15 BT 45 & W) 4% 2 45 Be & 43

DHCPv6 server

GE2/1/1
1::1/48

GE2/1/1
1::2/48

Router .
DHCPv6 client ~ DHCPVE client

3 EMELE

Z

HATATEOEREN, FEL TR DHCPVG RSB AL E .,

# 7t DHCPV6 % )" Ui i #%: 21) DHCPV6 JIlR %% #% 4% 11 GigabitEthernet2/1/1 I-fic & 1Pv6 Hutik.
<Router> system-view

[Router] interface gigabitethernet 2/1/1

[Router-GigabitEthernet2/1/1] ipv6 address 1::2/48

# L & % 11 GigabitEthernet2/1/1 1> DHCPV6 % 7 i 31 B 1PV6 RiT 4% A W 25 255, ic AR 3 R 3
PIATEE BBl IPve FIgE 1, HR4EIRIEI I ML AL E 24 A ) flid DHCPV6 G 1, JFfcE
DHCPV6 %} i SCRF TS PRI 3 B DI g

[Router-GigabitEthernet2/1/1] ipv6 dhcp client pd 1 rapid-commit option-group 1
[Router-GigabitEthernet2/1/1] quit

4. iR E

# 4o DHCPV6 % )i (15 . o LIt DHCPV6 % )i L4 2 N DHCPV6 il 4% 233K HX IPV6
WIS ) M 28 S50
[Router] display ipv6 dhcp client
GigabitEthernet2/1/1:
Type: Stateful client requesting prefix
State: OPEN
IAID: 0xf0019
Client DUID: 00030001000fe2ff0000
Preferred server:
Reachable via address: FE80::200:5EFF:FEOA:2303
Server DUID: 00030001000fe20a0a00
Prefix: 12:34::/32
Preferred lifetime 90 sec, valid lifetime 90 sec
T1l 45 sec, T2 72 sec
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Will expire on Feb 4 2013 at 15:37:20 (80 seconds left)
DNS server addresses:
2000: :FF
Domain name:
example.com
SIP server addresses:
2:2::4
SIP server domain names:
bbb .com
# ToRB SRR 1PV6 HTZE 1 K15 S
[Router] display ipv6 prefix 1
Number: 1
Type : Dynamic
Prefix: 12:34::/32
Preferred lifetime 90 sec, valid lifetime 90 sec
# ToRBl AR DHCPV6 JETIAL 1 (115 & .
[Router] display ipv6 dhcp option-group 1
DHCPv6 option group: 1
DNS server addresses:
Type: Dynamic (DHCPv6 prefix allocation)
Interface: GigabitEthernet2/1/1
2000: :FF
Domain name:
Type: Dynamic (DHCPv6 prefix allocation)
Interface: GigabitEthernet2/1/1
example.com
SIP server addresses:
Type: Dynamic (DHCPv6 prefix allocation)
Interface: GigabitEthernet2/1/1
2:2::4
SIP server domain names:
Type: Dynamic (DHCPv6 prefix allocation)
Interface: GigabitEthernet2/1/1
bbb.com

PL_EW 4 display i &0 LAA 214 bR ECE AT 2845 A 28 S48
4.4.3 DHCPV6 FCAR7FSED B BRI fif 5 2645

1. A EK
. DHCPV6 % /i Router A il ik DHCPV6 JeIR AL B 3R B 44 IR 45 2% . 144 48405 1,
o Router B /E M2, FIIME AR RATH B
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2. (A [E
[¥14-3 DHCPV6 JoiAZSEC & 4H W &

@GEZL DHCPV6 server
GE2/11

Router A 1::1/64
DHCPv6 client

Router B
Gateway

3 EMELE

Z

HAATEOEREN, FEL TR DHCPVE RSB AL E .,

(1) HWdE MK Router B
# Jic B 42 1 GigabitEthernet2/1/1 1 IPv6 Hiudil:.

<RouterB> system-view
[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ipv6 address 1::1 64

# BCE RATHES O bRl 1.
[RouterB-GigabitEthernet2/1/1] ipv6 nd autoconfig other-flag
# I E SRVFAOE RAH R

[RouterB-GigabitEthernet2/1/1] undo ipv6 nd ra halt

(2) Tid'® DHCPV6 %} it Router A

# {E#: 1 GigabitEthernet2/1/1 FAfifE IPv6 il JoiRA& A Zh L& ke .
<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ipv6 address auto

PAT AT )G, W1R GigabitEthernet2/1/1 F¥#ARCE Mk, Router A 43 F B4 A MU BE B b,
FEEFKIE RS (Router Solicitation, % H#81EK) 30, EKMIE Router B 32 RI[H 3 RA 4 3.

4. iR &

WERWCEI) RA RS MAREALA 0. O #5647 4 1, Router A gli2x 4 3)) DHCPV6 % ) i TG IR AT
Ho
# W[ LUE L display ipv6 dhep client fir & £ & 2512 7 ity A B A o
[RouterA-GigabitEthernet2/1/1] display ipv6 dhcp client interface gigabitethernet 2/1/1
GigabitEthernet2/1/1:
Type: Stateless client

State: OPEN

IAID: 0xf0019

Client DUID: 00030001000fe2ff0000
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Preferred server:

Reachable via address:

FE80::213:7FFF:FEF6:C818

Server DUID: 0003000100137ff6c818

DNS

1:
1:

server addresses:
2:4::5
2:4::7

Domain name:

abc.com
IR IR S5 #5 ORI T LS, KA LA B BoRE R
# Al LUl display ipv6 dhep client statistics fir 4 A& 2411 % )7 i G T B
[RouterA-GigabitEthernet2/1/1] display ipv6 dhcp client statistics

Interface

Packets

Packets

4-14

received
Reply
Advertise
Reconfigure
Invalid
sent
Solicit
Request
Renew
Rebind
Information-request
Release
Decline

GigabitEthernet2/1/1
1

O O U1 O OO O ul O O O Bk
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5.1

DHCPv6 Snooping

X i

o X&RA 4T DHCPV6 & P 3% 5 DHCPV6 IR 425 2 1], &k DHCPV6 & F 5% 5 DHCPV6 ¥ 4 X
B &f, DHCPV6 Snooping ¥ &8t B /& 7 b % TAE; X &{2T DHCPV6 k4% 5 DHCPV6 ¥
4k Z a8+, DHCPv6 Snooping % #£ 8¢ & /& 48§ TAE,

o RAFMALEZFET = BRI F o9 HA F2 MSR3600-28/MSR3600-51 ¢4 B &% — &40 k ¥ .

DHCPvV6 Snooping{gi /¥

DHCPV6 Snooping +& DHCPV6 12 4ahibE, HATan R ohfE:

1. fRIEE Pim M E AR AR 55 25 3R BUIPV6 btk

W 265 b an AEEFA B 428 1 A1 DHCPV6 Ikgs4%, W W] e 30 DHCPV6 % )7 i SREN AT 1% (1) IPv6
HERT BB E S8, WL IE R4S . T DHCPV6 %/ i RSl it 4%/ DHCPV6 45 %3k
HU1Pv6 i, DHCPV6 Snooping 24 B fui/F 4 sy 18 B A AR AT i AT ANE A3 1«

o fEATu I IE i R B R ) DHCPV6 i) 3.

o AME{Tuh 1 E] DHCPV6 k%5 88 KIL M N Z R G, FITiZisl.

E5-1 {5FimAFIEETRO

DHCPv6 server

DHCPV6 client Unauthorized

DHCPv6 server

" DHCPVBR &R

—

1 & 5-1 fif 7, /EDHCPV6 Snooping ¥ £ F 45 1] DHCPV6 IR 4% 4% 5 [ ()3 1 75 B 14 B 4 15 A5 11
o 1158 & o AME AR 1, AR IFDHCPV6 %% /7 i K g &5 I DHCPV6 IR 45 28 3K Bk, A
H 25 9B DHCPVY6G IR 45 28 TGk A DHCPV6 & 7 b 43 i Mk
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2. 1ERDHCPV6 & Fiw|Pv6 it 5MACHE LAY X [ 5K 7

DHCPV6 Snooping il i [l r DHCPV6 ## 3, il 5% DHCPV6 Snooping &5, HH A% % 1 5 () MAC
Ml SRICEN ) 1Pv6 Hililk. 55 DHCPV6 %% )™ sl 4 (1 3im 1 A 1235 1T Jess () VLAN 8545 Bl P44
PR AT LU ST display ipv6 dhep snooping binding #ir 4 &5 %/ S 3B 1PV6 il 5 5, LU
TARA T BRI 1Pv6 Mk, It HREA T BRI A

5.2 DHCPV6 Snoopingfit & 1F % &/t

#%5-1 DHCPv6 Snooping Bt B & B/t

BEEES HieA FERE
fi & DHCPV6 Snoopingltas i Wik 5.3
fic  DHCPV6 Snooping3Z#Option 185 Option 37T Tl ik 5.4
fii & DHCPV6 Snooping# il # 1) L nJ ik 55
FiC & 42 11 8)) 25 2JDHCPV6 Snooping 3 i) i K% H AJ ik 5.6
JA JHDHCPV6 SnoopingJDHCPV61HE K J5 [a| #) SC i A Th fig CIpvH 5.7

5.3 Bt &EDHCPV6 Snooping& A I &

Ji H DHCPv6 Snooping Dhfg, F1EfHAL & A5 T H AEHEGE T 15, a7 URIER P i MGV 1
AR5 28 3RE IPV6 Hudik, it DHCPv6 Snooping FEAINREN), TR, & 71f DHCPV6 %) ki
AE ML) DHCPV6 IR 45 253K IPv6 Huhil, 220K 5 Ak DHCPV6 R 55 s AHE 1) 1 % & A5 AT
gt 1, FHLCE W A R 5 DHCPV6 2 7 s AHEE [ s 1 DA 20 AE [A]— > VLAN N .

%5-2 fit & DHCPv6 Snooping E IRk

#HR1E

L RA

HEANR G

system-view

J& JIDHCPvV6 SnoopingThfg

ipv6é dhcp snooping enable

5L BT, DHCPV6 SnoopingZfig
AT R PTIRAS

HENFE AL

interface interface-type
interface-number

B 1 A % B:DHCPV6G IR S 2% 11 4: 1

1il & DHCPV6 Snooping T3
H

ipv6 dhcp snooping trust

BB, 5 FIDHCPV6 Snooping
DhReS, Bk T i 1 B A AMEAE
i ]

M RGEAE

quit

BEAFZ ORLK

interface interface-type
interface-number

e 1A % BEDHCPY6 25 7 i 42 1

CAlE) )8 A 1 [\ DHCPV6
Snooping# il i % J fig

ipv6 dhcp snooping binding
record

ALY, £ HIDHCPVe
SnoopingIZh&g)E, i I ) DHCPV6
Snooping & I ic sk I g Ab T 5 IR
P

AN




5.4 BLEDHCPV6 Snooping3z#Option 18F0Option 371 8¢

Option 18 % A #211IDIETH (Interface ID), DHCPv6 Snooping ¥ & i #IDHCPV6 % /7 i K% 45
DHCPV6 45 a5 BRI LS5, fEZMR P nOption 18 &M, Jf4% K4 DHCPV6 %45 M4
A5 AT AR P Option 18 3 10 1 175 7 ity 75 JEh B 48 25 38 (1) M ikt DHCPV6 2% 7 i 43 Pt IPv6 Hbtik . (] 5-2
J3Option 18 #EIi#% .

[E5-2 Option 18 A&

0 7 15 23 31
Option code Option length
Port index VLAN ID

Second VLAN ID (option)

DUID (variable)

T BIGRREQT -

. Option code: Option %i*5 .

e  Option length: Option “FEK & .

e  Portindex: DHCPV6 Snooping & Wi £ % 7 i i K 4R S 105 145 8

e VLANID: %)= VLAN{GE.

e  Second VLAN ID: # )2 VLAN {5 .

e  DUID: DHCPV6 % "3 DUID 5 &

Option 37 Fx AEFLIDIET (Remote ID), DHCPV6 Snoopingi%#5#:t #IDHCPV6 % ) i K% 45
DHCPV6 JIk 55 a4 IRiE KRS, AE1ZAR S inOption 37 1B, I K 4:DHCPVGE fijR55 % . Ik5s
i A L Option37 1 1 1 A X DHCPV6 % ) i i A7, % 73 L IPv6 il $i2 145 1y . [€ 5-3 2 Option
37 e TiA% .

[E5-3 Option 37 A&

0 7 15 23 31
Option code Option length

Enterprise number

Port index VLAN ID

Second VLAN ID (option)

DUID (variable)

F BRI R
. Option code: Option %" .
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e  Option length: Option FE K.
e  Enterprise number: {45 .

e  Portindex: DHCPv6 Snooping 5 £ 1% 7 i =K R SC 1493 1145 5 o

. VLAN ID: %2 VLAN {5 &

. Second VLAN ID: %52 VLAN {5 L.
DUID: DHCPvV6 & i [1] DUID {5 B o

=

# X F 49 Second VLAN ID FHE A Tk, 4R DHCPV6 R X F R4 Second Vlian, 1] Option
18 2 Option 37 ¥ 4L .4 Second VLAN ID A %.

#5-3 Bt & DHCPV6 Snooping 3 #F Option 18 #A Option 37 If&E

1RIE

A
AN <

LRA

HENRGHE

system-view

HEN Z 2 DK W g 1R 1]

interface interface-type
interface-number

JA JIDHCPV6 SnoopingsZ ##Option 18Iifig

ipv6 dhcp snooping option
interface-id enable

AL, DHCPV6
Snooping =z #Option 181f

REAL TR MRS
ipv6 dhcp snooping option BT, Option 181E
(nf3E) Ml & Option 183ET ' [)DUID interface-id [ vlan vlan-id ] T (FIDUID g A ¥ 4% 1)
string interface-id DUID

J& FHDHCPV6 SnoopingsZ##Option 371)jfg

ipv6 dhcp snooping option
remote-id enable

AL, DHCPV6
Snooping 3 FOption 371

ReAb T oGRS
ipv6 dhcp snooping option UL, Option 37i%
(A3 BEE Option 3731+ \)DUID remote-id [ vlan vlan-id ] string | Jii# [IDUID Jy A% % (19
remote-id DUID

5.5 Ft&DHCPV6 SnoopingZIn &4 Th &t

DHCPV6 Snooping ## fJd )5, %% Lidskffl DHCPv6 Snooping &IiH %%, Wik DHCPv6
Snooping 5 HAthkEPE (i IP Source Guard) fit &, I E k2 S 3w 2 krME ki@t DHCPV6
Snooping FRELENHI N 15, Bk 5 DHCPV6 % ) i AN AENRF B L 224k 2. 15 Vi In] 4%

DHCPV6 Snooping %Il # {3 L BEKs DHCPv6 Snooping % 1l {& £7 £ 45 % () 3C 171, DHCPv6
Snooping ¥4 i 5, H AR Z 0% . DHCPV6 Snooping %35, M ifii {#1iF DHCPv6 Snooping

RIAEER.

%5-4 B2 E DHCPv6 Snooping RI&Z 4 Ih&E

1BR1E

we

iLRA

HEANR G

system-view
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1RIE

3
4

LRA

5 E 17 DHCPV6 Snooping#
T A 44 R

ipv6 dhcp snooping binding
database filename { filename | url
url [ username username

[ password { cipher | simple }
key]]}

BATHILY, ORI E A SRR
PATAM AT, 2L RIfid ok — KR I
#re ZJh, WRARMHipv6e dhep
snooping binding database
update intervalfiy 4, #HERIEEAD
e, BRINAE00RD 2 J B A7 filt SC A
HARIURIKEAAL, WA IRUHT A7
A, WREE Tipve dhep
snooping binding database
update intervalfir %, #FRIKELR
A, U T S T ) RS s B it
SOy B RIUA KA, AT
WALk SO

(A3 K411 ) DHCPV6
Snooping R I RA7 2 H ' #a8
I SCeEH

ipv6 dhcp snooping binding
database update now

A4 U Kefih & — X DHCPv6
Snooping 7 I i &1y

(H[#) 7 JIDHCPV6 Snooping
R IGUAAits SCA PR R BT I T ) o

ipv6 dhcp snooping binding
database update interval seconds

AU, #DHCPV6 Snooping
RIAZAL, WIASKBHAFAE SO A
DHCPv6 Snooping I & £ 404k, Bk
INTEB00M Z J Il B At SCAF

Z

#47 undo ipv6 dhcp snooping enable 4-4-% 4 DHCPV6 Snooping % &/

, XELMIRETA

DHCPV6 Snooping &, XA #1i#4) DHCPv6 Snooping & J 4545 Mk .

5.6 BLEREOFI7SF S)DHCPV6 Snooping &I & A% B

T AS P B AT DA PR I 1 30 A %% 5] DHCPV6 Snooping IR (K KB H , LA k3 L2 5] 31 K
DHCPv6 Snooping &4, L2 M RG 7Y,

#5-5 BB O#1755% 3] DHCPV6 Snooping RIA R A E

BE we WEEA
SN system-view
. - interface interface-type
MR interface-number
RUTE P 184525 2] DHCPV6 ipv6 dhcp snooping AL, AW O3 A ]
SnoopingZR I 1) i K% H max-learning-num number DHCPvV6 Snooping=& i (1%L H

5.7 JAFDHCPV6 SnoopingHIDHCPV6iE 3k /7 a4k LA B I g

A IR K A& DHCPv6-Renew. DHCPv6-Decline #1 DHCPv6-Release = Fi DHCPvV6 i3k J7 [1]
BT, LA - ARV P i O i X = R SO 6 DHCPV6 R 4% B2k 4T3 o
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thi& DHCPv6-Renew i SC BT R TR Bt # H 78 5741 DHCPV6 %% )i, 1] DHCPV6 JIk 55 #% A1k
thi& ) DHCPV6-Renew R 3, 52 DHCPV6 lx%5#5Fl DHCPV6 & ) iy JoiZ:44 M 1H O s S S i)
FEI8C 1PV6 HlEFLZ) . W RSt ' 7o ARl DHCPV6 %5 ) i A 2% K £k 3 i) DHCPv6-Renew i
X, MESHAE IPve Hihibgh KA 5 ], DHCPV6 R %5 23 %A /L 05 [t ik 73 i 45 81 ) DHCPV6
& i o

£hi& DHCPv6-Decline/DHCPV6-Release i XK i ¥R Mt B 78 5151 DHCPV6 % /', 1]
DHCPV6 JI} 2% 2% & 3% th i ) DHCPv6-Decline/DHCPV6-Release 3, 5% DHCPV6 JIR 5% 244t i
&k 1Pv6 il FLZY .

7t DHCPV6 Snooping %% I i3 Ff DHCPV6 i 3K J7 [ 4 SCRL B Dy g, v LA 20t By 1E£4 1 DHCPV6
SR J7 AR S Mt . W T %A, ) DHCPV6 Snooping &3] FiRIR )G, #a A
JE T AFAE 5% K 7 104 SCULEL ) DHCPV6 Snooping #£3i. #i47E(r, WHEKR 15 B 5 DHCPv6
Snooping i fi5 8 — U, W hiZIR I AL DHCPV6 i3k 7 4R 3C, #5H5E K 45 DHCPV6 fiit
5oty A3, CHIZARSCN Db DHCPV6 15Kk 7 4R, K5I EFE . BHARLAAE, WEA K%k
AR, KR Y5 DHCPV6 iS55 .

#5-6 /2 DHCPv6 Snooping B DHCPV6 ik 77 a3k LA B Ih gE

#BR1E we i)
WANRGAE system-view -
AR O interface interface-type )

interface-number

SR , v6 SnoopingH v
415 T, DHCPV6 Snoopingff/DHCPV6

E}:HDHCP\/G SnoopingE(J i0v6 dheb snooping check %*h[’lﬂ?&i*ﬁﬁmﬁﬁ&i?%l‘ﬂ%%&
DHCPVBI ekt | (B oD o e JUREAE 2 BRI B 1 FIDHCPVG
ihe Snooping{IDHCPV6IF 3k 75 [ 3] 30K 75 1)

&b
He

5.8 DHCPv6 Snooping & R Fi4E

e EIRBCE 5, A EME FHAT display 41T L s DHCPvV6 Snooping IFEC & 1, 1H
A E W B E AL R R .

TEF A T AT reset v 4 1l LU B DHCPV6 Snooping 15 & .

#5-7 DHCPV6 Snooping & RF14E4p

#B1E we
27RDHCPV6 Snooping 1T 1115 & display ipv6 dhcp snooping trust
£7DHCPV6 Snooping #7i{ . display ipv6 dhcp snooping binding [ address

ipv6-address [ vlan vlan-id ] ]

i 7RDHCPV6 Snooping % 3 #4317 & display ipv6 dhcp snooping binding database

27RDHCPV6 Snooping# % L FIDHCPV6#i L4t = K

(MSR 2600/MSR 3600) display ipv6 dhcp snooping packet statistics

5 7"DHCPV6 Snoopingi& # - FDHCPv6{i X4t {55 | display ipv6 dhcp snooping packet statistics
(MSR 5600) [ slot slot-number ]
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1RIE we

A . = reset ipv6 dhcp snooping binding { all | address
if7FRDHCPV6 Snooping £t ipv6-address [ vlan vlan-id ] }

. — : g _ _ o
na;(Ejgggggg;;%oggggiﬁiﬂﬁDHCPVG}&I it reset ipv6 dhcp snooping packet statistics

i FRDHCPV6 Snooping# # L NDHCPVEHi L 4iil{5 5 | reset ipv6 dhep snooping packet statistics [ slot
(MSR 5600) slot-number ]

5.9 DHCPV6 Snooping 2L it & 2445

1. M TR

Router B iifiid LUK M 1 GigabitEthernet2/1/1 &4 3475 DHCPv6 45 #%, 381 LUK W i 1

GigabitEthernet2/1/3 # #; £ AE72: K 45 2% , il i) GigabitEthernet2/1/2 4% %] DHCPV6 % /7 Jifj  B3K «

o 557 DHCPV6 45 S5 AHI%E (13 1 n] LU & DHCPV6 JIR 45 25% Fma B 4 S0, i et D AN
DHCPV6 Jilt 45 #% B M N 4R 3 o

e i3k DHCPV6 % /i IPv6 Hidik 2 MAC Huhik 45 5E % % o

2. A [E

[E5-4 DHCPV6 Snooping B/~ = &

S5 Router A
P2LW DHCPV6 server

Router B
DHCPv6 snooping

DHCPv6 client Unauthorized
DHCPv6 server

3 EMELE

# )3 H DHCPv6 Snooping Ht.

<RouterB> system-view

[RouterB] ipv6 dhcp snooping enable

# Il & GigabitEthernet2/1/1 %t 11 4 {5 AT 5 11
[RouterB] interface gigabitethernet 2/1/1

[RouterB-GigabitEthernet2/1/1] ipv6 dhcp snooping trust
[RouterB-GigabitEthernet2/1/1] quit

# 7t GigabitEthernet2/1/2 | )i [ % 4K W Thfig.

[RouterB]interface gigabitethernet 2/1/2
[RouterB-GigabitEthernet2/1/2] ipv6 dhcp snooping binding record
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[RouterB-GigabitEthernet2/1/2] quit

4. BB E

B 5e %), DHCPV6 2% 73 W BE S 570 DHCPV6 It 45 2% 3R EX 1Pv6 bk A H A il & 5 B, ik
DHCPV6 JIZ 45 #5514l DHCPV6 % )7 5 43 Fid IPv6 ik A A it & 45 5. . BL{# /1 display ipv6 dhcp
snooping binding fir4 AJ LLE& A A= Hif) DHCPV6 Snooping %I,
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I S o RE Tk 5:2 - LT PP 1-1
1.1 IPVG FRTH L S AT A1 e veveeereesesessese sttt bbb 1-1

1.2 BB IPVG RTHHE 2 oveereereeresseiteiteit ettt bbb bt 1-1

1.3 1PV BB S T TR T <o vve ettt 1-1

1.4 IPV6 FH L 7 BT S venveneereeneere sttt 1-2
1.4.1 1PV6 FEIIE S BT JEER BB evrveereeeeeeeeeecessse st 1-2



1 IPv6 HRIEH: K&

1.1 IPVEIRIREE & B9

TROCHE RS R A MR RE I — DO FR bR . F IR AR, R — MRS, RIS
H r ik 5 R b 5 2 VCRC B 1, ARG fE — BRI R AR, [R)I IR S de e e i 22
AR P BORAT RS, B R AT K.

P B R R A R MBS, SR T3 TR m AR

IPV6 PLidife K Afi 6 Je4l (U IPv6 Mtk H (1) IPv6 Mkt Y5 05, H G105, M5 VPN
SERIAFRD RAR RSB . I — AR BRI S — MR OCE I A R R RS, AN R A
SKE B SR B R R AT TP PO R R, B RS AR SO T LUl i A R DU R R AT
R o IEFEAE RGN T 1PV6 FRSCIHEBA SRR, 9/ DR ST (% A B IR), 3w 1PV6 R SC IR R A%

1.2 BLEIPVEIRIEL:E %

F1-1 BLE IPv6 [RiE %

1#1E we

AR

BENRGHK

system-view

TF R IPVe TR e K 41 38 I fie

ipv6 fast-forwarding
load-sharing

A TEDLT, IPVEPIE L & 13K I
HINREAL T FF R RS

T B 1PV 6 PRI A e 3 T 11 2 A4 B i)

ipv6 fast-forwarding aging-time
aging-time

B UL T, IPVEUE A e TR 1
AL TE] 4 30FS

1.3 IPV6IRIEGE A& B~ FALE R

SN EIRECE G, EEEAE N AT display iy 1] LLE R IPV6 PRI & B S G is 47550, 1l
WA E Bonls BIUER & R
EH PR R AT reset fir 4 a LATE B IPV6 Uil ke & mh it i 2% .
F1-2 IPV6 RiREE A B RFOLETR
1B4E W

EIRIPVE RIS KR A5 K (MSR 2600/MSR
3600)

display ipv6 fast-forwarding cache [ ipv6-address ]

display ipv6 fast-forwarding cache [ ipv6-address ] [ slot

== i 4 Y =f=
WIRIPVeHH L A K (5 5 (MSR 5600) slot-number |

S IRIPVE PR IEUE K T ) 22 AL I []

iHERIPve g & £ 15K (MSR 2600/MSR
3600)

display ipv6 fast-forwarding aging-time

reset ipv6 fast-forwarding cache
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1RIE we

T BRIPVe P k%15 B (MSR 5600) reset ipv6 fast-forwarding cache [ slot slot-number ]

1.4 |PVEIRIRE: %4 H B L &F 25451
1.4.1 IPv6 [RiEEE & B F 2445

1. HMFER
7 Router B |5z IPv6 BRI FE % .
2. AW E
El1-1 BLE IPV6 [RiE%E % 4H M
GE2/1/1 GE2/1/1 GE2/1/2 GE2/1/2
% 2002:1/64  2002:2/64 % 2001:2/64  2001:1/64 %
Router A Router B Router C

3. METE
(1) & Router A
# ICE 1 1Pv6 Ml

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ipv6 address 2002::1 64
[RouterA-GigabitEthernet2/1/1] quit

# U S

[RouterA] ipv6 route-static 2001:: 64 2002::2

(2) T Router C

# FCEH 1) 1PV6 Hidik

<RouterC> system-view

[RouterC] interface gigabitethernet 2/1/2
[RouterC-GigabitEthernet2/1/2] ipv6 address 2001::1 64
[RouterC-GigabitEthernet2/1/2] quit

# MO E RSB

[RouterC] ipv6 route-static 2002:: 64 2001::2

(3) Hc® Router B

# ffifig 1Pv6 PROEFL K I)RE.

<RouterB> system-view

[RouterB] ipv6 fast-forwarding

# FCEH 1) 1PV6 Hidik

[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ipv6 address 2002::2 64
[RouterB-GigabitEthernet2/1/1] quit

[RouterB] interface gigabitethernet 2/1/2
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[RouterB-GigabitEthernet2/1/2] ipv6 address 2001::2 64
[RouterB-GigabitEthernet2/1/2] quit

4. iR B
# 1& Router B & IPV6 Pl k3K, XM AR PEFERI, 580

[RouterB] display ipv6 fast-forwarding cache

No IPv6 fast-forwarding entries.

# M Router A I ping Router C f] GigabitEthernet2/1/2 £ 1 IPv6 Hilil:, SIS N 2R .

[RouterA] ping ipv6 2001::1

PING 2001::1 : 56 data bytes, press CTRL_C to break

Reply from 2001::1
bytes=56 Sequence=1 hop limit=64 time = 69 ms
Reply from 2001::1
bytes=56 Sequence=2 hop limit=64 time = 1 ms
Reply from 2001::1
bytes=56 Sequence=3 hop limit=64 time = 1 ms
Reply from 2001::1
bytes=56 Sequence=4 hop limit=64 time = 1 ms
Reply from 2001::1
bytes=56 Sequence=5 hop limit=64 time = 1 ms

--- 2001::1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/14/69 ms

# 7t Router B ¥ & IPv6 PLiift 3k, O vPtRm, BonfERuT:

[RouterB] display ipv6 fast-forwarding cache

Total number of IPv6 fast-forwarding items: 2

Src 1Pz 2002::1 Src port: 129
Dst IP: 2001::1 Dst port: O
Protocol: 58

VPN instance: N/A

Input interface: GE2/1/1

Output interface: GE2/1/2

Src I1P: 2001::1 Src port: 128
Dst I1P: 2002::1 Dst port: O
Protocol: 58

VPN instance: N/A

Input interface: GE2/1/2

Output interface: GE2/1/1
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1 g
1.1 FFIE#ELA

Bt s AR T AR, B b 9 2 B LSO T At X % WS I B S s e e A i, AR R

7 WY 285 TR AL o 2% IS TR B 4R SO AR I 28 TR AR R B A2, FR R RS T o BRI S — 4k R AR IR o) s 2,

i 05 11 A ity T B0 A R SO AT B 3 S i 3 . B R AR e T RS 2 AR A iR e

4t 7

B e A AT BL R &

o ENIUERAR, S IPv4 R IPV6 M4 HIE, 1 IPv6 over IPv4 FEIEHA o

e f% VPN(Virtual Private Network, JEFL%& M), 41 1Pv4 over IPv4 [%iE . IPv4/IPV6 over
IPV6 [%iE . GRE (Generic Routing Encapsulation, /11 H13:2%%) . DVPN(Dynamic Virtual
Private Network, #ZELE ML) Hl IPsec BFET AR . GRE. DVPN KA/ 441 it &
HMNS W “ ZJEER-IP LA ESR T 1 “GRE” il “DVPN”; IPsec IFIAH A 24 FIAL
HIES N “ZAeiERS” TH “IPsec”.

o SKHIURE TR, WM T A B HZE, W MPLS TE (Multiprotocol Label
Switching Traffic Engineering, £ Pr{Frid 2 ¥ TRE) o MPLS TE A/ 23 FIC &
Z W, “MPLS FLESRS” I “MPLSTE” .

A HA4 1Pv6 over IPv4 %18 . IPv4 over IPv4 [%iE . IPv4 over IPv6 [%iE F1 IPv6 over IPv6 %1 .

WITCRER UL, R ST I BETE BRI HR S % TE

1.1.1 IPv6 over IPv4 [i%i&

1. IPV6 over IPv4 f%ig B8

ul & 1-1 FioR, 1Pv6 over IPv4 B5iE 2 1EIPV6 iR SCRTE%E BIPv4 RSk, Wt BEIE(FIPVE
WO EIPVA %%, STELEE S HIIPV6 4% Hl . IPV6 over IPv4 [ i i (1) 15 £ 06 25 5 H¢ 1PvA/IPV6
XK, BRI S IPvA FiCFPV6 1.

E1-1 IPVv6 over IPv4 [#iE R I E

IPv4 header | IPv6 header | IPv6 data

IPv6 header | IPv6 data IPv6 header | IPv6 data
_ o ,S D\/4 0 :5 _ o
IPv6 over IPv4 tunnel
Device A Device B
IPv6 host IPv6 host

IPV6 over IPv4 [%E % H SO A BRI R 4 T
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(1) 1Pv6 PZE R FHLAI% IPV6 H] 3T, 1R SCENIABEIHE (15315 15 % Device Ao

(2) Device A Rt 22 2 e R SCELE L R 3 T RS, AE IPV6 R SCHTE2E L IPv4 R SC
Sk, T L BRI A SE PR ER R LR AR ST R 2 o IPVA 4RSSk T R TP bl Jhy B P s L -
H 1) 1P Mk >y B% 3 ) H s bk o

(3)  BPEeR SCim I R IE BIAREIE H (v ik & (BUFKREIEZ R Device B, Device B A Wi 4Rk
SCIH R AR5, R OSCIEAT i e

(4) Device B MR fiF %% 5 (1 1Pv6 HSC I H ff ik 4b BE 2% 1Pv6 #3C . Wi H g 2 A1 %%,
WK 1PV6 HR 4, 2 Eh A3 A, Ak fh R E R 1% IPv6 R 3C.

2. IPv6 over IPv4 fzjEHE

FRARE B0 2% 5511 1PV MR SREC AR, BRIE 5y “ P& bEiE” A« H 3R%iE 7.

e A IPV6 over IPv4 FEIE 2% £ IPvA HiliEASREM 1PV6 R SCIV B Btk B Zh3REL, 72T
FLRCE, EXFEMRRERCh Nl g REE .

o WPV R OCH H AL RN T IPVA HikE, R LU 1PV6 i SC I H sk b [ Sh kb
WSS IPvA Hihl, IXFEIRRERRA < B 3hbgiE 7,

W2 1-1 s, ARAEXFIPVE R SCI e 7 K ATE, IPv6 over IPv4 BEiE 7k LUK JLFPR

% 1-1 IPv6 over IPv4 B5ERE R

RRE R R ERR B & iR/ B B9 im it IPV6 #R3C B Byttt #&

Pl H (st bk 2 T TRCE 1 1PvA
Mk

fil &% | IPv6 over IPVAT-B %18 W8 R IPve L

IPvAsfE A IPveRihl, A% A
Pk F CECE KIPvakbik, H | ::IPv4-destination-address/96
S A i Hrfr, IPv4-destination-address
FEORBEITE 1 F 1 ity 1k
6toddbhi, FHAxX k.
2002:1Pv4-destination-address

IPVASZ5IPV6 [ 5 k% i

P hE oy T TR ) IPvAsihl, H

s T . 3 /48
b | SOAEE RS LA

Hrr, IPv4-destination-address
FoRBEE I H (1t Hbdik
ISATAPHusIE, HA%=N:

ISATAP (Intra-Site o . o

Automatic Tunnel VRt o T TGS fIPvastilil, H F:sg;(egs‘r/’g : E:IPv4-destination

Addressing Protocol, 3ifi s | 13 il A 7 i

W A BhF%E -0k PO B E H:r1, IPv4-destination-address

AR EIE 1Y) H 1) ik

(1) IPv6 over IPv4 F-Z)jf%iE

IPV6 over IPv4 T2 %18 f& o 21 s 2 [ A RE R . N T3l 5 1 5 BEAE % 38 1 g T T4 o B 10 (1) 50 o
FH s H k-

F-BN b AT LA ST A IE B P4 45 HT 1PV 265 1 19 /N 10 25 85 P i 2 101, SEIILRR 251 1PV6 ) 265 15
IPV4 RIE&IEAE: tr] DLEE S AR Gk 28 A0 IPVA/IPVE XURE ML 0], SCELRRESIK) IPV6 4% 1
IPv4 2% 15 XUk LA

(2) IPv4 % IPv6 [ 3)k%iE
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IPv4 He2% 1PV6 [ a5 18 2t o5 31 22 T AR o B P9 oK AR R 1K) 1Pv6 Mtk : 1Pv4 7% I1Pv6 Hihik,
HA%AH: 0:0:0:0:0:0:a.b.c.d/96, M a.b.c.d & IPv4 Hitik. W LIX MR AR 1Pv4 Huhlknl Bl A 3)
iff B T 11 H () sty sl o

IPv4 375 IPv6 H BB TR H . (2, e IPva 375 IPve ik, RHA] IPv4 Ffe %%
IPV6 [ ) B 015 ¥ =LA o 0 00 LAT A ERME— 1) 1Pv4 Hiuhl, TEVEAR ¥ IPv4 Hihik 2 (A FE R )
W, A7 AE 3 1) Js PR

(3) 6to4 f%in

o % 6tod pFiA

6tod ¥ e MBI L M E ARG, TEE AL GK bty E, M1 IPva M%ERE LA IPve
IE

6tod BEiE W iR FHARF IR 1) 6tod Hutik, 1Lk%0h: 2002:abed:efgh: 1 5811 1D/48, . 2002
FoREEN 1Pve HuliERTSE; abed:efgh A 16 BEHIZFEIRM IPv4 Hihk (40 1.1.1.1 7T AERIR A
0101:0101), HIkME—Fril—A> 6tod M C(UnS 1Pv6 AL i HLERR ] 6tod Husik, WJix IPv6
U FR A 6tod N 4% ), 6104 W 245 (110 L % 1t a1 42 IPvA I 266 (142 11l ik 75 200 5 Ik 1Pv4 Mtk
T HRAE 6to4 MR T ISR ID JERIBR IR T — AN EHLE 6tod LN AL E .
T 6tod HuhikH i K 1Pv4 Mtk m] L Sl e BT 0 28 s, (RS IE 13 N AR 5 (.

6tod Hutil b R A — AN A ERME— 1 IPv4 HibAR R T —> 6tod W&, Sellk T IPv4 545 IPv6 H 3 f%iE
(1) Ja3 B

o 6to4 4k

6to4 B&iE H B H T R4 4 2002::/16 (1] 6to4 2% 2 [8] )l , HAE IPv6 X 2% bt 25 5 2001::/16
XL 1PV Mz ttihil. Oh 1 SEI 6tod 28 RIS IPVE INESIHIE S, Wil — 6tod i t#stEN
WS R F) IPV6 LS RS, X A I A YA 6to4 4k (6to4 relay) % Hi#s.

WIRE R, 1E 6to4 M4 12k % Device A _EICE —4 3k IPv6 M4k (IF 6t04 RIZ%) (i
A, T—BkHbhE45 M 6tod T4k Hi % Device C ) 6tod ik, XA, BT 2:451% IPv6 L% 1)
L HR Ll e A ) 6tod Hh ki %, 2 5 1 6to4 kg th# i & 2] IPv6 M4, I S2H 6tod
W25 55 1PV6 [ 4% [ .38 .

El1-2 6to4 FFiEFN 6tod H 2k R IH &

6to4 router

6to4 network

6to4 network
Site 1

IPv6 network
Site 3

Device C

(4) ISATAP [%iE
ISATAP BEIE & /5 22 S A SIREE AR, 24 IPve EHLELL IPvA 4N IPV6 444 T —ANEg
LRI T %6 o
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1.1.2

fiiH] ISATAP [EIERT, 1Pv6 LI H M HEEER IR Y ISATAP ik, ISATAP Hhilibkg 8
Prefix:0:5EFE:abcd:efgh/64. ., 64 £ Prefix AAF&EN IPv6 Bl ii4:: abcd:efgh
I H] 16 BERIF R 32 47 IPvA Mkt (41 1.1.1.1 7T BAZK R4 0101:0101), % IPv4 HihbASTR 45k
ME—. I ISATAP ik R 1PvA il ] L Sl e BEE i 2% i, AR e i gt S R i
ISATAP [i%3E 2 H T 851 1Pv4 W48 1E IPv6e EHL S LS a2 7], PIANIL Sk th s 2 [ Sk
.

[E]1-3 ISATAP [FiERIEE

IPv4 address:
2.1.1.1/24

IPv6 address:
FE80::5EFE:0201:0101
3FFE::5EFE:0201:0101

IPv4/IPv6 host

IPv4 network

ISATAP tunnel ()¢

IPv6 host ISATAP router

IPv6 network

IPv4 over IPv4 [&xiE

1. IPv4 over IPv4 BEE TR 7Y

IPv4 over IPv4 [5id (RFC 1853) J&Xf IPv4 HUCHHATEEE, 15— IPv4 IS 13 SCREREAE o) —
AN 1Pv4 M2 rh AR, Blhn, 1547 1IPvA TSP AS 7 AL T AR I X3, HLIX P A 7~ 9 #0A FH AL
W HER, T LUE 2R ST IPv4 over IPv4 BEiE, SZELP AT 1R B G

2. IR HER B4
E1-4 IPv4 over IPv4 % E[RIR[E

IPv4 header | IPv4 header | IPv4 data

IPv4 header | IPv4 data IPv4 header | IPv4 data
= Dyv4 netwo ,5
= 0 = 0
IPv4 tunnel
Device A Device B
IPv4 host IPv4 host

ROCAEREIE AR A S R AN RS, DL ] -4 D DE I P A T

o HFEIFE

Device A iE#; IPv4 EHUITAE M W] IPvA R30I, #5630 /1 IPv4 DRk AbHE . 1Pv4 MY

FRARSE 1PVA 3T Sk mh (1) B ) bk P 72 SC 7 B0 Ik s 1 AT 3 A, MUK AR SR 4 Tunnel #2111,

Tunnel RSO, 16 IPv4 RCHNFFERE—A IPv4 -3k, B4Rk 1Pv4 ik

S BEE R hE,  H K 1PvA Bk R BEE 1Y B il . B 5E iR R CCE IS4 IPvA PR

LEBE, 1PvA T SARARES DN IPvA KB Fe i th 32, BRI,

o fREPAELFE

fiff st e ok FE R B 2 FEAH /2 . Device B Bz I E] IPv4 #1505, 4 ILI4S] IPv4 Hhilltkk b #E . 1Pv4

PSR A FCR 1) 1PV SR S . iR ST 4 (ROREREMHRSCH 1Pv4 30,
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Kt 1Pv4 % SCRIE B BETE A HIEA T A da b Ab BE o fift 6122 I 1) 1PV SR SCKE SEFT 2 21 1PvA Bk
BEAT R AL B

1.1.3 IPv4 over IPv6 f% &

1. IPv4 over IPv6 B% i8R

B 1PV6 MIZSIH) V2 2, 1Pve L4 BBt 1IPv4 4, (G4 1 S . MR IPVE M2
R 1PvA I ZKE T IR, 75 BT 1IPV6 4 LIl . 1Pv4 over IPV6 BB 7E IPv4 4R 3C_EE4E IPv6
PRIk, T RETE AT 1Pv4 078 IPvE k2%, NI SEHILE I IPv6 4% 345 08 25 1) 1Pv4 M 2% 1L
5

E1-5 IPv4 over IPV6 fi & 5 IE &

IPv6 header | IPv4 header | IPv4 data
IPv4 header | IPv4 data IPv4 header | IPv4 data

;

122 )s

PVO ne 0
IPv4 over IPv6 tunnel

Device A Device B

IPv4 host IPv4 host

IPv4 R SCAE RS AL 28 ok B 2 S A 2w Nl R, DAL 1-5 DA BB AN ek

o HPREHFE

Device A ZE4% 1Pv4 [ 45 (145 FTICR] IPvA R SCSE , 15628 T IPv4 PSRk AR BE o IPv4 PR SUERAR B 1Pv4
FRIC S (1 H ( hk  WiZARSC T Bl I PRI AT A, PR RSO R 45 Tunnel #2110,

Tunnel 3 LSRR STE RN 1IPV6 R30Sk, 1Pv6 R30Sk 1Pv6 il Ay B v ik, H (1
IPv6 itk s IE (1) H I m itk o 350258 G RS04 IPve AR BE . IPVE PR EURYE 1Pv6
ST 1 H 1 Rk F e e e A e AR S

o fREPRELFE

fif Ao e e R R e i R AT e o AIZEHZ 1PV I 5% 1) 42 T U 31 1P V6 it SC i, 5 L2 21 IPv6 PSR
IPV6 BMSCBLERAS 5 1PV6 HROCE LML . 5B LM BN IPv4, R SCHE N B Ab BEAS e 1t
ITIRERE AR B o R EIRE 2 JE 1 IPVvA FRSCHEIETE IPv4 PR SCBEERE AT — IR % b 2

2. IPv4 over IPv6 BF B85

IPv4 over IPV6 %17 4 LR JLFRE A :

(1) IPv4 over IPv6 F-alif%iE

IPv4 over IPv6 T2 b1 7 22T A lc & b 8 HJ5F0 H (1 1Pve Huhl, DUEAR S L E I HbE7E 1Pv4 it
A IPV6 ROk, H R SCRETE R R IPV6 4% . IPV4 over IPV6 T IE & s B
(1) PV % o

(2) DS-Lite f%i&
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DS-Lite (Dual Stack Lite, #mZWHR) HiREEE T IPv4 over IPv6 FEiEH KRR NAT (Network
Address Translation, Mgt FoAR, FIHBEIE R AR SLIE L 1PV6 M 4% %58 2 1) IPv4 [
2%, FIH NAT BEARSZEUAN R I H 48 321 [\ 1) 1Pv4 itk 25 10], 2% 1Pv4 Mk ) #E S 3 E

[E|1-6 DS-Lite AW E

Internet

ISP core network

Subscriber network

DS-lite host

Private

IPv4 network DS-Lite tunnel ( )

IPv4 network

IPv4 host IPv4 host

U & 1-6 fizn, DS-Lite 2% -5y JLAN BB/ 21 ik

e  DS-Lite fFi&

DS-Lite f%i j& B4 %451 AFTR 2 [l f¥] IPv4 over IPV6 %3, FHRS2H IPv4 FCES R 1PV W 2% 4%
o

e B4 (Basic Bridging BroadBand, AN ) &

B4 WA A T H P &), k3432 ISP (Internet Service Provider, I MRS HEAERT ) P25 (1)
W, WH R IIM . B4 A4 DS-Lite BEIE 19— ANifi A, STk 411 1Pv4
SCIFRERL 1PV6 $ LRI L BEIE 1) 5y A i med s 7] I K AN B TEFSC R 11 1PV6 R SCRF BF 6 AR 1Pv4 #5C
RIELE 4

FELGH P L ) ENLAR T LAE ) B4 9%, EIOERR] ISP M4, XAERFHLFK N DS-Lite F L.

e AFTR (Address Family Transition Router, il # % %)

AFTR /& ISP M4 1) 45 AFTR [FIIAE K DS-Lite % iE v £ A NAT MG 5%

AFTR M DS-Lite PRI E] B4 BE4& KX IPv6 R )5, Hi% B4 B4&4rAC Tunnel ID, JFfidsk
B4 B4 11 1Pv6 Huhik (HRSCH YR 1Pv6 Hihik) 5 Tunnel ID (XN 5% &R . AFTR X IPV6 ) SCiEAT
e, A AR S T P AR SCIOYR 1Pv4 Mkt (FARIMBAE) #648h AMIHhE, 55 30 1)
RICRIEL H ) IPvA AL AFTR 3EAT NAT 40y, [AIlidsk NAT BRS¢ & F Tunnel 1D, DUE
SEIAAN[R] BA LA EF I W 4 ikl v DU &

AFTR R H (1) 1Pv4 ENLR BN ZR S, ¥ HIE 1Pv4A Mkl (2 RHbED 4 k5% B AL
Hiuhk, HARYE IS I Tunnel 1D SRIBOA N B4 15245 1) 1PV6 Hidik, 1 2 322 )5 1Pv6 i ST H (1 ko
AFTR ¥ NAT #2405 (IR SCERRE R 1PV6 4R SOl piE & %45 B4 B4 .
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Nl

N
DS-Lite R 3 P ML A ¢ IPv4 A EFhi5 Bl W L6 IPv4 AL oM B IPv4A ZHRGE E3)
TR P R 6 IPvd AL,

E|1-7 DS-Lite $f 3044 712

30.1.1.1/24

10.0.0.1/24

10.0.0.2/24 1:1/64 2::1/64 20.1.1.1/24

Private

IPv4 network IPv4 network

IPv4 host IPv4 host

IPv4 dst: 30.1.1.1
IPv4 src: 10.0.0.1
TCP dst: 80

TCP src: 10000 _ IPv6 dst: 2::1
> IPv6 src: 1::1
T |Pvd dst: 30.1.1.1
N :
: ﬂl‘?‘f"6 : IPv4 src: 10.0.0.1
WK rep dst: 80

TCP src: 10000

P iR ESHIPV6 | 1Pv4 dst: 30.1.1.1
DMK, Wb ipvasre: 20111
P ATNATEH: © TCp dst: 80
........................ TCP oo 5000

IPv4 dst: 20.1.1.1
IPv4 src: 30.1.1.1

TCP dst: 5000

IPv6 dst: 1::1 < TCP src: 80

IPv6 src: 2::1 s .
IPva dst: 10.0.0.1 ;| HEATNATH
IPv4 src:30.1.1.1 : R

TCP dst: 10000 | IPV6R3Ck

TOP src: g0 e

IPV4 dst: 10.0.0.1 777
IPvd src: 30.1.1.1 | HEIRIPVG
TCP dst: 10000 :  1H3Ch

TCP src: 80

SR ST () W) B £ A A B4 W45 I, 4ROSCHE J ik FE b IR H P abctik  Y5R0 B 1) 115 1K A% 4k
1-7 e ORISR O IR -

o B4 WA AFTR SR SCHEAT SR Ffift dt 55

o AFTR X} IPv4 0 T NAT 4.

Z

DS-Litel#i& X #F6gNATAE 3 7 X 3% #%AHu448:. NO-PAT (Not Port Address Translation )
X A=PAT (Port Address Translation ) 42X 693h Suabded, B 1-7 Ar = APATAE R 49 2) A3t
Wi, 2R HAMNA R REB4 X &5 A P M&KIE R T &, FEDS-LitefiE 8 —f& 4% A
WA, A ANATHEBNSE, FAL “ZEHAR-IPLEHEEILT” T4 “NAT” .
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1.14

1.15

IPv6 over IPV6 [ixi&

1. IPv6 over IPv6 BEi&E &

IPV6 over IPV6 [i%18 (RFC 2473) &%) IPV6 R SCIFAT B4, M Loyl BSOS RES 71 7 — 4> IPV6
W2 b AL, B S AR OCRI 1PV BRIER S, i, G SazAT 1Pv6 WRasLiry A~ 9 (1) 9 28 ik A
T ER ) IPve Mg rh, IR LLE I 57 IPV6 over IPV6 F%iE, SEEILZE PSR4 A 0 2 i ik ANk
HEER G OLT AP0 FLE .

2. MNHE R B

E1-8 IPv6 over IPv6 F%iE R IE [E

IPv6 header | IPv6 header | IPv6 data
IPv6 header | IPv6 data IPv6 header | IPv6 data

IPv6 network

IPv6 over IPv6 tunnel () e S

Device B

network A

Device A

IPv6 host IPv6 host

IPV6 R SCAE RS AL i 20 ik ke S B B N R, DL [ 1-8 DA B B AN i

o ARG

Device A JEHEMZE A 3 R IPV6 3G, B /EACH IPV6 Uit 2. 1PV6 P isUs AR 4
ST H 14 1Pv6 bl ) Wi 4R SC 75 B ik BRI BT R, WK e SO R 45 Tunnel #2111,

Tunnel £ WA SCSS, 4 IPV6 R ST B —A IPv6 0k, B2 1IPve Sk i IPve 1
ik B s Lk, H R 1PVe kil S BRI (1) H )ik o 4525 58 R R R OCAS 4y 1PV6 AR AR B
IPV6 BMSCEEERAR TR 1K 1Pv6 433k 1) H 1 bl 2538 A G o] e i bR S

o fREIEETFE

fiff st bk AN R FRAH S AN IPV6 48 2 1 B 1RSI 2] IPVE BB . 1PV6 P RS LA,
% 1PV6 RSB A SRR . 5 B A A 1PV6, TR SOk AR 3 A PR B3R 4 T i) 2 b
fif o 28 2 I PR AR SO R AT A N PR P USSR AT — it b A B

HELSE

B BETE A R ONTEA

. RFC 1853: IP in IP Tunneling

. RFC 2473: Generic Packet Tunneling in IPv6 Specification

. RFC 2893: Transition Mechanisms for IPv6 Hosts and Routers

) RFC 3056: Connection of IPv6 Domains via IPv4 Clouds

. RFC 4214: Intra-Site Automatic Tunnel Addressing Protocol (ISATAP)

. RFC 6333: Dual-Stack Lite Broadband Deployments Following IPv4 Exhaustion
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1.2 BFEEEESEN

FR1-2 BEREEISEN

FEES 15% AR AL E
it & Tunneliz 1 ik 1.3
L& IPv6 over IPVATF- )% 1E 1.4
fit & IPvASfE 2R IPV6 H Bl 18 1.5
il & IPv6 over IPvAEiE
fit & 6to4fE iE 1.6
e ISATAP% 18 1.7
Q Sy > :H: .
Fit i 1Pv4 over IPvA it WAL, EER 18
it & 1Pv4 over IPV6T-3))p%iE 1.9
it & 1Pv4 over IPV6%iE
fit. & DS-Lite % & 1.10
i E1Pv6 over IPV6F%IE 1.11

1.3 L& Tunnelizd

BE I B B b, TR AR =280, B Tunnel 3210, DUSE B 1 55 16 1 46 FUF Tunnel
B BIEARIC S PIFAEHER A BEE (4R 3C

AL Tunnel #2 I, T8V ERAE MSR 5600 b, & el i iy, d 7 7E B asmoliss i b
FRREIE AN, o R E AT R B IE L 1, RSkl 1 B e . R SR

B%iE$: 00, 15 undo interface tunnel #ir4-.

%1-3 & Tunnel #£0

BRAE wE 15t BR
HARGHLE system-view
BT, W& EAELER T Tunneld:
interface tunnel number mode ; N b J B R
; oapyne | { ds-lite-aftr | gre [ipv6 ]| P Tunnel i I, IAZ0FR i BEIE R 2
gﬁ;gi'?u Igﬁ%& ipv4-ipv4 | ipv6 | ipv6-ipv4 HEACEA 8 I Tunneli: DAL IS, By Lk
P unne e [6to4 | auto-tunnel |isatap 1| | 355 pkiait
Is-t
mpls-te } B 05 0 LA B 2,
W] 6 36 it ST A% i R
, N . SRR UL, BEORE R “ B0
(@GN =%z INE %X EHSN description text 22174 Interface”
(TR FRwFe R T i . Bt OL T, BEREE R M ORE
L 24T (MSR 5600) service slot slot-number N 25 Kb T
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1RIE

5
<

LRA

i & IPv4 MTU{H

mtu mtu-size

BRI R, MTUME 64000715

Pic B Tunnelf 1 1 1 2215 5

bandwidth bandwidth-value

BB UL T, Tunneldss: LI A 55 Ky
64kbps

B LI AR iy o8 S BB TP AN (. LA
MG, “ ZZHEAR-IPHHEETRS”
i) “OSPF” . “OSPFv3” fl “1S-1S”

BB BB R BRI ToS

tunnel tos tos-value

BRAATEOL T, B EREEHR N ToSEH S
BHRERT R IPHR S I ToSAE AR R

BE B R IR O TTLE

tunnel ttl ttl-value

BT OL T, B R R E RS TTLAE
255

C EE R T 0 ik T
VPN

tunnel vpn-instance
vpn-instance-name

BREEDBLT, BEIE H ks Tk,
TR AR A W B H 8 e R B 3 386 ) TR AR
X

LEREE Y5 E 1 _Eilitip binding
vpn-instancefiy4 1] LU i & v Hh ik
FrI@ VPN . BEE YR s b ik A0 H 1 b
WA SR FAR R VPN, 75 U s 42 1 4
RS TEEUP

ip binding vpn-instance#ir & EH N~
4, WEZ W “MPLSH A% 111] “MPLS
L3VPN”

CRIE) W ik 1 s
L

default

(Al3%) &M Tunneldz o

shutdown

A THOLT, Tunneld 24T FF

1.4 BZEIPv6 over IPVAFBhikiE

1.4.1 BEESE

fic & IPV6 over IPv4 FahPgiE I, T8
TEAS A oM BEIE TR € () H (Mom bk, V%5 v e o5 b BEIE 45 e 13 v ootk AH 7] 5
TEAN B E o BEE R i (U st bk, NZ 5 AR % b b BRI R e 1) H IR s b ik AH ]
ER— G b, BEEA A R G Tunnel 42 10 3 BOAS 22 [A] I C & 5 4 AH [R) ) s st ik R0 H

s il

L R T IPV6 HC K H 1 1PV6 Mk S Tunnel 4 111K IPV6 MUl ASLE [F]—AS  B, D420 fic
EIE L Tunnel £ 125A H 1 1Pv6 Huhik (% k% i, DU ZERH T B 38 e e W % k. H
JAn] DA E RS B, Fa 0w 2IA H 1 1Pv6 Mk Ry % i H 2 14 AR Tunnel #2880~ —Bk A Xt
Uiy Tunnel $2 L1k, P T DLRC B ShaS % i, 7E Tunnel £2 A RE S % e sl 7EREIE 1)
PR A AT LD, FCE PR SIS S L “ =2 ER-IP B I E TR S I “IPV6 i
A7 BRI EE P E
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#1-4 BE IPv6 over IPv4 Faif%E

1BE we LR
ARG K system-view
HEABEA A IPVE over IPVAT-3)) | interface tunnel number [ mode
B ¥ Tunneld M AL E ipv6-ipv4 |

% Tunnelf K ¥ IPve ik

PEANNLE 51k, S W« =2 HAR-IPL 4l
BIRS” TR “IPveERt”

g LR, Tunneli% 1 AT
{EIPv6iLhLE

A S ERN Rk RE R S

source { ip-address | interface-type
interface-number }

Hegthol ~, B W E R E
sty M Bk RN YR 2 1

TR E ) S B T8 Y s i,
D322 b 17 DA 2 i P i
SCHSPRIPHRE s o 5 ) S B
EREE O, WZE D08 EIPH
B by dt 2% 5 bR R S 15
1P

BB REIE R H st bk

destination ip-address

BAETEOLY, BABRERIERNH
R i s 1l

BETE P I A it A2 ) S P2 A
ROCHFE DL, i hER A
hy B JR FEIE AR SCH H Kl

(AR BB B R BRE RO
KIDF (Don't Fragment, A4}
R

tunnel dfbit enable

BAETOLY, RECE BRI
ATy bR, RV R BRI AR ST
FeVEo P

IR R G

quit

CATE) W Z 37 & A7 IPvAdf
ZEIPVEHBHE [FIIPV6 TR SC

tunnel discard ipv4-compatible-packet

AT, ASEFEHIPV4
e IPveIb LI IPVER S

1.4.2 ECEZ)

1. A EK

& 1-9 Fros, PIANIPY6 2%y il ik Router AFIRouter BYjIPv4 [ 4%i%4;, ZLKk7ERouter AR
Router B2 [ & 371Pv6 over IPv4 [%i, fpANPv6 Mg n] UL B . BT B IE 4 S 1IPva bk A g
MIPV6 ) H bk rp B 303k, Kk, FFEECE IPV6 over IPv4 T3 b .
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2. A E
E1-9 IPv6 over IPv4 Fmhf% & A M &

Router A GE21/2 GE2/1/2 Router B

192.168.100.1/24 IPv4 netwok 192.168.50.1/2

IPv6 manual tunnel 0

Tunnel0
3001::1/64

GE2/1/1
3003::1/64

Tunnel0
3001::2/64

network 1 network 2

3 EMELE

=

EF4 T EegieE X5, 551 Router A #= Router B 28] IPv4 3R L3 & 7T ik,

(1) & Router A
# Jic B 42 1 GigabitEthernet2/1/2 ffj il .

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/2
[RouterA-GigabitEthernet2/1/2] ip address 192.168.100.1 255.255.255.0
[RouterA-GigabitEthernet2/1/2] quit

# fic & 4% 1 GigabitEthernet2/1/1 ] IPv6 Hiulik .

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ipv6 address 3002::1 64
[RouterA-GigabitEthernet2/1/1] quit

# QA IPV6 over IPv4 T35 (% 11 TunnelO.

[RouterA] interface tunnel O mode ipv6-ipv4

# JiC & TunnelO 42 L) 1PV6 Hidik.

[RouterA-TunnelQ] ipv6 address 3001::1/64

# L& TunnelO $2 11195 #2 114 GigabitEthernet2/1/2.

[RouterA-TunnelQ] source gigabitethernet 2/1/2

# & TunnelO #2211 H smishl (Router B [#) GigabitEthernet2/1/2 1) IP #uhil) .

[RouterA-TunnelQO] destination 192.168.50.1
[RouterA-TunnelQ] quit

# MU E M\ Router A 221 TunnelO £ 1 3 IPv6 network 2 g A
[RouterA] ipv6 route-static 3003:: 64 tunnel O

(2) Hd¥® Router B

# It & % 11 GigabitEthernet2/1/2 [fy bk .

<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/2

[RouterB-GigabitEthernet2/1/2] ip address 192.168.50.1 255.255.255.0
[RouterB-GigabitEthernet2/1/2] quit
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# it & 4% 11 GigabitEthernet2/1/1 [t IPv6 $iuhit-.

[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ipv6 address 3003::1 64
[RouterB-GigabitEthernet2/1/1] quit

# QAN IPV6 over IPv4 T35 (182 11 TunnelO.

[RouterB] interface tunnel O mode ipv6-ipv4

# TiC & TunnelO 42 LK) 1PV6 Hihik.

[RouterB-TunnelQ] ipv6 address 3001::2/64

# JiC & TunnelO £z 11542 1124 GigabitEthernet2/1/2.

[RouterB-TunnelQ0] source gigabitethernet 2/1/2

# FLE TunnelO #2101 H 3m ik (Router A ) GigabitEthernet2/1/2 1) 1P #idik).

[RouterB-Tunnel0] destination 192.168.100.1
[RouterB-Tunnel0] quit

# L& M Router B 223 TunnelO #2111 21 IPv6 network 1 (1524 H
[RouterB] ipv6 route-static 3002:: 64 tunnel O

4. WEECE

# Se FIRNCE S, 76 Router A?FD Router B _[-43J34T display ipv6 interface , AILLEH
Tunnel0 £ 140 T up IRA& . CEAR BIR{E Eg)

# M Router A Fil Router B _ 1] LA Ping i % ¥ii Y] GigabitEthernet2/1/1 2 /) IPv6 Hihk. R LA
Router A

[RouterA] ping ipv6 3003::1

Ping6(56 data bytes) 3001::1 --> 3003::1, press CTRL_C to break
56 bytes from 3003:: icmp_seq=0 hlim=64 time=45.000 ms

56 bytes from 3003:: icmp_seq=1 hlim=64 time=10.000 ms

56 bytes from 3003::
56 bytes from 3003::
56 bytes from 3003::

icmp_seq=2 hlim=64 time=4.000 ms
icmp_seq=3 hlim=64 time=10.000 ms
icmp_seq=4 hlim=64 time=11.000 ms

N
« v v e

--- Ping6 statistics for 3003::1 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 4.000/16.000/45.000/14.711 ms

1.5 BEEIPv4AFRZAIPV6 B Zhk%E
151 BEESE

BUE IPvA e IPV6 HBIFBIEN, 2t
o IPVAA IPV6 HBNFEIE AN LG E BEIE K H i sm ik, P4 BEE Y H st bk v LU I 1Pv4
AL 1PV6 Huil P iR A 1PvA Ml B 33545 .

o T AR, FEEBIRAHE Tunnel 52 10 EE AT (6] i IC B 52 4 (6] 1 Yt s il
#1-5 B E IPv4 % IPv6 B Eib%E

BRI
SN system-view

3
4

L RA
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BRIE we ERA
AR IPVASRZEIPV6 H ) | interface tunnel number [ mode
B I8 [ Tunnelzz CIRL I ipv6-ipv4 auto-tunnel |

B Tunneli# 1 A IPveRb ik

TEPCE T, WS« = REOR-IPAL S

BT T “IPveSEaf”

BB, Tunneld: I EASE
7EIPvEHEL

e A 10 Y e I A

source { ip-address | interface-type
interface-number }

BARIEDL T, A R R IR
i M B R

G SR I R A ) Yt -
IUREAR: 181 W AR (P E S 2 =] U EE 4
SCIIRIP L o S 14 ) B
TEIPRE L, Wz 0 EIPHL
HEAE A g ) 2 i B 1 i S (9
IPHHE

(AR BB B R BRE R L
KIDF (Don't Fragment, A4}
R

tunnel dfbit enable

AL, AR BER
A5 ik, BN BB O
RS

1.5.2 ECEZ

1. A EK

& 1-10 o, & 5 AR I % 2% Router ATTRouter Biliist IPv4 283445, W28 45 7 B
F AT IPVA FERIPVe HEIREE, A& A& REL L IPve Pl Bl .

2. A&

E1-10 IPv4 F A IPv6 B mhbELHE M &

GE2/1/1
CYC ) 192.168.100.1/24
=S

IPv4 netwok

GE2/1/1 Router B

192.168.50.1/24

::192.168.50.1/96

Z i

AT T @megh. B2 8], 5 #1% Router A #= Router B 2 /8] IPv4 3R L34 o 7T ik,

(1) Hd#® Router A

# It & 2 1 GigabitEthernet2/1/1 (1) Hsdik .

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 192.168.100.1 255.255.255.0
[RouterA-GigabitEthernet2/1/1] quit

# ORI h IPv4 3625 IPV6 [ EhF%1E 14 11 TunnelO.
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[RouterA] interface tunnel 0 mode ipv6-ipv4 auto-tunnel

# [ & TunnelO #1111 IPv6 Ml IPv4 525 IPv6 Hihil::192.168.100.1/96.
[RouterA-TunnelQ] ipv6 address ::192.168.100.1/96

# fiL & TunnelO £z 1152 1124 GigabitEthernet2/1/1.

[RouterA-TunnelQ0] source gigabitethernet 2/1/1

(2) Hd¥® Router B

# I & 2 1 GigabitEthernet2/1/1 [k .

<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ip address 192.168.50.1 255.255.255.0
[RouterB-GigabitEthernet2/1/1] quit

# QAN IPv4 3% IPV6 [ 3hB5IE 4% 11 TunnelO.

[RouterB] interface tunnel O mode ipv6-ipv4 auto-tunnel

# L& TunnelO 3% 1111 IPv6 Hiulil ok IPv4 SifE%5 IPv6 Hihil::192.168.50.1/96.
[RouterB-Tunnel0] ipv6 address ::192.168.50.1/96

# L& TunnelO 2 11 1J5#2 114 GigabitEthernet2/1/1.,

[RouterB-TunnelQ] source gigabitethernet 2/1/1

4. iR B

# 5e FIRICE S, 76 Router A fl Router B |73l #1047 display ipv6 interface #ii%, W LUE H
TunnelO £ 140 T up & CHAREIR(E S

# M Router A #l Router B _FAJ L) Ping i} i ¥ IPv4 e 75 IPv6 Hitib. R iii{ L Router A 4.
[RouterA-TunnelQ] ping ipv6 :-:192.168.50.1

Ping6(56 data bytes) ::192.168.100.1 --> ::192.168.50.1, press CTRL_C to break

56 bytes from ::192.168.50.1, icmp_seq=0 hlim=64 time=17.000 ms

56 bytes from ::192.168.50.1,

56 bytes from ::192.168.50.1,

1, icmp_seg=1 hlim=64 time=9.000 ms
1
1
1

icmp_seq=2 hlim=64 time=11.000 ms
56 bytes from ::192.168.50.1,
56 bytes from ::192.168.50.1,

icmp_seq=3 hlim=64 time=9.000 ms
icmp_seq=4 hlim=64 time=11.000 ms

--— Ping6 statistics for ::192.168.50.1 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 9.000/11.400/17.000/2.939 ms

1.6 Bt E6todfEFE
1.6.1 BLESE

il E 6tod PRIEN, FEE

o 6todFEIE AN ENCEFEIE N H sl KOG FREIE R H A smit bl v] PUE I 6to4 1PV6 Mk ik
A IPv4 iUl A 83545

o XTHAINMRE, FEBHFER Tunnel 42 1SR E R IS A E 58 4 AH 7] (195 s ko

o N REPEEHT IPV6 R ICH H K IPv6e Hikik 5 Tunnel 2 111 1Pv6 bk ANAE RN R B, ) 25 i
B Tunnel £2 11238 H 14 1Pv6 Hubik (% & i B, DU 75 BT B 2 103 SCRE IE 3 5 ko Xt
T ANk, AR E S, e 20 H 1 1Pve Huhk (1% i H 8 LU AR Tunnel
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P s — BN i Tunnel 3 LIl ASSCRFShaEt . AR RRIE K P s A AT e A it e )
FOE, FCEMIEAMEOUES N “ =R HR-IP B HECE TR T T “1Pve FiaSH 1 7.

+1-6 BLH 6to4 f%iE

HR1E we i3t AR
WANRGAE system-view -
HEAMEA A 6todBFiE I Tunneld | interface tunnel number [ mode i
HIAL ipv6-ipv4 6to4 ]

BEETunneld H (1 IPve Rtk

PEABCETE, WS “ SR EARIPAL S
BERRS” P “IPveILit”

BB, Tunneld: O _FARTE
TEIPVEHILIE

T B (1 Y i b bk B R

source { ip-address | interface-type
interface-number }

BRATEOLT, WA BCE R R
gty Mk FIYR 2 11

T BRI R T R i b
W27 b B4 A Ay 202 i P T
SR IPHAE s 0 SR 1) 2 B
TE YR, N O EIPH
HEAE A b dt 28 5 BRI R SC 15
IP ik

CATIE) V2 5 P 4R ST 11
DF (Don't Fragment, A4}
bk

tunnel dfbit enable

SRATHEOL T, R R BEE IR ST
ATy bR, RV AR BEIE SR SO
VI

MRS

quit

(IR BLE I S IPVASEA
IPv6hiE ) IPV6T 3L

tunnel discard ipv4-compatible-packet

AT, ASEFEHIPV4
R IPVEHEIEHIPVER

1.6.2 ELE 6tod FEiE=E{F)

1. tHME K

& 1-11 Fios, PN 6tod 4538 5 N 2% i1 2% 6to4 router (Router ARIRouter B) 51Pv4 4% AH3% .
fERouter AflIRouter B [A] 3. 6to4 [FiE, SZHL 6to4 W44 K T HlHost AFTHost B [f1] ) BLif
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2. (A [E
E1-11 6to4 pFiEZH W E

6to4 router GE2/112 6to4 router

CPE 2.1.1.1124
Router A e 0 Ot Router B

ROUTER
GE2/11
2002:0201:0101:1::1/64

GE2/1/2

Tunnel 0
3001::1/64

3002::1/64 2002:0501:0101:1::1/64

6to4
network 1 network 2

Host A Host B
2002:0201:0101:1::2/64 2002:0501:0101:1::2/64

3. ELE&E B

3T SN 6tod W (A HE, [T HCE 6tod BEIE AN, TN 6tod WL N Y EHL M 6tod router
BB 6to4 Hulit,

e Router A #2111 GigabitEthernet2/1/2 [f] IPv4 it 4 2.1.1.1/24, #: ¥y 6tod Huhtk i (117 4%
k1 2002:0201:0101::/48, Host A [ sk 2 Z04 FH %1 4% -

e  Router B -1 GigabitEthernet2/1/2 (¥] IPv4 Hihl: > 5.1.1.1/24, 3k 6tod Huhl 5 11T 4%
4 2002:0501:0101::/48, Host B fr)Hdil 0425 ff FHiZ i 45 -

4. BELR

Z

EF4: T Emegie B0, 154 Router A #= Router B 28] IPv4 3R L34 & 7T 15,

(1) M Router A
# It & %11 GigabitEthernet2/1/2 [fy bk .

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/2
[RouterA-GigabitEthernet2/1/2] ip address 2.1.1.1 24
[RouterA-GigabitEthernet2/1/2] quit

# L& 2 1 GigabitEthernet2/1/1 [fj itk 4 6to4 ik 2002:0201:0101:1::1/64.

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ipv6 address 2002:0201:0101:1::1/64
[RouterA-GigabitEthernet2/1/1] quit

# QA0 6tod BEIE #2111 TunnelO.

[RouterA] interface tunnel O mode ipv6-ipv4 6to4d
# T & TunnelO 42 LK) 1PV6 Hihik.

[RouterA-TunnelQ] ipv6 address 3001::1/64

# JiC & TunnelO £z 11542 1124 GigabitEthernet2/1/2.,
[RouterA-Tunnel0] source gigabitethernet 2/1/2
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[RouterA-Tunnel0] quit

# FCE 2 H ik 2002::/16, KBk Tunnel £ 1R S
[RouterA] ipv6 route-static 2002:: 16 tunnel O

(2) Hd#E Router B

# LB #2111 GigabitEthernet2/1/2 ()l .

<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/2
[RouterB-GigabitEthernet2/1/2] ip address 5.1.1.1 24
[RouterB-GigabitEthernet2/1/2] quit

# BCE B2 1 GigabitEthernet2/1/1 (1t 4 6to4 Hilik 2002:0501:0101:1::1/64.,
[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ipv6 address 2002:0501:0101:1::1/64
[RouterB-GigabitEthernet2/1/1] quit

# B 6tod BEIE K14 11 TunnelO.

[RouterB] interface tunnel 0 mode ipv6-ipv4 6to4d

# L& TunnelO $22 1111 1Pv6 Hitik .

[RouterB-TunnelQ] ipv6 address 3002::1/64

# ML & TunnelO #2111 4% 1124 GigabitEthernet2/1/2.

[RouterB-TunnelQ0] source gigabitethernet 2/1/2

[RouterB-Tunnel0] quit

# WOE 2 H ik 2002::/16, T~ —BkoA Tunnel 4% F1 R 6 i
[RouterB] ipv6 route-static 2002:: 16 tunnel O

5. WuEECE

SERLL AL E 2 f5, Host A 5 Host B 1] LLH A Ping i
D:\>ping6 -s 2002:201:101:1::2 2002:501:101:1::2

Pinging 2002:501:101:1::2
from 2002:201:101:1::2 with 32 bytes of data:

Reply from 2002:501:101:1::2: bytes=32 time=13ms
Reply from 2002:501:101:1::2: bytes=32 time=1ms

Reply from 2002:501:101:1::2:
Reply from 2002:501:101:1::

bytes=32 time=1ms

N N NN

. bytes=32 time<lms

Ping statistics for 2002:501:101:1::2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 13ms, Average = 3ms

1.6.3 L E 6tod Fkzs{y)

1. A EK

tn & 1-12 s, Router A 6tod % Hi%s, HIPv6 [ M 4544 1 6tod Hilik. Router BYE % 6tod
g has, EAIPV6 2% (2001::/16) #Hi%E. ZSR7ERouter AfIRouter B2 [A]fid & 6to4 fxid, i
15 6t04 M2 i EHL S IPV6 [ 48 T i E AL HLIE .
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2. tHWE
E1-12 6to4 kLA M E

6to4 router GE2/112

CRC N 2.1.1.1124
Router A e

GE2/11
2002:0201:0101:1::1/64

GE212 6to4 relay

6.1.1.1/24 45 % |

IPv4 netwok XM Router B

6to4 tunnel 0

Tunnel 0 Tunnel 0
2002::1/64 2003::1/64

2001::1/64

6to4 network IPv6 network

Host A Host B
2002:0201:0101:1::2/64 2001::2/64

3. ELE&E B

6tod 4k AR AL 'E L 6tod B% HHAS I EAH ], (HSKH 6tod M4t IPve M2 (1) Hl, 7%
7E 6to4 % hi#y FACE 2] 1Pve M4k, F—BkdR1n 6tod 4k di 451 6to4 Hilik, 6tod 4k
i #% - 0 GigabitEthernet2/1/2 ) IPv4 Hilikhy 6.1.1.1/24, ¥k 6tod bk 5 (AT 484
2002:0601:0101::/48, 6to4 % 11%s FECE HIF] IPv6 ML AR R —Bkn] LU S i i & s —
AN AL

4 BEELR

@ AR

A4 T Ee Bl EZ A, HAAPk Router A #= Router B Z 8] IPv4 R 534 7T 1A,

(1) 7d'# Router A
# LB $211 GigabitEthernet2/1/2 ()l .

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/2
[RouterA-GigabitEthernet2/1/2] ip address 2.1.1.1 255.255.255.0
[RouterA-GigabitEthernet2/1/2] quit

# ML & #2111 GigabitEthernet2/1/1 (il >4 6to4 Hutik 2002:0201:0101:1::1/64.
[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ipv6 address 2002:0201:0101:1::1/64
[RouterA-GigabitEthernet2/1/1] quit

# 0 6tod FEIE 145 11 TunnelO.

[RouterA] interface tunnel O mode ipv6-ipv4 6to4d
# L TunnelO 2 1) IPv6 Ml .

[RouterA-TunnelQ] ipv6 address 2002::1/64

# ML 'E TunnelO #2111 $% 1124 GigabitEthernet2/1/2.

[RouterA-TunnelQO] source gigabitethernet 2/1/2
[RouterA-TunnelQ0] quit
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# WU'E 3 6tod AR EF A

[RouterA] ipv6 route-static 2002:0601:0101:: 64 tunnel O

# HCE 220 1Pv6 M2 kA 1, 3R E B~ — B hE ) 6tod gkt th 41 6tod Hihik.
[RouterA] ipv6 route-static :: 0 2002:0601:0101::1

(2) M E Router B

# Jic B 4% 0 GigabitEthernet2/1/2 f{j il .

<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/2
[RouterB-GigabitEthernet2/1/2] ip address 6.1.1.1 255.255.255.0
[RouterB-GigabitEthernet2/1/2] quit

# FL B #2111 GigabitEthernet2/1/1 ()l .

[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ipv6 address 2001::1/16
[RouterB-GigabitEthernet2/1/1] quit

# QAR 6tod BEIE¥H2 1 TunnelO.

[RouterB] interface tunnel O mode ipv6-ipv4 6to4d

# BCE TunnelO £ H (1) IPv6 Ml .

[RouterB-Tunnel0] ipv6 address 2003::1/64

# L& TunnelO $2 11 (195#2 114 GigabitEthernet2/1/2.
[RouterB-TunnelQ] source gigabitethernet 2/1/2
[RouterB-Tunnel0] quit

# BCE 2 H IR 2002::/16, 1Bk Tunnel £ L FEHSEE H .

[RouterB] ipv6 route-static 2002:: 16 tunnel O
5. WL E

SELL LdE 2 5, HostA 5 Host B A LLH A Ping i .
D:\>ping6 -s 2002:201:101:1::2 2001::2

Pinging 2001::2
from 2002:201:101:1::2 with 32 bytes of data:

Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::

bytes=32 time=13ms
bytes=32 time=1ms
bytes=32 time=1ms

N N NN

bytes=32 time<lms
Ping statistics for 2001::2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 13ms, Average = 3ms

1.7 BEEISATAPRSE
1.7.1 BEESE

il & ISATAP BEIER, F5EER:

1-20



o ISATAP F¥IEAN Ty BEfC B BRI 1 H (st , Rk B 6 H 1 ki T AR i ISATAP Mkl
NI 1PvA Hihik (1 5h35k 45 .

o XFAZNREE, BEEREHFE Tunnel 42 1 SURE R I fc B 58 A AH [H] (1K 95 b ik o

o WIRBEEERT IPv6 W CH H K 1Pv6 Hilik ) Tunnel £ K1/ 1Pv6 bk ASLE [F]— S B, T Zic
HI IS Tunnel £z 11218 H 1 1Pv6 Hubik (% e it DU T ST S 38 RS RE IR 7 4 ko Xt
TAZNREE, P R E S A b, 7 E 20k H K 1Pve Huhik i1y by 82 11 4 A Tunnel
FE BN — ARG Tunnel $2 A HE, ANSCRFRDAS IR o 70 B TE (1% 19 i A0 2L 0EA T R % Eh )
BLE, MEMEAHENIES N “ =2ZHAIP BHBEERS” Il “IPve # &% H 7.

R1-7 BLE ISATAP &

#R1E we AR

HFANRGME system-view

HEAERCHISATAPBRIHE ) Tunnel % X interface tunnel number [ mode
T ipv6-ipv4 isatap ]

PEAILE 1, WS ZEEA-IP | BB W R, Tunnel#O AR
WS ETR S 0 “IPveRERL” EAE IPVE L HE

BATEOLR, B BCERRIE R

B Tunneli 1 A IPvebik

PE iy o hE RN O
G IR A A B T P 905 g b
V2 B T U s b i A O source {ip-address | HE, T2 5 e bk

interface-type interface-number } GO IPHE R
(1) 2 P PR 1, T 1
(1) FE NP HE IR Sy Jaf e 5 bk

LI PEIP H
e b e y BRANEOLT, AR BCEBEIER
EgjojngiE;iﬁE%ﬁﬁ?fjiF tunnel dfbit enable A bk, RV e g
gment, . S FRVFA
SEAEIE R quit
(RO ICE ZFF 5T IPvAFRZXIPVEIilE | tunnel discard FAENET, AREFEAT
[IIPV6 R L ipv4-compatible-packet IPv43fE 28 IPVE LIk (111 PVE IR 3

1.7.2 ECEZ)

1. A EK

1 & 1-13 7, IPv6 M4 FIIPvA W25 18 1H ISATAP I H S AHIE, 7EIPVA W 28] 43 A7 5 —L1Pv6 =
Hlo ZER¥EIPvA IS HIPV6 T HLIE I ISATAPRE & £ N FIPV6 4%,
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2. A E
[E|1-13 ISATAP [ &8 W &

ISATAP router

GE2/112 GE2/1/1
P).3001::1/64 IRRRTEN |py4 network

ISATAP tunnel 0

IPv6 host Router Tunnelo ISATAP host

3001::2/64 2001::5EFE:0101:0101/64 IPv4 address: 1.1.1.2/32
IPv6 address:
FEB0::5EFE:0101:0102
2001::5EFE:0101:0102

IPv6 networ

I METE
(1) Mfid# Router
# Jic B 42 0 GigabitEthernet2/1/2 ffj il .

<Router> system-view
[Router] interface gigabitethernet 2/1/2
[Router-GigabitEthernet2/1/2] ipv6 address 3001::1/64
[Router-GigabitEthernet2/1/2] quit
# FL B #2111 GigabitEthernet2/1/1 ()l .
[Router] interface gigabitethernet 2/1/1
[Router-GigabitEthernet2/1/1] ip address 1.1.1.1 255.0.0.0
[Router-GigabitEthernet2/1/1] quit
# Gl ISATAP BEIE ¥4 11 TunnelO.
[Router] interface tunnel O mode ipv6-ipv4 isatap
# IiC & TunnelO 3% 1R EUI-64 4% X 1PV6 Hubik.
[Router-TunnelO] ipv6 address 2001:: 64 eui-64
# L& TunnelO $2 11 (135#2 114 GigabitEthernet2/1/1.,
[Router-Tunnel0] source gigabitethernet 2/1/1
# WO RA IR AAT RG], AE EAURT L %t 28 AT RA T BRI IE AT S 5545 B
[Router-TunnelQ] undo ipv6 nd ra halt
[Router-Tunnel0] quit
(2) ACE ISATAP ML
ISATAP FHL LR AR &5 EHLERAE R GAT %, R L Windows XP #4248 4 Bl 3EAT Bi ] o
# £ EHL 2242 1Pv6 Bl
C:\>ipv6 install
# {£ Windows XP I, ISATAP # LHEH Mk 2, BF XA ISATAP £ H1fEE .
C:\>ipv6 if 2
Interface 2: Automatic Tunneling Pseudo-Interface
Guid {48FCE3FC-EC30-E50E-F1A7-71172AEEE3AE}
does not use Neighbor Discovery
does not use Router Discovery
routing preference 1
EUI-64 embedded IPv4 address: 0.0.0.0
router link-layer address: 0.0.0.0
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preferred link-local fe80::5efe:1.1.1.2, life infinite
link MTU 1280 (true link MTU 65515)
current hop limit 128
reachable time 42500ms (base 30000ms)
retransmission interval 1000ms
DAD transmits 0O
default site prefix length 48

# L& ISATAP % tHa% 1) IPv4 sk
C:\>netsh interface ipv6 isatap set router 1.1.1.1

# e EIRECE S, FEREE ISATAP 2 115 .
C:\>ipv6 if 2
Interface 2: Automatic Tunneling Pseudo-Interface
Guid {48FCE3FC-EC30-E50E-F1A7-71172AEEE3AE}
does not use Neighbor Discovery
uses Router Discovery
routing preference 1
EUI-64 embedded IPv4 address: 1.1.1.2
router link-layer address: 1.1.1.1
preferred global 2001::5efe:1.1.1.2, life 29d23h59m46s/6d23h59m46s (public)
preferred link-local fe80::5efe:1.1.1.2, life infinite
link MTU 1500 (true link MTU 65515)
current hop limit 255
reachable time 42500ms (base 30000ms)
retransmission interval 1000ms
DAD transmits O
default site prefix length 48

X ECHT A R EE R, FRATT AT BUE B E AR T 2001::/64 (RTEE,  H 3 AL B BR 4 bk
2001::5efe:1.1.1.2, [FAIES 4715 B “uses Router Discovery” F W EHLE 78t 28 K90

# B FHL LR IPV6 2% A E .

C:\>ipv6 rt

2001::/64 -> 2 pref 1lif+8=9 life 29d23h59m43s (autoconf)

::/0 -> 2/te80::5efe:1.1.1.1 pref 1if+256=257 life 29m43s (autoconf)

(3) M IPv6e LA

# 0 E 45 B Sk AR BRI 1)
C:\>netsh interface ipv6 set route 2001::/64 5 3001::1

4. IERCE

# 1E ISATAP F41 I Ping IPv6 =LA HLAE, 7T DL Ping 18, B ISATAP [51E L4 i S 57, ISATAP
FHLAT i) 1Pv6 2 () L.

C:\>ping 3001::2

Pinging 3001::2 with 32 bytes of data:

Reply from 3001::2: time=lms
Reply from 3001::2: time=1lms
Reply from 3001::2: time=1ms
Reply from 3001::2: time=1lms
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Ping statistics for 3001::2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1lms, Average = 1ms

1.8 Bt EIPv4 over IPVAREE

1.8.1 BEEHE

Bi'E IPv4 over IPv4 BEIE R, 755 &
TEAR S e A b oh R TE FE e (1) H sk, A% 70T o 1 £ b o BT 4 o 0 05 i A [ 5
TEA B #& o B VR st bk, % S e s b oA BEE R 1) H i kAR [
R G L, BEIEA A A Tunnel 22 11 28 SCAS T[] i g B 58 4 A0 9] A Js e b kA0 H 1)

g MLl o

A iy B TE 2 1 10) 1Pv4 ikl 55 B TE 1R H %) o kAN BEAE [R]— AN B
RSP RT IPvA HSCH H B 1Pv4 #iuhik 5 Tunnel £ 1/ 1PvA HihiEASEE [F]— S B, T 2 c
BT Tunnel 4% F 213A H 11 1Pv4 Hiutik (1 i, LB RS BT 3B (AR SCRE IE 7 4 .
JAa] ARG E FRA St $50E 21A H 1 1Pv4 Huhik (1) b H B2 1k A Tunnel 32 a8~ —Bkoh x)
g Tunnel $2 sk P o] ARG B A& B, 75 Tunnel #2 AT RES) A B i Pl 7EREIE 1)
VR i AR S RBEAT A A s PRITIC LB IR TR AR I D0 2 W, “ =2 HOR-IP B L B R 37 rh i) “ i
A7 B IR AL
Be B 28 1 R B LR I, 5 Pl T H (b AN B8 SR TE 1 H 0 ik AE [ AN B
F£1-8 BLE IPv4 over IPv4 f%iE

1BR1E we i3t AR
HARGHLE system-view
HEABEA A 1PV4 over IPVAF%TE | interface tunnel number [ mode
FITunnel 3 R ipv4-ipv4 |

% Tunnelf K ¥ IPvA ik

ip address ip-address { mask |
mask-length } [ sub ]

BB LT, Tunneld: 1 FATEAE
IPvAith ik

A S ERN R R RE R S

source { ip-address | interface-type
interface-number }

SR, B B BRI 5 v
HEFIEEE
SRR B R s ik, )i
HBER 1 A 2% s B 4 S IR P
HEs SRR R REE R, )
P L 1P HL R AR S 2% i B
W SCHIVRIP L

BCEBEIE R H ROt bk

destination ip-address

ALY, B BCEREIE A H A
Hiik

BT 147 1 110 S e 1k g PR WAL S
ek, Z L HERARE O B b
RSO H b
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1BR1E we 15t AR
(A3E) BB I e Bk iE R s VL s ,
: . BB T, ARBCEBRERSCA

A ’ NZAN
jijﬁl))ljr}%(iont Fragment, A4 | tunnel dfbit enable P BT BRI 70V

1.8.2 BLE =4

1. AR E K

14T 1P PRS-/ Group 1 A1 Group 2 A7 AR RIXC A, IX P A7~ W AL HIRA R ik o it
7E#% 1198 Router A Rl i11%% Router B 2 [A] 737, IPv4 over IPv4 &, SZHLAIAS T R 1) ELIE

2. AWM [E

[E1-14 IPv4 over IPv4 i & 48 M &

Router A
S2/2/0

; Router B

GE2/11
10.1.1.1/24

GE2/11

Tunnel1
10.1.2.1/24

Tunnel2
10.1.2.2/24

3 EMELSE

Z

EF4 T @megieE X, 551 Router A #= Router B 2 /8] IPv4 3R L 3% & 7T ik,

(1) Mfcd# Router A
# Jic B 42 1 GigabitEthernet2/1/1 ffj il .

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 10.1.1.1 255.255.255.0
[RouterA-GigabitEthernet2/1/1] quit

# MUEHL 1 Serial2/2/0 (BERIET)SLPryy 410D bk
[RouterA] interface serial 2/2/0

[RouterA-Serial2/2/0] ip address 2.1.1.1 255.255.255.0
[RouterA-Serial2/2/0] quit

# BRIP4 over IPv4 B%3E (1942 11 Tunnell.
[RouterA] interface tunnel 1 mode ipv4-ipv4

# & Tunnell 42 111 1Ptk

[RouterA-Tunnell] ip address 10.1.2.1 255.255.255.0
# MUE Tunnell 3 LY bl (Serial2/2/0 (¥ 1P Mkl

1-25



[RouterA-Tunnell] source 2.1.1.1
# fic & Tunnell £ 019 H mHhl (RouterB (1) Serial2/2/1 (1) IP Huhik ).

[RouterA-Tunnell] destination 3.1.1.1
[RouterA-Tunnell] quit

# fid B M Router A £:3d Tunnell 42 11 %] Group 2 [MEF S HH .
[RouterA] ip route-static 10.1.3.0 255.255.255.0 tunnel 1
(2) Hd#E Router B

# Bl B #2111 GigabitEthernet2/1/1 (3l .

<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ip address 10.1.3.1 255.255.255.0
[RouterB-GigabitEthernet2/1/1] quit

# BCE AL Serial2/2/1 (BRIEMSEBrBIFL 1) MLk,

[RouterB] interface serial 2/2/1

[RouterB-Serial2/2/1] ip address 3.1.1.1 255.255.255.0
[RouterB-Serial2/2/1] quit

# G0N IPV4 over IPv4 BEIE 1132 10 Tunnel2.

[RouterB] interface tunnel 2 mode ipv4-ipv4

# BLE Tunnel2 #2111 1P Motk

[RouterB-Tunnel2] ip address 10.1.2.2 255.255.255.0

# il E Tunnel2 £ 1 (Wbl (Serial2/2/1 1) 1P itk
[RouterB-Tunnel2] source 3.1.1.1

# L 'E Tunnel2 #2111 H (bt (Router A [¥) Serial2/2/0 ) 1P k).
[RouterB-Tunnel2] destination 2.1.1.1

[RouterB-Tunnel2] quit

# I & M Router B £1d Tunnel2 #2115 Group 1 I#H AR H .
[RouterB] ip route-static 10.1.1.0 255.255.255.0 tunnel 2

4. WEECE

# 5e FIRELE J5, 7F Router A Fl Router B 437|347 display interface tunnel @4, W LUE H
Tunnel 2 AT up IR CEAKERE SRS

# M Router A fll Router B LTU Ping i X} % [ GigabitEthernet2/1/1 42 1 1¥) IPv4 Ml RTERI{L LA
Router A Jy il

[RouterA] ping -a 10.1.1.1 10.1.3.1

Ping 10.1.3.1 (10.1.3.1) from 10.1.1.1: 56 data bytes, press CTRL_C to break

56 bytes from 10.1.3.1: icmp_seq=0 ttl=255 time=2.000 ms

56 bytes from 10.1.3.1: icmp_seg=1 ttl=255 time=1.000 ms

56 bytes from 10.1.3.1: icmp_seg=2 ttl=255 time=0.000 ms

56 bytes from 10.1.3.1: icmp_seg=3 ttl=255 time=1.000 ms

56 bytes from 10.1.3.1: icmp_seg=4 ttl=255 time=1.000 ms

--- Ping statistics for 10.1.3.1 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/1.000/2.000/0.632 ms
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1.9 BLEIPv4 over IPV6FBhikiE

1.9.1 BEEEHR

B & IPv4 over IPv6 T-ahF%iE N, FHEFE:
o EARUW & LOABRE TR B il N2 S X % B R R s A [ 5

TEA G B A E oA BETE 45 8 YR s ik, NI 5 7] i 38 B BEIE R 2 16 5 1 S ik A 7]
o fE[Fl—HA b, FEEBUAHIE ) Tunnel 42 g AN EE [ I THC 50 4 AH 7] AR i k0 H 1)

s itk

o WUREREEAT IPv4 RICHI H K 1Pv4A Hihik 5 Tunnel #2111 1Pv4 Mt AR [R]—ANRBE, 2425 e
B Tunnel #2111 215k H 1) 1Pv4 Mk R i i, DU T ST B O Re I W 4 k.
JUR] DATC B RS B bR F7 0 BIIA B 1 P4 Hisik iR 28 B 4 o AR Tunnel 2 H B — Bk 6
gig Tunnel £ Ctdik . H P AT DLECE A %, E Tunnel 422 AT RES) A& 2% tH L. R REIE (1)
P i S B A T A R IS, BB TR AN DUE S L “ =2 BOR-IP B L B4R T 7 i) “ i
AR AR .
F<1-9 B E IPv4 over IPV6 Fahf%iE

#HR1E

L RA

BENRGHK

system-view

BEABLR K IPVEREIE [ Tunnel
BEOWE

interface tunnel number [ mode
ipv6 ]

% Tunnelf K ¥ IPvA ik

ip address ip-address { mask |
mask-length } [ sub ]

BB, Tunneld: 1 EARTELEIPVA
Hohik

a1 ERIb R ek RE R S

source { ipv6-address |
interface-type interface-number }

BB ST, AT B R 11 Y5 it b il
HIJEAE

L R TR A R A PR e i, D)2 B
HEREAE R 582 JE BEE R SC YR IPv6 i
hbs B S R P L, )%
FE 1 BB A S 35256 S5 R TE 4R SO
JEIPv6 ik

BCEBEIE R H ROt bk

destination ipv6-address

BB TEOUT , B B B REIE 1 B 16
BilR

B0 11 I 174y b 2 o - WAL S 1)
B L, ZHb IR 1 A dah 3 i g 3
WL H IPve it

1.9.2 ECEZ)

1. A EK

WA IPv4 2% 43 718 - Router A F1 Router B 55 IPv6 W28 i%4: ., 181t {r Router A f1 Router B 7
(B %57 IPv4 over IPv6 FahfziE, SIS IPv4 P4 27 ik 1PV 4% H 1,
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2. A E
[E]1-15 IPv4 over IPv6 F k% E 28 W &

Router A Router B

S2/2/0
IPv6 network

IPv4 over IPv6 tunnel 0
Tunnell Tunnel2
30.1.2.1/24 30.1.2.2/24

GE2/1/1
30.1.1.1/24

GE2/1/1
30.1.3.1/24

IPv4

network 1 network 2

I EMELE

@ it AR

EF4 T @megieE X5, 551 Router A #= Router B 28] IPV6 3R L3 & 7T ik,

(1) & Router A
# Jic B 42 1 GigabitEthernet2/1/1 ffj il .

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 30.1.1.1 255.255.255.0
[RouterA-GigabitEthernet2/1/1] quit

# BCE L1 Serial2/2/0 (BEIER)SEBrPBLEL 1) ) HuhL.
[RouterA] interface serial 2/2/0
[RouterA-Serial2/2/0] ipv6 address 2001::1:1 64
[RouterA-Serial2/2/0] quit

# G0 IPV6 BEIE ¥4 11 Tunnell.

[RouterA] interface tunnel 1 mode ipv6

# & Tunnell 42 111 1Ptk

[RouterA-Tunnell] ip address 30.1.2.1 255.255.255.0
# FMUE Tunnell 32 LY bl (Serial2/2/0 (¥ 1P Huhk)
[RouterA-Tunnell] source 2001::1:1

# i & Tunnell £ 1111 H sm bl (Router B [¥) Serial2/2/1 [f) 1P H#huhik).

[RouterA-Tunnell] destination 2002::2:1
[RouterA-Tunnell] quit

# MUE M\ Router A 221 Tunnell £ 113 IPv4 network 2 g A K
[RouterA] ip route-static 30.1.3.0 255.255.255.0 tunnel 1

(2) Hd¥® Router B

# It & %11 GigabitEthernet2/1/1 [fy b hik .

<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/1

[RouterB-GigabitEthernet2/1/1] ip address 30.1.3.1 255.255.255.0
[RouterB-GigabitEthernet2/1/1] quit
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# WOEHE M Serial2/2/1 (BEE PRI AL ) k.
[RouterB] interface serial 2/2/1
[RouterB-Serial2/2/1] ipv6 address 2002::2:1 64
[RouterB-Serial2/2/1] quit

# G IPV6 BEIE 1142 11 Tunnel2.

[RouterB] interface tunnel 2 mode ipv6

# fic & Tunnel2 £z L1117 1P dhdik.

[RouterB-Tunnel2] ip address 30.1.2.2 255.255.255.0

# L E Tunnel2 £ Y5 bk (Serial2/2/1 (1) 1P k).
[RouterB-Tunnel2] source 2002::2:1

# Bl & Tunnel2 £2 1114 H fim il (Router A (1) Serial2/2/0 [ 1P itk .

[RouterB-Tunnel2] destination 2001::1:1
[RouterB-Tunnel2] quit

# I & M Router B 34 Tunnel2 #2115 IPv4 network 1 [ EH &5 H
[RouterB] ip route-static 30.1.1.0 255.255.255.0 tunnel 2

4. WEECE

# 56k LIARL E 5, 7E Router A F1 Router B 4334T display interface tunnel fiv4, ] LLE H
Tunnel £ AT up RE& . CRARER{E S

# M Router A Fll Router B 1] Lk Ping i) GigabitEthernet2/1/1 £z 111 IPv4 Hutik, TR LA
Router A 4,

[RouterA] ping -a 30.1.1.1 30.1.3.1

Ping 30.1.3.1 (30.1.3.1) from 30.1.1.1: 56 data bytes, press CTRL_C to break

56 bytes
56 bytes
56 bytes
56 bytes
56 bytes

--- Ping

from
from
from
from
from

30.1.3.1:
30.1.3.1:
30.1.3.1:
30.1.3.1:
30.1.3.1:

icmp_seq=0
icmp_seq=1
icmp_seq=2
icmp_seq=3
icmp_seq=4

ttl=255
ttl=255
ttl=255
ttl=255
ttl=255

statistics for 30.1.3.1 —-—-

time=3.000
time=1.000
time=0.000
time=1.000
time=1.000

ms
ms
ms
ms
ms

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/1.200/3.000/0.980 ms

1.10 ELEDS-Litepxi&

1.10.1 BEBESE

Fii & DS-Lite BEiE N, 75 2ER:

o {EF HRA L, BREBEAFER Tunnel 35 10 E i3 AN T [ IS 554 AH [ R k.

o /B4 UK FONREETRE M H bk, NiZ 5 AFTR %4 1o B 1R 2 U ik AH A .

e {£ AFTR Ui ANRERL & DS-Lite B 1) H fumhhl . AFTR MRS R B SCE , d iR se
(195 1Pv6 Kbtk CH B4 e a& Wkl , Kb kb A g1 H 1 3m 1Pve Ml

o B4 &% LM Tunnel 320 HAERT—A AFTR @37 B§idi%ER;; AFTR _Ef— Tunnel $1
Al LRI AN B4 B 4 i 7 B i 7%
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o 7F B4, W BRRERT IPvA IR ST H K IPvA #uhik 5 Tunnel 422 () 1PvA #ulik AR7E [ — AN R EXE,
T2 2 T I Tuninel 42 1125 H 1R 1PvA Huhik (0% A 6 11, DU 5 23047 3o R 4R SC g E
BE% o T AT ARG B B AR 1, 452 20 H 1 1Pv4A Hukik (8% 3 0 A3 Tunnel #1088 R
— By Xt Tunnel 422 k. P ] ARG B Sh &, 7E Tunnel 3 I {ERESh &I bl
PC B PEAE DL S WL = 2 HAR-IP 5 HECE TR T 7 0« § At 7 sl LA K B U

o [ AFTR Ui, AFFERECE M Tunnel 32 012134 H 1) 1Pv4 Mk (R4 R 2% H

o AFTRIEHE: IPvA A MMM EFRERLE NAT.

@y DS-Lite BEE R, F5EIHT UL PR

o 7EBAuHMNCEIPv4 over IPV6 FAB&iE, Jfi e i H ¥ bl 4 AFTRISJG sl fic & 7%
WS “1.9 BlEIPv4 over IPv6 T-3%iE” .

o {EAFTRUuiNC & DS-Litef%iE, JH/EAFTRIEHEIPvA 22 M (145 11 A GEDS-Litep&iE Ufig . B &
JkES L & 1-10.

%#1-10 B E DS-Lite BFiEHI AFTR i

BE we 15t RA
WANRGAE system-view
HAREAHAFTRIGDS-Litef%¥ | interface tunnel number [ mode
T Tunneld ALK ds-lite-aftr |
- N ip address ip-address { mask | BATEOLT , Tunneld I _EAFAEIPVA
¥ E Tunneli 1 [1IPvARlHE mask-length } [ sub | W
SRAE DL S WA B BRI Y5 Hb bk
AP
- T SRR 1 2 B (i bk, D12z
E e LR e eiedd bt A B PV

interface-type interface-number }
Hls W AR BRI REE D, WX
F2 EVR IR b Ja 2 J B TE A S 1)
JHIPveihE

BB R quit

HEAAFTREHZIPVAA M I#: | interface interface-type

LK interface-number
BT, B O IDS-Liteb#iE I 8
bR AR A

i e 11 ) DS-Liteb% 1 7 g ds-lite enable A RE% RS S, AFTRMIPVAZ K

P DR FIPVATR SCA e gl i
DS-Litef& & i & F|BA e £

1.10.2 BoEZH

1. A EK

ZAT IPvA I FA Y Private IPv4 network F1A M IPv4 network JE it IPv6 W48 AH% . L 7E B4
%% (Router A) F1 AFTR (Router B) 2 [aj#d 7. DS-Lite f%il, Jf7E AFTR i%$: IPv4 network 2
A EACE NAT, SZ2EL IPv4 FAR EHLE 5 IPve 4515 17 IPvA 23 K,
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2. A E
[E|1-16 DS-Lite fxi&E%H M E

GE2/11 GE2/1/2 GE2/1/2 GE2/1/1

Private e

DS-Lite tunnel ()

Tunnel1 Tunnel2 AFTR
Router A 30.1.2.1/24 30.1.2.2/24 Router B

10.0.0.1/24 20.1.1.2/24

IPv4 host A IPv4 host B

3 EMELE

Z

EF4 T @megieE 25, 551 Router A #= Router B 28] IPV6 3R L3 o 7T ik,

(1) K #E B4 ¥ % Router A
# Jid B 42 1 GigabitEthernet2/1/1 fj#iuhik .

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ip address 10.0.0.2 255.255.255.0
[RouterA-GigabitEthernet2/1/1] quit

# It & %11 GigabitEthernet2/1/2 (BEE (1) S bri #8211 1 Hudk .
[RouterA] interface gigabitethernet 2/1/2

[RouterA-GigabitEthernet2/1/2] ipv6 address 1::1 64
[RouterA-GigabitEthernet2/1/2] quit

# G0 1PV BEIE ¥4 11 Tunnell.

[RouterA] interface tunnel 1 mode ipv6

# & Tunnell 42 111 1Ptk

[RouterA-Tunnell] ip address 30.1.2.1 255.255.255.0

# I E Tunnell £2 0t (GigabitEthernet2/1/2 [Fht).
[RouterA-Tunnell] source 1::1

# L& Tunnell $22111% H (sm skl (Router B ) GigabitEthernet2/1/2 ({1t .

[RouterA-Tunnell] destination 2::2
[RouterA-Tunnell] quit

# I 'E M Router A 25 Tunnell £ 1AM IPv4 network (1A i .
[RouterA] ip route-static 20.1.1.0 255.255.255.0 tunnel 1

(2) Wd#E AFTR i Router B

# It & % 11 GigabitEthernet2/1/1 [fy b hik .

<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ip address 20.1.1.1 24

1-31



[RouterB-GigabitEthernet2/1/1] quit

# It & %11 GigabitEthernet2/1/2 (BEE (1) S bri #8211 1 HudE .
[RouterB] interface gigabitethernet 2/1/2
[RouterB-GigabitEthernet2/1/2] ipv6 address 2::2 64
[RouterB-GigabitEthernet2/1/2] quit

# )R AFTR % DS-Lite B&iE 4% 1 Tunnel2.
[RouterB] interface tunnel 2 mode ds-lite-aftr

# & Tunnel2 42 111 1P fidik.

[RouterB-Tunnel2] ip address 30.1.2.2 255.255.255.0
# L& Tunnel2 $2 111995 #2 114 GigabitEthernet2/1/2.

[RouterB-Tunnel2] source gigabitethernet 2/1/2
[RouterB-Tunnel2] quit

# {F#11 GigabitEthernet2/1/1 Ff#ifiE DS-Lite [FiE Thft .
[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ds-lite enable

# {E4Z 11 GigabitEthernet2/1/1 L. E NAT, i #11 GigabitEthernet2/1/1 [f] IP #ihikAFE A 4 5
[ 1P stk

[RouterB-GigabitEthernet2/1/1] nat outbound
[RouterB-GigabitEthernet2/1/1] quit

(3) ML IPv4 host A

fic & 1Pv4 host A skl 10.0.0.1, FHAEIZFENL ERCE FIA 20.1.1.0/24 W B i, Bl F—Bk
°410.0.0.2. CEAARLE IS FEm)

(4) W& IPv4 host B

Fid & IPv4 host B [l 4 20.1.1.2. CHAKRRD &R FEmgH)

4. BiEBc &

#5¢ FIARLE 5, 7E Router A Fl Router B [/ #4047 display interface tunnel x4, 7] LA H
Tunnel #£ 4L T up RS . CRAKR R (E SBE)
# M IPv4 host A L] LA ping il IPv4 host B.
C:\> ping 20.1.1.2
Pinging 20.1.1.2 with 32 bytes of data:
Reply from 20.1.1.2: bytes=32 time=51ms TTL=255
Reply from 20.1.1.2: bytes=32 time=44ms TTL=255
Reply from 20.1.1.2: bytes=32 time=1ms TTL=255
Reply from 20.1.1.2: bytes=32 time=1lms TTL=255
Ping statistics for 20.1.1.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 51ms, Average = 24ms

1.11 EEEIPV6 over IPV6EREE
1.11.1 BEESE

lic & IPV6 over IPv6 FRIE N, 52T
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o FEANBL FONBEIETEE M H Ak, %5 X S w b BEIE 5 52 (K5 bk AT TR 5
FEA B PN BRI 1 € (s il , % S AR S B F A B R 5 10 H AR S bk AR ]
o fEF Bk b, FEEASUATIER Tunnel £ 1 SAN 2[R I e F 58 4 A [R] R ddsm o ik AT H 1)

sl

o AumBEIERE LY 1PV Mk REE (1 H 1wt i AN BELE R B

. W R BT IPV6 T H 1K 1PV Hilik 5 Tunnel 321117 1Pv6 Hibik ASLE [5]—N W9 B, )2 20 i

EIERL Tunnel 4% 213K H K 1PV6 sk 95 Attt e, DU 04T B AR SCRE IR 3 e . T
J7AT DAE A 1, 1508 F0E H A 1PV6 Hhk % i H 4 1O AR Tunnel 3 18R — Bk %)
¥ Tunnel $% ik AP B r] ASCE SR 1, £E Tunnel 3% 8 BEBI A I B3 £EREIE 1)

P S A AT A i P G B, PO KPR AN DT 2 I = R EOR-IP i th L B 4 & 7P K 1PV

A AR 7 B A e PG L

o MUEZFEIERL LRE I, B i H sk A E S I FEE R H A sk AN BN .

*1-11 ELE IPv6 over IPV6 [%iE

HRAE we WEER
ARG system-view

HEAHE A IPVEFEIE ) Tunnel | interface tunnel number [ mode
e AmE ] ipv6 |

VEARLE 51k, B0 “ZZEHERIP

W ETunnel#Z 1 1 IPv6E b WAL TR S il “IPVE LA

AR ULT, Tunneld 0 EANTELE
IPv6 i

VL S g s g s N source { ipv6-address | interface-type
BRI | e er )

BRATEDLT, WA B BRI (VR
HohikFnYE 4% O

T R I A PR T Y ok, )
T2 HEE A g ) 2 i B T S (IR
IPvehdik s G S8 1) 2 R () IR
B, WHZEE O R 1 2 25
S 5B R SC I IPve ik

T P IR E R g destination ipv6-address

SRATEOL T, B BCEREIE R H
iy M 1k

B TE PR H R i 1t k2 o P2 WAL ST
(R Rk, I HERAE ke
JrFEIE SRS H [ IPveit ik

N ML L N Sl B
(HTit) BHREH ALV BAH encapsulation-limit number

BRATEOL N, AN BRI ) B KRk

EHEBIRH EREBIRE
BRI RS quit

(M6 WEEFGHIPVAHE | tunnel discard AT, AL HIPvASE
PV L IPVEHR S ipv4-compatible-packet ZXIPveHHE P IPVER
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1.11.2 fig & 245

1. AR K

1217 IPV6 TSI A1 Group 1 1 Group 2 1% 19 2 i ki A 75 B i 21 1PV6 X 2 o 0 266 7 1 i
T AR %% Router A T %% Router B 2 [A] 37 IPv6 over IPV6 [%ii , S2BL#E Group 1 F11 Group
2 [ g M A ER S L, B f Group 1 AT Group 2 il

2. tAME

E]1-17 IPV6 over IPv6 F%iE A M &

Router A Router B

S2/211

2002::22:1/64 4 RC ]
=S

S$2/2/0

S 2001::11:1/64
3~S| IPv6 network

GE2/11
2002:1::1/64

GE2/11
2002:3::1/64

Tunnell
3001::1:1/64

Tunnel2
3001::1:2/64

I EBMELE

= i

EF4E T @meg it E XA, 5 4Pk Router A #= Router B Z 8] IPV6 4R L34 & 7T 14,

(1) M Router A
# It & %11 GigabitEthernet2/1/1 [fy bk .

<RouterA> system-view

[RouterA] interface gigabitethernet 2/1/1
[RouterA-GigabitEthernet2/1/1] ipv6 address 2002:1::1 64
[RouterA-GigabitEthernet2/1/1] quit

# FUE M Serial2/2/0 (BEIEISPryHE 1) bk,
[RouterA] interface serial 2/2/0

[RouterA-Serial2/2/0] ipv6 address 2001::11:1 64
[RouterA-Serial2/2/0] quit

# G IPV6 BEIE 11482 1 Tunnell.

[RouterA] interface tunnel 1 mode ipv6

# i & Tunnell 2 11 1P thdik.

[RouterA-Tunnell] ipv6 address 3001::1:1 64

# L& Tunnell £ LAY bl (Serial2/2/0 (1) 1P Huhk).
[RouterA-Tunnell] source 2001::11:1

# IC'E Tunnell #1119 H (Wbl (Router B 1) Serial2/2/1 1) 1P #ifik)

[RouterA-Tunnell] destination 2002::22:1
[RouterA-Tunnell] quit

# 1 E M Router A 203 Tunnell #2115 Group 2 A H .
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[RouterA] ipv6 route-static 2002:3:: 64 tunnel 1
(2) MHd#E Router B
# Jic B 4% 0 GigabitEthernet2/1/1 ffj il .

<RouterB> system-view

[RouterB] interface gigabitethernet 2/1/1
[RouterB-GigabitEthernet2/1/1] ipv6 address 2002:3::1 64
[RouterB-GigabitEthernet2/1/1] quit

# BCE L Serial2/2/1 (BRIER)SZBrPBLEL 1) HuhE.
[RouterB] interface serial 2/2/1

[RouterB-Serial2/2/1] ipv6 address 2002::22:1 64
[RouterB-Serial2/2/1] quit

# G0 IPV6 BEIE ¥4 11 Tunnel2.

[RouterB] interface tunnel 2 mode ipv6

# & Tunnel2 422 111 1Ptk

[RouterB-Tunnel2] ipv6 address 3001::1:2 64

# FUE Tunnel2 35 LYt il (Serial2/2/1 (¥ 1P Mkl
[RouterB-Tunnel2] source 2002::22:1

# L E Tunnel2 £ 1111 H sm bl (Router A [f) Serial2/2/0 [¥) IP Hutik) .
[RouterB-Tunnel2] destination 2001::11:1
[RouterB-Tunnel2] quit

# L& M Router B 23 Tunnel2 #2115 Group 1 (A .
[RouterB] ipv6 route-static 2002:1:: 64 tunnel 2

4. WHEERCE

# 5e FIATCE S, 1F Router A fl Router B 733 4T display ipv6 interface @4, W LUE H
Tunnel #1140 T up R . CRAK SR (E EBE)

# M Router A F1 Router B I~ 1] LA Ping i X} i ) GigabitEthernet2/1/1 ;111 1) IPv6 Hihik. Ffi{Y LA
Router A Jy il

[RouterA] ping ipv6 -a 2002:1::1 2002:3::1

Ping6(56 data bytes) 2002:1::1 --> 2002:3::1, press CTRL_C to break

56 bytes from 2002:3::1, icmp_seq=0 hlim=64 time=0.000 ms

56 bytes from 2002:3::1, icmp_seq=1 hlim=64 time=0.000 ms

56 bytes from 2002:3::1, icmp_seq=2 hlim=64 time=0.000 ms

56 bytes from 2002:3::1, icmp_seq=3 hlim=64 time=0.000 ms

56 bytes from 2002:3::1, icmp_seq=4 hlim=64 time=0.000 ms

--- Ping6 statistics for 2002:3::1 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.000/0.000/0.000 ms

1.12 B¥iE T AL

e EIRRCE 5, EATREME FHAT display 14 nl LU R RS AL E 5 s T, sl EE R
A B EC & R
EH P A R AT reset #ir4 0] LLE B Tunnel 32 D8 THE S .
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Fz1-12 FEERRFNLEP

#B1E we
WRTunnel#2: HRAR DA B display interface [ tunnel [ number ] ] [ brief [ description | down ] ]
BRTunnelz HHYIPVEAH (5 & display ipv6 interface [ tunnel [ number ] ][ brief ]
TEBRTunneld C G815 15 reset counters interface [ tunnel [ number ] ]

& s
display ipv6 interface 4r4~t9ifa N, HAHANL “ZBEHR-IP L4ps5E" F45 “IPvb &
'E:E” .

1.13 B IiEiRBC & 21
1.13.1 #HEINE

f£ Tunnel 11 ERCE THIRMSEOR (FIHANBEIEMP bt . H K im bbb AFEIER O, Tunnel
BOUIARAET up IRZ.

1.13.2 ¥FEL

Tunnel £ R AL T up ARZS A S5t PR AT BE S BETEES i iR B 1 AT Ab T up AR, BFEAE 1 H 1 s it
hEAHTIL

1.13.3 AIETIE

(1) 1# 1 display interface 1 display ipv6 interface #ir 471 & B S H 3 LUIRA R up ik
A& down. W AEREE RS A2 down F), 1K A M 4% 1545 .

(2) f¥iH display ipv6 routing-table 1 display ip routing-table iy £ & & 75 H 1ty bl i
PR ATIA o T R P AR A DR R TE 0 TR % BRI, TG B A DR
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] =1 =TT PP PP UPPPPTRPP 1-1
I C ] T TS PP 1-1
1.1.1 GREHIHE 5 TR A I cee e 11
1.0.2 GRE BT B «eeeeern ettt 1-2
1.1.3 GREZZAMU «ovveerveerreesee ittt 1-2
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1 GRE

1.1 GREiEIT

GRE (Generic Routing Encapsulation, i % 1425 ) Wi FH SR 22—l 28 J2 B sl Can 1Pv6)
PIEHE AR SCEAT B2, Al eyl s 2 X B R ST REREAE ) — /N4 Can IPv4) AR 25T a4k
PR ST 28 2T LUAR R, ] AN J5 26 5 (B A SC e M 2 i AR v 5642, #-0h GRE
BEIE . GRE &I 2 MRS il B AR, e i R 150 86 20 ol 0] B30 I SC AT 38 208 S it 3

1.1.1 GREFHZEFHIRCIER

El1-1 GRE I FHIIRCHER

Delivery header
(Transport protocol)

GRE header
(Encapsulation protocol)

Payload packet
(Passenger protocol)

an B 1-1 R, GRERZE 5 i sCaFsan LA

A didE (Payload packet): 7 BB AL Hr BRI SC o g £ PSR, B e
il (Passenger Protocol). e sl m] L& AT & 1) 1 2% J2 il o

GRE 3k (GRE header): KH] GRE W30 frfif £ 48 34T B e rids i Sk, A iGE3 2
B AR, FEW IR, KGR, Key (5 BENA. W1 GRE kJE MRS A GRE
WS T AR AT B A GRE PR, PR EZEMY (Encapsulation Protocol).
LA Sk (Delivery header): 75 GRE #3C FVRINMIAR Sk, LIMEAL il GRE
OCHHAT RS S AL, A5 Y (Delivery Protocol B3 Transport Protocol) f&45 11 5% % GRE
LI 2% S5 i o 2% SR IPVA FILIPVE PIAE AL AL il IPv4 It , GRE B&iE
P4 GRE over IPv4 [%iE; 44L& IPV6 I, GRE BZIiEFR N GRE over IPV6 FZif .
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1.1.2 GRER%ERIE

E1-2 IPv6 i M 4&i8 T GRE k% i& B %

IPv4 header | GRE header | IPv6 payload

IPv6 payload l IPv6 payload

IPv6 network 1 IPv6 network 2
GRE tunnel 0

Tunnel0 Tunnel0

Device A Device B

T A B 1-2 B2 Sk 4 Ui R IPVE PSR SCIE I GREFE I 5 B IP VA W 25 A T AR H A 2

(1) Device A Mi&EH: IPv6 network 1 {42 TR 1Pv6 R S5, B4k i 2 ) s e SC 7 22 i
GRE B2 1 Tunnel #2101 CARBIH 4 Tunnel0) %, JEER SR SAIRN K Tunnel 8211,

(2) GRE FEiE# 1 Tunnel £z LR 1PV6 RS, ZerEifoCHTE % | GRE 3k, Fidf%e b 1Pv4
ko 1PvA Sk R AL A R T s k- (A5 Hh oA Device A ) GigabitEthernet1/0/1 %
(PP Huht) ,  H ik KB i H bt CABIH 4 Device B 11 GigabitEthernet1/0/1 2
) IP kb

(3) Device A fR#EEZEM IPv4 Sk ) H b A $kB% 3%, K 2S5 11 IPv4 #ioCiint GRE B%iE
(RIS Br PR 0 (GigabitEthernet1/0/1) %% i 2<,

(4)  HEIGH IPv4 R OGHE GRE BEIE 28 BEE I H 1 5m 1 % Device B Jio, 11T SCH H 12
AW, HIPvA L il o4 47 CGROREZEINHROCAH GRE 30D , Device B ¥ Ik SCAZ
25 GRE WhiSGHHAT i e Ab 2

(5) GRE Wpilsel 2 i sk S IPv4 3k, FEXHRCHEAT GRE Key SilE . BEGFIIGE. 30T 5
SR AL, ALBRE N S R B AR O GRE Sk, BRI Y IPV6 PRNEIET E SR K
AbEE

N
GRE JL & M7 th 3t . 4T B AR, A A b T4 58 RGeS m, 25812 F GRE EiX%
BB L R — AN T .

1.1.3 GREZ= £

GRE . ff GRE Key KiiF« A5 A6 UE W5 e A H L o

1. GRE Key3&iE

Wik GRE Key %0 iiF i] LS A 4 SC (1 Grid k.

RIETTAE R LIRS 5 A MU B Y GRE Key. 7RIS, KR 3C P GRE Key 5
BT A AL E (1) GRE Key JEATLLER, W0 SN R SCHATHE D Ab B, 7500 25 57 %41 5L .
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2. GRE#: 54 FA L& iE

T GRE 56 AE6IE T LUK 2 5 SC ) 52 38

KL ITRYE GRE 3k M Payload 15 BT HEARK A, IR LS RS MG BRSO R IR 45 Wi . iy
S B RSO ARG AT, RSSO RS R L, 0 R — SO HR SO T 8E— D AbFE, 50
EF G

1.1.4 MAH=

GRE EZAH LU R U N 375t .
1. 1853 B —1hi BB T M IEIE K A AR L A9 R 48
El1-3 BB — i B9 E T M EIE R B R s B M 4%

IPv6 network 1 IPv6 network 2

Device A Internet Device B
GRE tunnel

IPv4 network 1 IPv4 network 2

i B 1-3 fron, IPv6 network 1 fllIPv6 network 2 J&iz471IPv6 Tl [{ 4%, IPv4 network 1 FlIPv4
network 2 J&£iz4TIPv4 BRI 4% . 7EDevice ARIDevice B [f] 4 7. GRE%i&, nJ LL{#IPv6 network
1 FlIPv6 network 2. IPv4 network 1 FllIPv4 network 2 i i85 W B ASs2 i gt 4738 45, SCoi i
Eﬁc

2.3 KM TIESEE

E1-4 i KMKH TIESEE

Device A Device D

( GRE tunnel 0

Device B Device C Host B

TEIPMZH, OSCITTLER KN 255. I3 & & 2 Mgkt 255, e eikifs.
T AE M 2% Hh 4 GREF% 18 nT ARG — 3 /0 Bk, M R g 09 TAEEH . a0 & 1-4 fros, T

1-3



GREF%iE 2 J5, Host AfIHost B2 [H] [\ £ /> ok 3 Bk, GREREE £t (1915 £ H A B T 4 i 1) 152
% (Device AfDevice D) 5k,

3. tAE VPN
E1-5 #HiE VPN

R e
e

Device A

& 1-5 Fros, B TVPN 1 [R5 ik i Site 1 F1Site 2 43 A4 T AN R 117, 38t fd F GRER% i 1T
DL ELES ) ek P FEVPNL L K5 N3l

4. 51pseclt &1 B
E1-6 GRE over IPsec f#i& /[ o

Internet

Device A Device B

IPsec tunnel

GRE tunnel

Corporate Remote office
intranet network

i & 1-6 s, GREW LIAIIPsec (IP Security, IP%:4>) Bl&{HH, il 7.GRE over IPsec%

T, ST EPML. T PURSEEE SC I T GREE 2, PRGBS AR SCE T IPseckb BE . T

HAEH AT

o HREEAERRE AL s ) A

o Ry IPsec HAEMNH ARSI . GRE W] LASCHRZHIE . | HEAEE IP R0, SERFX R
W4T GRE 8%, il Ay 3l (1 s i . AR5, IPsec it il LU b Tk — 2D i Ab B

o fHifk IPsec MACE .. HT AR LIS GRE B35 )5 T IPsec 4bBE, Rk I 2 AR 4
GRE B 95/ H it hil >k g 7R IPsec PR BRI RN AT, AT B0 U an i S it/
H ik, M 1 IPsec FIRLE

GRE Hl IPsec it f5 ¥4 —Hplic & 77, Bl IPsec over GRE B&i . {HIX 7 ASRE 7840 F H & 11

P, — AR

KT IPsec TFEANAES W, “ w2 ERST” P “IPsec”,

1-4



1.1.5 U HsE

5 GRE KM HMURTEA -

RFC 1701: Generic Routing Encapsulation (GRE)

RFC 1702: Generic Routing Encapsulation over IPv4 networks
RFC 2784: Generic Routing Encapsulation (GRE)

RFC 2890: Key and Sequence Number Extensions to GRE

1.2 F2&EGRE over IPv4fi%iE

fic & GRE over IPv4 B&iE N, T8y

I T A 3 2 230 S T "5 o P 90t b 1k A0 ) ) ik, AR o P B ) o ik C H Py b )

I %5 0 v BCE 1K H B ok Czesm k) AH IR

G wA L, BEREA AR Tunnel 122 11 28 SSCASTE [A] i g B 58 4 40 5] 1 J s b ik A0 H ()
ity bk

B T g ] AR B8 25 B 1) SE B . 75 B 0E R T GRE ROCK I AT RE . WA um IF 5
T GRE UK I FI T fE, W23 7 A IR B AR SCHh 45 A0 A R, R R g R 4R SCEAT R 36 A
BOUE o X ity A2 75 PR S TR B RN, B AR S 2 S A I R B, 5 0t v
L %

T SR EF R RTIR SC I H il S Tunnel 482 KR AAE B AN REE,  0A 25 i & B ik Tunnel
FE I BNAAR S H Bk, DU TR AT B R AR SRR IE e . I nl DAL R A
HH, $i7 8 B HSC H Rk 1) B H B O A Tunnel 422 115 B A] DARC B Zh A%, 78 Tunnel
O HRMAER#E O B BERESh A K s, thshE s ek il Tunnel 42 01
IR % FH AR T

7E Tunnel #2211 _ERCE (IR H 1umh ik AGES Tunnel #2 0 HbbE7E [ — B

T Tunnel 3 DTEAN44, 5T interface tunnel. source. destination. tunnel dfbit
enable fll tunnel discard ipv4-compatible-packet 4 LA & Tunnel #2110 F 5 2 it & dy 211
PRI, ES W “ZRHAIP SR ERS” P “pFiE” .

F1-1 L& GRE over IPv4 B%iE

R1E we 15 A
WANRGAE system-view
BB TOLR, W& LAEEATA
BIEBAHGRE over IPv4FE interface tunnel interface-number mode Tunnelf
G Tunnel B, JFEAL | o B P A i
Tunnelf A Bk, 7T A AR SO
I
A tEm N, TunnelED HBH
IPvAHBIE RCE 75, 155 W ZEHAR-IP | W& IPvARLEERIIPvE ik
PB TunnelfZ [ IPvAtib il sy, | MEFSECER S diil “IPHubL” TN IPVAI, RS
IPv6H i IPVeHb L IEC B Tk, 155 W =2 AR-IP | Tunneld D [1IPvARtL; % P
W AABLE RS T “IPveILat” PONIPVEHRT, 752 fd E Tunnels
CTRIPv6e T
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1RIE

3
A

LEA

B B T A 1k Y

source { ip-address | interface-type
interface-number }

SRATEOLN, BOH BUE BETE AU
i s Bk A

Up R A2 BRI AU b
VU273t b A Ay 2 i B B 4 SC
RIPVAMIAL;  Un SRBEE 2 B
B VY 1, M2 1 1P ik
KA D B2 i A AR SC I U IPvA
Hbik

BCEREIE R H st bk

destination ip-address

AN, BAERERENH
)3 s

B8 1) B ok 2 5 il MGRE
R bR S SE By Lz 1
IHHE, R A B 2 5 B
TEHR 1 H (11PvARhL

(H[#) JF 5 GREfkeepalive
IhRE, JFECEkeepalivedl 3k
16 SR Bt KR IR

keepalive [ interval [ times ] ]

BN, GRE[keepalivel))
AL TG HIRES

(H3E) FF JH GRER I SN
e

gre checksum

AT, GRER UKL AT
REMb TR IR AS

(i) % EGREZ:HTunnel
B GRE Key

gre key key-number

BRAETEOLE, WA WA GREREY
Tunnel#Z 1 f)GRE Key

It 3 Y i 0 200 i A (] FRIGRE
Key, BiE#A K EGRE Key

(AR BB B AR R BRE R L
KIDF (Don't Fragment, A4}
h) bRk

tunnel dfbit enable

BT R K BB
ASPrbids, EDGERBEHR SO
SEI

A EIERZ

quit

CATE) W Z 37 & A7 IPvAdf
ZEIPVEHBHE [FIIPV6 TR SC

tunnel discard ipv4-compatible-packet

AT, AEEFTHIPV4
A IPVEHLIE I IPVEHR

1.3 fit B GRE over IPv6l%i&

fic & GRE over IPv6 B&iE N, F52yEa.
% 0 A St 00 20 A . B P T P 0 e s b R0 P i, H A I Y ek CH s kD
1% 5 ke B i H e ik G gl A E .

o fEF Bk b, BEERANIE M Tunnel £ 1 SCAS SR I Pl 8 5e 4 AH [R] 10 J i ik A H 1)
L L1 [

o BERIEM I AT LUHRYE 25 F K 5B I ] i B E 2 15 2T 5 GRE SCAS AN DI fiE . WA T /5
T GRE RS ANIIRE, WS AE AL BRI 5 R A L, roxd s RN R SO AT B A
BHIE o 0 B 2 70 W B AR SCREAT IR I AN AR, B TS R R IR AIE B, 55X i
IR E TR
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o WURERREETIROCH H NS Tunnel £ H R EEAE R — AR, W20l &8 1 Tunnel
B REHRSC H bR, DI ST PR RO RE I W e o I AT ARG AL A
Hi, i 58 35S H ik ey i e e 1 24 AR Tunnel 2 11 10 A] DARCE 8 A5 1, 78 Tunnel
O SRMALER D LRI EReshas s i, hahass b ek Tunnel #20

B 1 8 R T

e 7E Tunnel #10 g E (YB&E H )um ik ANGE S Tunnel 2 bk E R — W B .

e KT Tunnel ORI, 5T interface tunnel. source. destination fl tunnel
discard ipv4-compatible-packet 4 Ll Tunnel 2 1~ 2l E a2 FEANH, S I
“CEREHEHARIPWAICERST T CREE” .

%1-2 B E GRE over IPV6 i

#BR1E

ko
4>

15 Af

HENRGHE

system-view

B35 X GRE over IPv6%
M Tunnel¥ 0, FEHENZ
TunnelfZ 4L &

interface tunnel interface-number mode
gre ipv6

BRAEOLT, Wk EATELEARAT
Tunnel{%

R 110 79 ity I 9C A 7] (1) B i
i, A AT BEIE B SO AL TR
[k

% Tunneld% D [ 1IPvAtihE ok
IPv6it ik

IPvAMLIEIEC B 71, 15 e =2 HoR-IP
WA ERS” ) “IPHibE”
IPveHE [ & 722, 1S L =2 A-1IP
WEBLETR S T “IPvesLal”

A tENN, TunnelED BBH
BEE IPvAHbHEFIIPVE b L

Tz hIPVART, R E
TunneldZ D IPvARLEE; et

BONIPVERT, F5EEALE Tunneld:
1 1PV Rkl

L B T ) b Ak R 1

source { ipv6-address | interface-type
interface-number }

BEEDLT, WA BRI R
ity s bk AN O

QTR ) A R T 5 s
T2 bk A S 255 s B ik SC
HIIRIPveihL s Gn S B 1 &%
TE PR D, WZAE D bk
A g d5t 2 S B S TR I PVB 3
ik

e R 1 H ) s bk

destination ipv6-address

BTN, WH R ERENH
Ry i

B3 1 H sk 6 i M GRE
R b AR S SE B A 4
Bosthik, iz Rk A S 5 G b
TEHR S H IPve bl

(AT IF )5 GREFR SR 3 A
Ui

gre checksum

ALY, GREHRSU IR AIT)
REAL TR RS

(A% % EGREZ Tunnel
B IGRE Key

gre key key-number

BRAETHOLE, WA WA GRERSY
TunnelB M YIGRE Key

k3 o oy 0200 A [T I GRE
Key, Bi##A K EGRE Key

R R G

quit
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1RIE we iR

(i) FlE RIS P4 . . . BRI, AR EFEHIPvA
Z2IPVBHIHL [ 1PV6 I tunnel discard ipv4-compatible-packet 675 1PV HL L I PVB I L

1.4 GRES TR

N FIRECE G, EAEEME AT display 4 AT DL RACE G GRE (iafr o, Wild s
oA ELEGIE T B R

LEF A R AT reset #ir4 0] LLE R Tunnel 32 08115 & .
#1-3 GRE RRFn4E$A

1RIE we

HRTunnel¥ AR CAE B (K@ & P44, | display interface [ tunnel [ number ] ][ brief [ description
WS ZRHEAR-IPW S 4S% 7 fif “BsiE”) | |down]]

BRTunnel 3 T IPVEAR S5 . (R AT & I PEgl
B, BN “Z2HAR-IPA S 45%” Wit | display ipv6 interface [ tunnel [ number ][ brief ]
“IPV6EERE” D

YA NG5 = A A48, )
ﬁi}ume)ﬁ;f[fﬂgfiiﬁ fi,]ﬂ}]ﬁé?% reset counters interface [ tunnel [ number ] ]
HZ L /= - W'~ =

1.5 GREBLBfL F 25451
1.5.1 GRE over IPv4 %8 815 fig T %&15)

1. LHMEK

Router A fil Router B /\”Ul_% IPv4 FAFT 2% Group 1 A1 Group 2. X PN FALT W0 45 HR it FH A 194 b
Hk, HJE TR—4 VPN. iBik7E Router A fil Router B 2 i) 7. GRE B¥iid, SZHLANFAA W25 (1)
H Bk,

2. tHME

E1-7 GRE over IPv4 f&i& 7 FZA W [E

GE2/11 GE2/1/2

GE2/1/2

GE2/11

GRE tunnel

Router ATunneIO Tunnel0 Router B

10.1.2.1/24 10.1.2.2/24




JEESE

Z
EF4E T @GR EZR, BiKEE&AET i fi B 75, 5 Router A #= Router B 8] %
BTk,

(1) ME Router A
# G5 TunnelO #2111, Jf45 @ fEiE A 4 GRE over IPv4 [%iE .

<RouterA> system-view
[RouterA] interface tunnel O mode gre

# FL'E TunnelO #2117 1P Motk

[RouterA-TunnelQ] ip address 10.1.2.1 255.255.255.0

# WL 'E TunnelO #2 AGJEmHLIE (Router A | GigabitEthernet2/1/2 () 1P #ihi).
[RouterA-TunnelQ] source 1.1.1.1

# FL B TunnelO £ 1019 H f3m ik (Router B [f) GigabitEthernet2/1/2 f#) IP #iuhik).

[RouterA-TunnelQ] destination 2.2.2.2
[RouterA-TunnelO] quit

# It & M Router A £k TunnelO #2113 Group 2 1 & .

[RouterA] ip route-static 10.1.3.0 255.255.255.0 tunnel O

(2) M E Router B

# 0 TunnelO 211, Jf45 e FEIERIA Y GRE over IPv4 F%IE

<RouterB> system-view

[RouterB] interface tunnel O mode gre

# Wi & TunnelO 42 111 1P Hidik.

[RouterB-TunnelQ] ip address 10.1.2.2 255.255.255.0

# & TunnelO # 1 Y5 s ik (Router B 1) GigabitEthernet2/1/2 [¥) 1P k).
[RouterB-TunnelQ0] source 2.2.2.2

# IL'E TunnelO #1014 H im ik (Router A 1) GigabitEthernet2/1/2 1) 1P ik
[RouterB-TunnelQ] destination 1.1.1.1

[RouterB-Tunnel0] quit

# L& M Router B £:3F Tunnel0 #2115 Group 1 fI# A .

[RouterB] ip route-static 10.1.1.0 255.255.255.0 tunnel O

4. WHEERCE

# & Router A 1) Tunnel £ DIRA .

[RouterA] display interface tunnel O
TunnelO

Current state: UP

Line protocol state: UP

Description: TunnelO Interface

Bandwidth: 64kbps

Maximum Transmit Unit: 1476

Internet Address is 10.1.2.1/24 Primary
Tunnel source 1.1.1.1, destination 2.2.2.2
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Tunnel keepalive disabled
Tunnel TTL 255
Tunnel protocol/transport GRE/IP
GRE key disabled
Checksumming of GRE packets disabled
Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0
Last clearing of counters: Never
Last 300 seconds input rate: 0O bytes/sec, 0 bits/sec, 0 packets/sec
Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Input: 0 packets, 0 bytes, 0 drops
Output: O packets, 0 bytes, 0 drops
# 7174 Router B 1) Tunnel 2 MRS
[RouterB] display interface tunnel 0O
TunnelO
Current state: UP
Line protocol state: UP
Description: TunnelO Interface
Bandwidth: 64kbps
Maximum Transmit Unit: 1476
Internet Address is 10.1.2.2/24 Primary
Tunnel source 2.2.2.2, destination 1.1.1.1
Tunnel keepalive disabled
Tunnel TTL 255
Tunnel protocol/transport GRE/IP
GRE key disabled
Checksumming of GRE packets disabled
Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0
Last clearing of counters: Never
Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Last 300 seconds output rate: O bytes/sec, O bits/sec, 0 packets/sec
Input: O packets, 0 bytes, O drops
Output: O packets, O bytes, 0 drops
# M Router B 1Ll Ping il Router A |- GigabitEthernet2/1/1 £z 11/ hL:
[RouterB] ping -a 10.1.3.1 10.1.1.1
Ping 10.1.1.1 (10.1.1.1) from 10.1.3.1: 56 data bytes, press CTRL_C to break
56 bytes from 10.1.1.1: icmp_seq=0 ttl=255 time=11.000 ms
56 bytes from 10.1.1.1: icmp_seg=1 ttl=255 time=1.000 ms
56 bytes from 10.1.1.1: icmp_seg=2 ttl=255 time=0.000 ms
56 bytes from 10.1.1.1: icmp_seg=3 ttl=255 time=0.000 ms
56 bytes from 10.1.1.1: icmp_seg=4 ttl=255 time=0.000 ms

--- Ping statistics for 10.1.1.1 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/2.400/11.000/4.317 ms
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1.5.2 GRE over IPv6 [ g 815! fil T 24451

1. A EK

1217 IPVA DRI Group 1 Fl Group 2 Jlil IPv6 W45 4HiE . il 7E Router A fil Router B
Z [A] 57 GRE over IPV6 %8, SEHLF N1 P 27 1PV6 M 45 TLIk

2. HME
[E|1-8 GRE over IPv6 fxi& v F 28 W &

GE2/1/1 GE2/1/2 GE2/1/2 GE2/1/1
10.1.1.1/24 BN 2 10.1.3.1/24

GRE tunnel

Router ATunneIO Tunnel0 Router B

10.1.2.1/24 10.1.2.2/24

I EBMELSE

Z
T4 T @B E 28, BiKR &40 it 3R et B 758, F 5 Router A #= Router B ] 54
BTk,

(1) ME Router A
# G5 TunnelO #2111, JH45 @ fEiE A 4 GRE over IPv6 [%iE .

<RouterA> system-view
[RouterA] interface tunnel O mode gre ipv6

# BL'E TunnelO #2171 1P btk

[RouterA-TunnelQ] ip address 10.1.2.1 255.255.255.0

# FL'E TunnelO #2 AGJEmHLIE (Router A | GigabitEthernet2/1/2 () 1P #ihik).
[RouterA-TunnelQ] source 2002::1:1

# FL'E TunnelO £ 1070 H f3m sk (Router B [f) GigabitEthernet2/1/2 (¥ IP #iuhil).

[RouterA-TunnelQ] destination 2001::2:1
[RouterA-Tunnel0] quit

# It & M Router A £k TunnelO #2113 Group 2 1 & .
[RouterA] ip route-static 10.1.3.0 255.255.255.0 tunnel O
(2) MHd#E Router B

# g Tunnelo #:11, Jf4R e RkiE ) GRE over IPv6 [%iH .

<RouterB> system-view
[RouterB] interface tunnel O mode gre ipv6

# i & TunnelO 42 111 1Ptk

[RouterB-TunnelQ] ip address 10.1.2.2 255.255.255.0

# & TunnelO #1110 Y5 sk (Router B 1) GigabitEthernet2/1/2 [¥) 1P k).
[RouterB-TunnelQ] source 2001::2:1

# L& TunnelO #2211 H smiti il (Router A 1] GigabitEthernet2/1/2 ) 1P Hidik ).
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[RouterB-TunnelQ] destination 2002::1:1
[RouterB-TunnelQ0] quit

# FiL & M Router B £33 Tunnel0 #2115 Group 1 AR .
[RouterB] ip route-static 10.1.1.0 255.255.255.0 tunnel 0O

4. WEECE

# 57 Router A [f] Tunnel £ 1 1RE .
[RouterA] display interface tunnel 0O
TunnelO
Current state: UP
Line protocol state: UP
Description: TunnelO Interface
Bandwidth: 64kbps
Maximum Transmit Unit: 1456
Internet Address is 10.1.2.1/24 Primary
Tunnel source 2002::1:1, destination 2001::2:1
Tunnel TTL 255
Tunnel protocol/transport GRE/I1Pv6
GRE key disabled
Checksumming of GRE packets disabled
Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0
Last clearing of counters: Never
Last 300 seconds input rate: 0O bytes/sec, O bits/sec, 0 packets/sec
Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Input: O packets, 0 bytes, O drops
Output: O packets, 0 bytes, 0 drops

# &% Router B ff] Tunnel 3 FRE.

[RouterB] display interface tunnel O
TunnelO
Current state: UP
Line protocol state: UP
Description: TunnelO Interface
Bandwidth: 64kbps
Maximum Transmit Unit: 1456
Internet Address is 10.1.2.2/24 Primary
Tunnel source 2002::2:1, destination 2001::1:1
Tunnel TTL 255
Tunnel protocol/transport GRE/I1Pv6
GRE key disabled
Checksumming of GRE packets disabled
Output queue - Urgent queuing: Size/Length/Discards 0/100/0
Output queue - Protocol queuing: Size/Length/Discards 0/500/0
Output queue - FIFO queuing: Size/Length/Discards 0/75/0
Last clearing of counters: Never
Last 300 seconds input rate: 0 bytes/sec, O bits/sec, 0 packets/sec
Last 300 seconds output rate: 0O bytes/sec, O bits/sec, 0 packets/sec
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Input: O packets, 0 bytes, 0 drops

Output: O packets, 0 bytes, O drops

# M Router B 1] L Ping il Router A I GigabitEthernet2/1/1 #z I [#y kit

[RouterB] ping -a 10.1.3.1 10.1.1.1

Ping 10.1.1.1 (10.1.1.1) from 10.1.3.1: 56 data bytes, press CTRL_C to break
56 bytes from 10.1. icmp_seq=0 ttl=255 time=2.000 ms

56 bytes from 10.1. icmp_seqg=1 ttl=255 time=1.000 ms

56 bytes from 10.1. icmp_seq=2 ttl=255 time=1.000 ms

56 bytes from 10.1. icmp_seq=3 ttl=255 time=0.000 ms

56 bytes from 10.1. icmp_seq=4 ttl=255 time=1.000 ms

N =
N

--- Ping statistics for 10.1.1.1 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/1.000/2.000/0.632 ms

1.6 % B EH IR 2

GRE ¥ JC B AT E A a7 5, AH T S e B 1K 35, KR i i # w] LA Ay 4 debugging
gre fil debugging tunnel &4z, X HEAH—FE RT3 4T

1. MEHR

1 & 1-9 frn, Tunnel P9 1A & 1E A H.Tunnel % %5 1] Llpingi, {HHost AfIHost B[R] #1151
pingi .
E1-9 GRE #E& Rl

Tunnel0 TunnelQ

IP network IP network IP network

GRE Tunnel ()

Device A Device C

Host A Host B
10.1.1.1/16 10.2.1.1/16

2. MBS

R BILAZ R (1 )5 TR AT fig 42 Device A B Device C 1A AT F1li o) sifs (9 5% 11 4% 1

3. WPEHERR

(1) ¥£ Device A 1 Device C 43l #47 display ip routing-table 174, WM %</E Device A /&5 H 4
i TunnelO $2M1 #) 10.2.0.0/16 (1) H; £ Device C &5 40k TunnelO £z 1% 10.1.0.0/16
(R H

(2) RSN iR h, WAERGEME N ip route-static fiy 2R INEAE M. LA Device A
e, BCE R

[DeviceA] ip route-static 10.2.0.0 255.255.0.0 tunnel O
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AT T, VAM Serverfi FJCHAP
77, XVAM Clienti# 4T S 43 AIE, A
UEAE ISPk F P TR K R GE R
b

il H#VAM ServerXtVAM
Client#1 & 4 AIE 77 5

authentication-method { none | { chap |
pap } [domain isp-name ] }

1.4.9 fii EKeepalivetf 3t5 4]

VAM Client f1 VAM Server 2 [f]ifii Keepalive i SCEREFEE R . ZACE H K% E VAM Client & i%
Keepalive % 3 [ I 7] ] Bg A & k8. 24 VAM Client VEMFEC IS S, VAM Server 22K 0 & (1541
FEVEM I N R K45 VAM Client, [i]—4> ADVPN 1 fiTf VAM Client (1) Keepalive # 32 5#0 &
AHIF
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VAM Client % & VAM Server & 111 7] (7] [ 7] VAM Server k1% Keepalive 3, VAM Server I
F| Keepalive f3CJE R M NAR L. 2 Keepalive ) 3C 1T R IR BUE BIH5 € MAE B W E] VAM
Server [N, VAM Client i\ 4 5 VAM Server (&8 i, A& 1% Keepalive .32, 2% VAM
Server I [it] 1] 7 X 5 A ORI ) 9 AT IR VAM Client [ Keepalive, TIITA A5 VAM Client 1)
R, 2% VAM Client (145 B K R

TR RIS, W VAM Server (48 Keepalive XS4, W& S M EUUITEM K VAM
Client ZE%L, D&M VAM Client 4525400

%*1-13 EE Keepalive RS

#BR1E we i3t AR
ARG system-view
: I vam server advpn-domain
HENADVPNSHLI domain-name [ id domain-id ]
Jit # VAM Client[]VAM Server " live interval time-interval BTG T, VAM ClientAi%
fikKeepalivesici il | (SE0TTE B A merena Keepalive it & it} i [} 4y 180FS,
HIHR FARREE3IR

1.4.10 BEEIFKRREESH

VAM Server [i] VAM Client A IXT5KIRICIT,  AERAEFS TE IR 8] 18] B A BCA W AR SC,  VAM
Server ¥ FH B RILIXIE R, HBCE I N AR L VAM Client Keepalive i@ I 4 11

*1-14 BERNELRSY

#B1E we 52 BR
HARGHLE system-view
N N vam server advpn-domain
HENADVPNEHLI domain-name [ id domain-id ]
Bt EVAM Server &k 15 K ST (1) . o BA LT, VAMServer f ki sk
N 1 1 retry interval time-interval S5 BRI 5 1B Sy 5

1.5 ECEVAM Client

Wi VAM Client 5 HBECE, W LA4EE VAM Client i/t ADVPN 5. VAM Client {E ) /% VAM
Server Hitik s 145, LLA& VAM Client B4 715 B 55, 4 VAM Client [1] VAM Server &4
IGAGIERAE K, JF &M 3] VAM Server FAS T A EEUES .

1.5.1 VAM ClientFe B & &1y

#1-15 VAM Client e B &=/

EEES tAA FHEE

£ VAM Client WAk 152
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BREES 1t AR HHRE
JHZVAM Client) fit Wk 1.5.3
BL & VAM Server(ty ikl Wik 15.4
it & VAM ClientfT)& I ADVPNI WA 155
Fil & VAM Clientft fil 3k 5225 Wik 1.5.6
FCB I R ARSCEAESHL CIpYS 157
fic B VAM ClientiZE 42288 i i 2R i a) Tl ik 1.5.8
T BN UE FH 2 42 N 7 Al 1% 15.9
1.5.2 f1EEVAM Client
#1-16 €13 VAM Client
#B1E we AR

ARG system-view

G VAM Client, Jf#3EAVAM
Client#t &

vam client name client-name

AU, WA BLE VAM Client

1.5.3 A#IVAM ClientIh g

#1-17 B3 VAM Client T g

BRIE we it AR
ARG system-view
S BN BidE EVAM vam client enable { all | name e
. Clientf7/VAM Clientjg¢ | client-name } - o
JHZIVAM GAEBL R, VAM Clientf
ClientDIfe | p1z4e5:vAM Clientiy | Vam client name client-name VAM ClientZh e 4k T4 Fk
VAM Client)fig client enable &

1.5.4 BEEVAM Serverpyibiik

| Lk — VAM Client fit & P VAM Server, —/~3= VAM Server, —/~4 VAM Server.VAM Client
2:[AlI ) E VAM Server filg VAM Server BT M, G R #033: W% 2, VAM Client 23485648 H 56
FEMHS I VAM Server [a L N RFE R, 241% VAM Server #fER, VAM Client 45 55 4h—A

VAM Server F &5 5.

R SEN NP

. 3= VAM Server f145 VAM Server [ HEA R CFCE T A8 [ (1 s b1k ol 38 1 35 42 fdt A 21 AH [
fidshl) , WA I VAM Server H3%.
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. R EFR E VAM Server )i -5, WAZUFT VAM Server _E g & i) W W 15— 2,
1. B & FVAM Serverpihiit
#1-18 L&+ VAM Server Byt

1RIE

3
A

5L EA

HENRGHE

system-view

#EAVAM Clienti 14

vam client name client-name

il & T VAM Server(rj ik

server primary { name host-name |
ip-address ip-address | ipv6-address
ipv6-address } [ port port-number ]

ALY, BEATHCE FVAM Server
B s ik

2. BL B & VAM Servergib it
F1-19 B E & VAM Server Byttt

1BR1E

15 FR

BRG]

system-view

HEAVAM Client#i &

vam client name client-name

fit & 45 VAM Server[rj it

server secondary { name host-name |
ip-address ip-address | ipv6-address
ipv6-address } [ port port-number ]

AR, BARCE % VAM Server
F 3l

1.5.5 Bit FVAM Clientff/E 89ADVPN1F;

#1-20 & VAM Client FT/E ) ADVPN 13

#HR1E

A
g <

15 FR

HEANR G

system-view

HEAVAM Client#i &

vam client name client-name

i & VAM ClientfT & I ADVPNI

advpn-domain domain-name

BATEMW N, VAM ClientAN8 T4
ADVPNI,

1.5.6 BtEVAM Clientffii =247

—

i3t

NN

=R VAM Client S F1 VAM Server 537224l il ()
LB B R A IO AN B i R e N AR SCII I LR B8 s i SR Bt J 2l AR ST N

SCRPIMEL . AT BL

SERIGAE, T 2 B I FH R A B B0 RN 0 25 i SR S R 3 5
[i]— ADVPN 4 1] VAM Client 1 VAM Server it B (1) T L 52 232 5H 05 25— 3

%1-21 B8 VAM Client BTt = %4A
BRE we it AR
WANRGAE system-view
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1R1E we ER

¥ AVAM Client#il vam client name client-name
RLFIVAM ClientffgFijt s gy | Pre-shared-key {cipher cipher-string | BT T, R

simple simple-string }

1.5.7 BEEIRKIRLEEZSE

VAM Client [1] VAM Server AIETE R, WIRAESR E (I 8] (8] 55 P 5 W2 Ak 3, VAM

Client 4 FBr R IR TE RIS W R T IR TE SRR ST EGE L T € R 3, W VAM Client

Ak VAM Server ANrJik,

(CE SaV-NIOpay

o A MG SRR SCRIY SUE S SRR SCAN S R BRI B T, R s SR s 1R I ) T
—HKi%, HZ%E VAM Client F£;.

e VAM Client &i% Keepalive $i 311 I [ [a] B5 1 E & (2 VAM Server [FIBCE PLE

F1-22 BLE VAM IR CEESH

BRAE we i3t BF
HARGHLE system-view -
#EAVAM Clientf} ] vam client name client-name -
- PR P retry interval time-interval count AL, VAMBMSR 3CH K 8]
IHVAMPHESCRIZE ) retry-times RN IHSHD, A UCEONIN

1.5.8 ELEVAM ClientiE &8t By 5% 2L AT 4]

VAM Client 75 VAM Server i8I 5, SHENFREUIRE, I VAM Client A AL BATf 4R . 24
HERIN ) R3S, VAM Client 34 3857 4k

F<1-23 BLE VAM Client iE# B R R 5% ZART (8]

=1E we 1t AR
BRG] system-view
#E AVAM Client#{ [ vam client name client-name
i B VAM ClientiZ 421 1 11 . o B Sl R, VAM ClientiE BN
WL 7] dumb-time time-interval FERIN ] 5 1205

1.5.9 BCEINER P AT

fic'E VAM Client [ P Z f1#468, H T 1 VAM Server 47 & 43 AAE
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F=1-24 BLEINER FAZEL
BRI we
HEN R

HEAVAM Client#i &

15 FR

system-view -

vam client name client-name -

BAATEOL N, BOARCENIE 44
% i

user username password { cipher

REE A 2 Al cipher-string | simple simple-string }

1.6 Bt EADVPNE:E

HHil ADVPN BEIEFIRCE , nILARCE ADVPN P22 (AL Wbl . B&IE 4 1 TR 2 1) VAM
Client., FEiE 175 PR I I 7] DL R s 7 2 0 BBk IN 1R) 45, kst a7 ADVPN B i 1 b ZEifE 4% o
XT Tunnel B ITEAAN4H, % T interface tunnel. source ! tunnel dfbit enable #iy 4 L%

Tunnel 3% R EZRCE S MHEAN A, HS W “ ZJZHR-IP SR ER T i “BRIE”.

F<1-25 BCE ADVPN f&iE

1RIE

DA
AP <

15 AR

BENRGHK

system-view

B ADVPNFZE 2 [ Tunnel
B0, kA Tunnelis DHLE

interface tunnel number [ mode
advpn {gre |udp }[ipv6]]

Bt R, WA L ARAFAE(E M Tunnel
g

T BT P VR ity I A [ ) B A, 75
T ] B B S A T

JiC & Tunnel$z 1 FA Y H dik:

ip address ip-address { mask |
mask-length } [ sub ]

ipv6  address
prefix-length

ipv6-address

CHESEL
FAAIE LR, Tunnel# 101545 e & FA K
Ho il

LE[Rl—/NHub4lH, Fra TunnelE: 111
Ik AL E A R AN B

fic ' ADVP NP )35 i s ik
WE N

source { ip-address |
interface-type interface-number }

BRI UL, AL E ADVPNREIE H 5
ity i 1k RO Y5 O
TR R P Rk, %3 R
B R T TR ST (R s SR Y S
VERE D, M2 bR S da) 28 I B
TE RS H R

(A B B4 R R E ST
DF (Don't Fragment, A% A7)

Frids

tunnel dfbit enable

BAETOLT, RBERERCAD
bris, BIEE A FEE 1 SCIN SEVE B

(AT Pl B ADVPNIR Y 5
FA 5 115

advpn source-port port-number

BAE M, ADVPNIRSCYRE iUk 1
5418001

A i A LA AEUDP AR 3 (1 ADVPNE%
BRI Tunned% 1 4 el &
WIRTunneli 1 FLE T compatibleZ
B, WHZTunnel 5 H 46 52 1 15 420
FHAbTunnels: AR
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BRI we 15t BR
. . BRSO, Tunnel %8 £ 103 40 e T
vam client client-name #VAM Client
[ compatible advpnO ]
fi B Tunnel 4552 IVAM —AVAM ClientH fit 55—/ 1Pv4

Client

vam ipv6 client client-name

ADVPNZEH [ Tunnel§E D 4 &

—/NVAM Client H 65— IPv6
ADVPNBFIEZET [ Tunnel# 145 &

CAJ3%) Wi B ADVPNE%IE HIHA
YRS

advpn network ip-address
{ mask-length | mask }
[ preference preference-value ]

advpn ipv6 network
prefix/prefix-length [ preference
preference-value ]

BATE LT, BEATCE ADVPNEEIE ) FA
EEEPS)

A DR % EH I S g i T A Bh AR
PN, AETHRSHH

(A k) fid B ADVPNF%IE 253
fIKeepalived 3C k1% F 1 &

keepalive interval time-interval
retry retry-times

BB, ADVPNFREIE 215 11
Keepalivedit 0k 2% A 128 180%), i Kk
ERBCRBIN

{E[R—AADVPNIEH, i3 Tunnel# [
IKeepalived 3 & i &8 # F e K Rk
B I—EL

(A% I E Spoke-Spokes#y
ADVPNFEIE 1) 2% PR 8 Bs] ][]

advpn session idle-time
time-interval

BTN, Spoke-SpokeZHADVPN
ek T 1) 225 R R IF 1) 24 60088

BEk S5, 4@ fSpoke-Spoke
I ADVPNERIE 28 S iUs S 50
HFTITAA T

(AIiE) it ADVPNBEIE %+
RIGCFRI B ER I 1)

advpn session dumb-time
time-interval

BB TR, ADVPN % I8 % 82 2 W &
BRI 7] 4 12080
Bt S E06 B4 53 7 FIADPVYNESIE 3¢
BRI, 2 58T I ADPVNIRIE 211 F
L2

Z

Jo Rk & LRE T % AMER GRE #1369 ADVPN i@ 4 0, H %8 645 % bk ROR B 2 40 F) i,
AFl GRE # %49 ADVPN [ 84 1 #) GRE Key XA R[], #*F GRE Key 8y mA-%iFE AN “=
BH AP L 4R BT T4 “GRE” .

1.7 BLEI&H

ADVPN A Bt 3 ANFAH W4, R & b A2 AC B i . ADVPN B I a7 LUS . i i P 3G i b
TERATAR R I B BRr, FREI Bk R . B P AE Hub #1 Spoke LA % Hub Z [HJ#EATAZ
H., 7F Spoke 5 Spoke  [AIAN A e 4% th A5 Lo
ADVPN % ' uiii 1Pv4 FA M SCRRI % M CAH OSPF. RIP il BGP:
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o KJH OSPF & it , % /& Full-Mesh M4, OSPF 43 11 M 25570 35 B L & A
broadcast; 1% /2 Hub-Spoke M %%, OSPF £ 111 M &4 IFE E L E 4 p2mp. OSPF 1)
HAREIES W “ ZE2HA-IP B HELEES” Fif “OSPF”,

e KA RIPEHPMNE, WHSE Full-Mesh M4, A LMEH RIP-1 8¢ RIP-2 | #7752
Hub-Spoke M %%, T2 RIP-2 A5 770, IF BRI D)6, RIP FIRAKRLE S 2
W« ZREARAIP HHEE RS P “RIP”.

o XJ BGP iy, Wik JE Full-Mesh %%, 75500 ik % b SRS AR, fRUE— 3 Spoke
22 3] BBk i Spoke ¥ BN — Bk A % iy Spoke [ytihik; Wil & Hub-Spoke M4%, &
T I % R S SR, PRAIE— i Spoke 2% 3] BIf¥ 21k %] i Spoke (1%t —BkoAh Hub (1)H:
k. BGP Mgk t 50 (1 HAKEL B IE 2 W, “ =R HOR-IP B E R 57 1 “BGP” Hl “% th
FWE

ADVPN % F'3iii 1Pv6 FAM SCHF ) B 3 OSPFV3. RIPng il IPv6 BGP:

o KJH OSPFV3 B it i, &S Full-Mesh 4%, OSPF 42 L1 0 2% 2 50 7 B &k
broadcast; I /& Hub-Spoke M4, OSPFv3 #1111 M 255 5 Bl & 4 p2mp. OSPFv3
M RAARLEIES N “ = 2HAR-IP B EHRS” i “OSPFv3”

o R RIPng B H LN, 3 HF Hub-Spoke 4%, - H 7526 HIKFE20 8D Rs . RIPng 1A
ARLEIHS I “ =2 HR-IP B &8 S i “RIPng”

o XA IPv6 BGP B tH SN, 2 Full-Mesh (4%, 7550 1% fh 5008 S0 &, fRIF 3
Spoke 2% 2] 2| [ 215 X%} i Spoke (18 B~ —Bk oA X i Spoke ks 414 & Hub-Spoke
2%, T LB b RS AR, (RAIE i Spoke 2 ) B 2IA X} 5 Spoke [ R — Bk ok
Hub fi k. 1Pv6 BGP Rl i sms i) HLARTC B3 2 WS =2 BR-IP B i & 48 5 " i“ BGP”
B8 N

1.8 fit &IPsect®RIPADVPNEEE R 3L

WA R 1Psec % A HESE SR AR 3 ADVPN Bt A4l HR SC RN iR SC 14538, FLREATC B JE %l F
(1) FE IPsec LA FRE A INEEVEMINEEL . B,

(2) HALE IKE Mg 772U IPsec e A HESE.

(3) f£ ADVPN BEiea: 1 BN IKE P 75 20 IPsec L AHESE

FEARLE IS W “Z 28RS ” T “IPsec”.

1.9 ADVPNE ~FnE

ESER AR E T, TR AT display fiv4 ] LU R E G ADVPN [IE 471500, it A
EER TN B Y alld R LOEVE

FEFRER, AT reset iy 4 ] U BRAT N G815 B

#%*1-26 ADVPN R RFI4ER

11 #%

RIS VAW Sever Ly VAN Clent| JSPSYvam severadressmap [ aaupn doman
Fly 1P F B AU 5 5 [verbose | P prvete-b
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1BRIE

A
~

=l

BREENE] VAM Server Eff) VAM Client
I 1Pv6 FA R i 1k e s 45 8

display vam server ipv6 address-map [ advpn-domain
domain-name [ private-address private-ipv6-address ] |
[ verbose ]

BREENE] VAM Server Eff) VAM Client
) 1Pv4 FARA5 &L

display vam server private-network [ advpn-domain
domain-name [ private-address private-ip-address ] |

BREENE] VAM Server Eff) VAM Client
) 1PV6 FARIfE &

display vam server ipv6 private-network [ advpn-domain
domain-name [ private-address private-ipv6-address ] ]

7RVAM Server FADVPNIL#)ZE 1115 &

display vam server statistics [ advpn-domain domain-name ]

57~ VAM Client FRRSHLE B

display vam client fsm [ name client-name ]

7R VAM Client 4511 4

display vam client statistics [ name client-name ]

7R VAM Client I 2 (] VAM Server &[]
#5 Hub 20 %57 IPv4 Spoke-Spoke T i%f% 18
g

display vam client shortcut interest [ name client-name ]

7R VAM Client 211 VAM Server TR 1)
# Hub 41 %37 IPv6 Spoke-Spoke B i%p%id
syl

display vam client shortcut ipv6 interest [ name client-name ]

H7IPv4 ADVPNBSIE ()15 &

display advpn session [ interface tunnel number
[ private-address private-ip-address ] ] [ verbose ]

L RIPV6 ADVPNIf%iE 115 5

display advpn ipv6 session [ interface tunnel number
[ private-address private-ipv6-address ] ] [ verbose ]

T RRVE M EIVAM Server b [11PvAFA R Hi ik
WL IS

reset vam server address-map [ advpn-domain domain-name
[ private-address private-ip-address ] ]

TE A EIVAM Server F[FIPVEFA ) Hidil:
AR ESS

reset vam server ipv6 address-map [ advpn-domain
domain-name [ private-address private-ipv6-address ] ]

% VAM Server ADVPNIL S 1135 &

reset vam server statistics [ advpn-domain domain-name ]

HHVAM ClientfR AL

reset vam client fsm [ name client-name ]

HEIRVAM Clientff 4 HH1Z 4

reset vam client statistics [ name client-name ]

M 1Pv4 ADVPNF%IE

reset advpn session statistics [ interface tunnel number
[ private-address private-ip-address ] ]

MIEEIPv6 ADVPNE%IE

reset advpn ipv6 session statistics [ interface tunnel number
[ private-address private-ipv6-address ] ]

W5 % IPv4 ADVPNPEIE 158015 )

reset advpn session statistics [ interface tunnel number
[ private-address private-ip-address ] ]

W5 %IPv6 ADVPNPZIE 114815 )

reset advpn ipv6 session statistics [ interface tunnel number
[ private-address private-ipv6-address ] ]
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1.10 ADVPNELEY it & Z& 45
1.10.1 IPv4 Full-MeshZEEIADVPNEL B fig & Z& 451

1. ARk

e {EIPvAFull-Mesh M 7N, 3. %% VAM Server e85 H . i &N SIS E: AAA
k2545 1 6 VAM Client AT IAUEFITH 24 B PR Hub B2 0y, 57 57 503 1R e R i Hh
SN IDENE

e Spoke 5 Hub 2 [a] 7 7k ARS8 I #z .

o  [i— ADVPN I, ERIIWA Spoke 2 [HIEA Kb i s & v bR IE 1 3% .

2. AME

& 1-7 IPv4 Full-Mesh 255! ADVPN ¢H WM &

Hub1 Hub2

T " GE1/0/1 GE1/0/1
unne Tunnel1 AAA server

! GE1/0/1 %
e O

Primary server

Tunnell Tunnell
GE1/0/1 GE1/0/1 GE1/01
Spoke1 Spoke2 —%
GE1/0/2 GE1/0/2 Secondary server
Hub-to-Hub static tunnel
" _ T‘|LT bIoTSEo;e_s?agc_tu;n;I
gp_cﬂ(_e-:o-_sgo;e_d;n;n:iaunnel
Hub 1 GE1/0/1 1.0.0.1/24 Spoke 1 GE1/0/1 1.0.0.3/24
Tunnell 192.168.0.1/24 GE1/0/2 192.168.1.1/24
Hub 2 GE1/0/1 1.0.0.2/24 Tunnell 192.168.0.3/24
Tunnell 192.168.0.2/24 Spoke 2 GE1/0/1 1.0.0.4/24
AAA server 1.0.0.10/24 GE1/0/2 192.168.2.1/24
Primary server GE1/0/1 1.0.0.11/24 Tunnell 192.168.0.4/24
Secondary server GE1/0/1 1.0.0.12/24

I EMEDE

(1) FEEFE VAM Server

o PUESAMNEOMIP HbE (%)
e ilE AAANIE

# Il 'E RADIUS 7%,

<PrimaryServer> system-view

[PrimaryServer] radius scheme abc

[PrimaryServer-radius-abc] primary authentication 1.0.0.10 1812
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[PrimaryServer-radius-abc] primary accounting 1.0.0.10 1813
[PrimaryServer-radius-abc] key authentication simple 123
[PrimaryServer-radius-abc] key accounting simple 123
[PrimaryServer-radius-abc] user-name-format without-domain
[PrimaryServer-radius-abc] quit

[PrimaryServer] radius session-control enable

# ILE ISP 3K AAA 7 %

[PrimaryServer] domain abc

[PrimaryServer-isp-abc] authentication advpn radius-scheme abc
[PrimaryServer-isp-abc] accounting advpn radius-scheme abc
[PrimaryServer-isp-abc] quit

[PrimaryServer] domain default enable abc

e [il'H VAM Server

# {il @ ADVPN 1 abc.

[PrimaryServer] vam server advpn-domain abc id 1
# A5 Hub 41 0.
[PrimaryServer-vam-server-domain-abc] hub-group 0O
# 4852 Hub 4179 Hub 1 IPv4 ARt hE.

[PrimaryServer-vam-server-domain-abc-hub-group-0] hub private-address 192.168.0.1
[PrimaryServer-vam-server-domain-abc-hub-group-0] hub private-address 192.168.0.2

# 187€ Hub 414 Spoke ] IPv4 FAM Hihil o [ .

[PrimaryServer-vam-server-domain-abc-hub-group-0] spoke private-address network
192.168.0.0 255.255.255.0

[PrimaryServer-vam-server-domain-abc-hub-group-0] quit

# [ VAM Server [{ UL 259100 123456,
[PrimaryServer-vam-server-domain-abc] pre-shared-key simple 123456
# &4 VAM Client HE47 CHAP JAIE .
[PrimaryServer-vam-server-domain-abc] authentication-method chap
# J5 8% ADVPN 5[] VAM Server JjGE.
[PrimaryServer-vam-server-domain-abc] server enable
[PrimaryServer-vam-server-domain-abc] quit

(2) ME % VAM Server

F& 1P Huhib4k, 4 VAM Server ff] ADVPN [it'# 5 3= VAM Server #l[7], RNiEEA.
(3) M#E Hubl

o MUEBBOMIPHHE (M)

. fic'E VAM Client

# {7 VAM Client Hub1.

<Hubl> system-view
[Hub1] vam client name Hubl

# iL & VAM Client JJT g (1) ADVPN 24 abc.
[Hubl-vam-client-Hubl] advpn-domain abc
# LA VAM Client L 2% 1]l 123456.
[Hubl-vam-client-Hubl] pre-shared-key simple 123456
# L E VAM Client (FIAER 7 400 hubl, #8494 hubl.
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[Hubl-vam-client-Hubl] user hubl password simple hubl
# FiL'E VAM Server (1) 1P Hihl.

[Hubl-vam-client-Hubl] server primary ip-address 1.0.0.11
[Hubl-vam-client-Hubl] server secondary ip-address 1.0.0.12

# JF)3 VAM Client Tt
[Hubl-vam-client-Hubl] client enable
[Hubl-vam-client-Hubl] quit

. it & IPsec 224 HE4E

# L IKE HEZE,

[Hubl] ike keychain advpn

[Hubl-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Hubl-ike-keychain-abc] quit

[Hubl] ike profile abc

[Hubl-ike-profile-abc] keychain abc

[Hubl-ike-profile-abc] quit

# lLE IPsec ZAHESL,

[Hubl] ipsec transform-set abc

[Hubl-ipsec-transform-set-abc] encapsulation-mode transport
[Hubl-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hubl-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hubl-ipsec-transform-set-abc] quit

[Hubl] ipsec profile abc isakmp

[Hubl-ipsec-profile-isakmp-abc] transform-set abc
[Hubl-ipsec-profile-isakmp-abc] ike-profile abc
[Hubl-ipsec-profile-isakmp-abc] quit

e it OSPF % H

# T AL O 1 % R AR R

[Hubl] ospf 1

[Hubl-ospf-1] area O

[Hubl-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Hubl-ospf-1-area-0.0.0.0] quit

[Hubl-ospf-1] quit

e  [itE ADVPN P

# fil'E GRE :%£(1) IPv4 ADVPN f%iE#: 11 Tunnell.,
[Hubl] interface tunnell mode advpn gre
[Hubl-Tunnell] ip address 192.168.0.1 255.255.255.0
[Hubl-Tunnell] vam client Hubl

[Hub1l-Tunnell] ospf network-type broadcast
[Hub1-Tunnell] source gigabitethernet 1/0/1
[Hubl-Tunnell] tunnel protection ipsec profile abc
[Hub1l-Tunnell] undo shutdown

[Hubl-Tunnell] quit

(4) FCE Hub2

o UESBOM IP HbE (B

) il & VAM Client
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# {7 VAM Client Hub2,
<Hub2> system-view
[Hub2] vam client name Hub2

# IL'E VAM Client JitJ& i) ADVPN 824 abc.
[Hub2-vam-client-Hub2] advpn-domain abc

# fil'E VAM Client [ 3L 5234

[Hub2-vam-client-Hub2] pre-shared-key simple 123456
# IiC & VAM Client [FIAIER] 7 444 Hub2, #5154 Hub2.
[Hub2-vam-client-Hub2] user hub2 password simple hub2
# i VAM Server (1) 1P Hiht.

[Hub2-vam-client-Hub2] server primary ip-address 1.0.0.11
[Hub2-vam-client-Hub2] server secondary ip-address 1.0.0.12

# 7 )5 VAM Client I,

[Hub2-vam-client-Hub2] client enable
[Hub2-vam-client-Hub2] quit

e LW IPsec % A4HELL

# L IKE FESEL.

[Hub2] ike keychain advpn
[Hub2-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Hub2-ike-keychain-abc] quit

[Hub2] ike profile abc
[Hub2-ike-profile-abc] keychain abc
[Hub2-ike-profile-abc] quit

# IC'E IPsec 2 aHELL,

[Hub2] ipsec transform-set abc

[Hub2-ipsec-transform-set-abc] encapsulation-mode transport
[Hub2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hub2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hub2-ipsec-transform-set-abc] quit

[Hub2] ipsec profile abc isakmp

[Hub2-ipsec-profile-isakmp-abc] transform-set abc
[Hub2-ipsec-profile-isakmp-abc] ike-profile abc
[Hub2-ipsec-profile-isakmp-abc] quit

e it OSPF % H

# O E A R % A S

[Hub2] ospf 1

[Hub2-ospf-1] area O

[Hub2-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Hub2-ospf-1-area-0.0.0.0] quit

[Hub2-ospf-1] quit

e [l ADVPN fi

# fil'E GRE %41 IPv4 ADVPN f%iE #2111 Tunnell.,
[Hub2] interface tunnell mode advpn gre
[Hub2-Tunnell] ip address 192.168.0.2 255.255.255.0
[Hub2-Tunnell] vam client Hub2
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[Hub2-Tunnell] ospf network-type broadcast
[Hub2-Tunnell] source gigabitethernet 1/0/1
[Hub2-Tunnell] tunnel protection ipsec profile abc
[Hub2-Tunnell] undo shutdown

[Hub2-Tunnell] quit

(5) M.E Spokel

o FUESEMIP HuHE (HE
e it VAM Client

# {7 VAM Client Spokel.

<Spokel> system-view

[Spokel] vam client name Spokel

# Tic & VAM Client JJTJ&1¥) ADVPN %4 abc.
[Spokel-vam-client-Spokel] advpn-domain abc

# fiL'E VAM Client [ L5254

[Spokel-vam-client-Spokel] pre-shared-key simple 123456

# L& VAM Client [FIAUEH F 4400 spokel, #6524 spokel.
[Spokel-vam-client-Spokel] user spokel password simple spokel
# FiL'E VAM Server (1) 1P Ml

[Spokel-vam-client-Spokel] server primary ip-address 1.0.0.11
[Spokel-vam-client-Spokel] server secondary ip-address 1.0.0.12

# JF )it VAM Client Jig.
[Spokel-vam-client-Spokel] client enable
[Spokel-vam-client-Spokel] quit

e [iL'E IPsec LAHEL

# L IKE FESE.

[Spokel] ike keychain advpn

[Spokel-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Spokel-ike-keychain-abc] quit

[Spokel] ike profile abc

[Spokel-ike-profile-abc] keychain abc

[Spokel-ike-profile-abc] quit

# ICE IPsec 2 4HESL,

[Spokel] ipsec transform-set abc

[Spokel-ipsec-transform-set-abc] encapsulation-mode transport
[Spokel-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spokel-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spokel-ipsec-transform-set-abc] quit

[Spokel] ipsec profile abc isakmp
[Spokel-ipsec-profile-isakmp-abc] transform-set abc
[Spokel-ipsec-profile-isakmp-abc] ike-profile abc
[Spokel-ipsec-profile-isakmp-abc] quit

e [ OSPF i

# B E A R A
[Spokel] ospf 1
[Spokel-ospf-1] area O
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[Spokel-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Spokel-ospf-1-area-0.0.0.0] network 192.168.1.0 0.0.0.255
[Spokel-ospf-1-area-0.0.0.0] quit

[Spokel-ospf-1] quit

e  [iiE ADVPN f%i

# ML E GRE $13f) IPv4 ADVPN B%iE82 11 Tunnell.
[Spokel] interface tunnell mode advpn gre
[Spokel-Tunnell] ip address 192.168.0.3 255.255.255.0
[Spokel-Tunnell] vam client Spokel

[Spokel-Tunnell] ospf network-type broadcast
[Spokel-Tunnell] ospf dr-priority O

[Spokel-Tunnell] source gigabitethernet 1/0/1
[Spokel-Tunnell] tunnel protection ipsec profile abc
[Spokel-Tunnell] undo shutdown

[Spokel-Tunnell] quit

(6) A& Spoke2

o REAFELIM P HubE (BE)
e [il’E VAM Client

# G VAM Client Spoke2.

<Spoke2> system-view

[Spoke2] vam client name Spoke2

# [iL & VAM Client fITJ&[f) ADVPN 2 abc.
[Spoke2-vam-client-Spoke2] advpn-domain abc

# il E VAM Client [ TIE =254

[Spoke2-vam-client-Spoke2] pre-shared-key simple 123456

# BLE VAM Client [FAIEH 2 4404 spoke2, #6574 spoke2.
[Spoke2-vam-client-Spoke2] user spoke2 password simple spoke2
# i & VAM Server [ IP Ml

[Spoke2-vam-client-Spoke2] server primary ip-address 1.0.0.11
[Spoke2-vam-client-Spoke2] server secondary ip-address 1.0.0.12
# JF 3 VAM Client ZjfE.

[Spoke2-vam-client-Spoke2] client enable
[Spoke2-vam-client-Spoke2] quit

o [idH IPsec ZAHESE

# I HE IKE FESL.

[Spoke2] ike keychain advpn

[Spoke2-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Spoke2-ike-keychain-abc] quit

[Spoke2] ike profile abc

[Spoke2-ike-profile-abc] keychain abc

[Spoke2-ike-profile-abc] quit

# lLE IPsec ZAHESL,

[Spoke2] ipsec transform-set abc

[Spoke2-ipsec-transform-set-abc] encapsulation-mode transport
[Spoke2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
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[Spoke2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spoke2-ipsec-transform-set-abc] quit

[Spoke2] ipsec profile abc isakmp
[Spoke2-ipsec-profile-isakmp-abc] transform-set abc
[Spoke2-ipsec-profile-isakmp-abc] ike-profile abc
[Spoke2-ipsec-profile-isakmp-abc] quit

e  [it% OSPF ¥ H

# WO E A R A

[Spoke2] ospf 1

[Spoke2-ospf-1] area O

[Spoke2-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Spoke2-ospf-1-area-0.0.0.0] network 192.168.2.0 0.0.0.255
[Spoke2-ospf-1-area-0.0.0.0] quit

[Spoke2-ospf-1] quit

e [l ADVPN fzi

# I & GRE #2411y IPv4 ADVPN FiE #2111 Tunnell.

[Spoke2] interface tunnell mode advpn gre

[Spoke2-Tunnell] ip address 192.168.0.4 255.255.255.0
[Spoke2-Tunnell] vam client Spoke2

[Spoke2-Tunnell] ospf network-type broadcast
[Spoke2-Tunnell] ospf dr-priority O

[Spoke2-Tunnell] source gigabitethernet 1/0/1
[Spoke2-Tunnell] tunnel protection ipsec profile abc
[Spoke2-Tunnell] undo shutdown

[Spoke2-Tunnell] quit

4. WiFfE
# WoriE M 2] E VAM Server T4 VAM Client 1) 1Pv4 FA W HuhE A7 S
[PrimaryServer] display vam server address-map

ADVPN domain name: 1
Total private address mappings: 4

Group Private address Public address Type NAT Holding time
0 192.168.0.1 1.0.0.1 Hub No OH 52M 7S
0 192.168.0.2 1.0.0.2 Hub No OH 47M 31S
0 192.168.0.3 1.0.0.3 Spoke No  OH 28M 25S
0 192.168.0.4 1.0.0.4 Spoke No OH 19M 15S

# WoRvEM 2] VAM Server [{1FTH VAM Client (1) IPv4 FA R otk i S .
[SecondaryServer] display vam server address-map

ADVPN domain name: 1

Total private address mappings: 4

Group Private address Public address Type NAT Holding time
0 192.168.0.1 1.0.0.1 Hub No OH 52M 7S
0 192.168.0.2 1.0.0.2 Hub No OH 47M 31S
0 192.168.0.3 1.0.0.3 Spoke No  OH 28M 25S
0 192.168.0.4 1.0.0.4 Spoke No OH 19M 15S

Pl E @ onfs B %78 Hubl, Hub2. Spokel 11 Spoke2 15 T ki Wi 5 ELE I 3] VAM Server.,
# 7K Hubl L) IPv4 ADVPN B&iE {5 B
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[Hub1] display advpn session
Interface : Tunnell
Number of sessions: 3

Private address Public address Port Type State Holding time
192.168.0.2 1.0.0.2 - H-H Success OH 46M 8S
192.168.0.3 1.0.0.3 - H-S Success OH 27M 27S
192.168.0.4 1.0.0.4 -— H-S Success OH 18M 18S

PLE B B E7R Hubl 5 Hub2. Spokel. Spoke2 #5717k AF%iE . Hub2 ) &R~ B 5 Hubl
FL

# {71k Spokel f] IPv4 ADVPN B&iEf5 & .

[Spokel] display advpn session

Interface : Tunnell

Number of sessions: 2

Private address Public address Port Type State Holding time
192.168.0.1 1.0.0.1 - S-H  Success OH 46M 8S
192.168.0.2 1.0.0.2 - S-H Success OH 46M 8S

DL R (s B &R Spokel 5 Hubl. Hub2 #1377 Hub-Spoke 7k AfiE .. Spoke2 - 2 nfE B 5
Spokel 258,

# {F Spokel I ping Spoke2 I FAM il 192.168.0.4.

[Spoke2] ping 192.168.0.4

Ping 192.168.0.4 (192.168.0.4): 56 data bytes, press CTRL_C to break

56 bytes from 192.168.0.4: icmp_seq=0 ttl=255 time=4.000 ms

56 bytes from 192.168.0.4: icmp_seqg=1 ttl=255 time=0.000 ms

56 bytes from 192.168.0.4: icmp_seq=2 ttl=255 time=0.000 ms

56 bytes from 192.168.0.4: icmp_seq=3 ttl=255 time=0.000 ms

56 bytes from 192.168.0.4: icmp_seq=4 ttl=255 time=1.000 ms

--— Ping statistics for 192.168.0.4 ---

5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/1.000/4.000/1.549 ms
# 17K Spokel If¥] IPv4 ADVPN B&iE (5 5 .

[Spokel] display advpn session

Interface > Tunnell

Number of sessions: 3

Private address Public address Port Type State Holding time
192.168.0.1 1.0.0.1 -- S-H Success OH 46M 8S
192.168.0.2 1.0.0.2 - S-H Success OH 46M 8S
192.168.0.4 1.0.0.4 - S-S Success OH OM 1S

DL oRfE H 3R Spokel 5 Hubl. Hub2 #:37 T Hub-Spoke /K A f%iE . Spokel 5 Spoke2 # 7
T Spoke-Spoke Il F%iE . Spoke2 LK) 1 E 5 Spokel Z51B.
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1.10.2 IPv6 Full-MeshZEIADVPN B A fir & 25451

1. LA K

e {EIPV6 Full-Mesh [ZHM 730, 2. 4% VAM Server Fist FE ., 441 A0 B AAA
J %5 %% 51 530 VAM Client AT UGERITH A B BN Hub B &4, 57 53 2080 (1 A 0 i i
15 RIATHe

e Spoke 5 Hub 2 [a] 7 7k ARS8 I # .

o  [i— ADVPN I, ERIIWA Spoke 2 [HIEA Kb i s & v bR IE 1 3% .

2. AME

E1-8 IPv6 Full-Mesh 22! ADVPN 4H X &

Hub1 Hub2

T " GE1/0/1 GE1/0/1
unne Tunnel1 AAA server

i GE1/0/1 %
e O

Primary server

Tunnel1 Tunnel1
GE1/0/1 GE1/0/1 GE1/01
Spoke1 Spoke2 —%
GE1/0/2 GE1/0/2 Secondary server
"Hub-to-Hub static tunnel
a A T—iu_ b:oTSEo;e_s?aEc_tu;n;I
Spoke-o-Spoke dynamic tunnel
& & #wu P34k & En P34k
Hub 1 GE1/0/1 1::1/64 Spoke 1 GE1/0/1 1::3/64
Tunnell 192:168::1/64 GE1/0/2 192:168:1::1/64
Hub 2 GE1/0/1 1::2/64 Tunnell 192:168::3/64
Tunnell 192:168::2/64 Spoke 2 GE1/0/1 1::4/64
AAA server 1::10/64 GE1/0/2 192:168:2::1/64
Primary server GE1/0/1 1::11/64 Tunnell 192:168::4/64
Secondary server GE1/0/1 1::12/64

I MEDE

(1) FEEFE VAM Server

o PUESAMEOM Pt (B
o iLE AAAAIE

# Il 'E RADIUS 77 %

<PrimaryServer> system-view

[PrimaryServer] radius scheme abc

[PrimaryServer-radius-abc] primary authentication ipv6 1::10 1812
[PrimaryServer-radius-abc] primary accounting ipv6é 1::10 1813
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[PrimaryServer-radius-abc] key authentication simple 123
[PrimaryServer-radius-abc] key accounting simple 123
[PrimaryServer-radius-abc] user-name-format without-domain
[PrimaryServer-radius-abc] quit

[PrimaryServer] radius session-control enable

# WUE ISP 3 AAA T 5.

[PrimaryServer] domain abc

[PrimaryServer-isp-abc] authentication advpn radius-scheme abc
[PrimaryServer-isp-abc] accounting advpn radius-scheme abc
[PrimaryServer-isp-abc] quit

[PrimaryServer] domain default enable abc

e [ilE VAM Server

# {0l ADVPN 1 abc.

[PrimaryServer] vam server advpn-domain abc id 1

# f% Hub 41 0.

[PrimaryServer-vam-server-domain-abc] hub-group O

# $57E Hub 414 Hub [1) IPv6 FAM Mkl .

[PrimaryServer-vam-server-domain-abc-hub-group-0] hub ipv6 private-address 192:168::1
[PrimaryServer-vam-server-domain-abc-hub-group-0] hub ipv6 private-address 192:168::2

# ¥8E Hub 41/ Spoke (1) IPv6 FA M iy [H .

[PrimaryServer-vam-server-domain-abc-hub-group-0] spoke ipv6 private-address network
192:168::0 64

[PrimaryServer-vam-server-domain-abc-hub-group-0] quit

# iLE VAM Server (L 289108 123456,
[PrimaryServer-vam-server-domain-abc] pre-shared-key simple 123456
# BiC X VAM Client 24T CHAP JAiIE.
[PrimaryServer-vam-server-domain-abc] authentication-method chap
# JF#))1% ADVPN 15[f] VAM Server Jjfit .
[PrimaryServer-vam-server-domain-abc] server enable
[PrimaryServer-vam-server-domain-abc] quit

(2) HcE S VAM Server

Bk 1P Huhib4k, % VAM Server ff] ADVPN [it'# 55 32 VAM Server #l[d], RE#b .
(3) A% Hubl

o MEBHM P HbE (HK

e it VAM Client

# )% VAM Client Hub1.

<Hubl1> system-view
[Hub1l] vam client name Hubl

# I E VAM Client [iT &) ADVPN 1 abc.
[Hubl-vam-client-Hubl] advpn-domain abc

# il & VAM Client [ TAEZ 25 .
[Hubl-vam-client-Hubl] pre-shared-key simple 123456
# liC & VAM Client [FIAIER] 7 4424 hubl, #6474 hubl.

[Hubl-vam-client-Hubl] user hubl password simple hubl
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# & £, ¥ VAM Server 1 1P Hudil:,

[Hubl-vam-client-Hubl] server primary ipv6-address 1::11
[Hubl-vam-client-Hubl] server secondary ipv6-address 1::12

# JF )it VAM Client Zig.
[Hubl-vam-client-Hubl] client enable
[Hubl-vam-client-Hubl] quit

. Bl E IPsec A HELE

# i E IKE HEZY,

[Hubl] ike keychain advpn

[Hubl-ike-keychain-abc] pre-shared-key address ipv6 :: 0 key simple 123456
[Hubl-ike-keychain-abc] quit

[Hubl] ike profile abc

[Hubl-ike-profile-abc] keychain abc

[Hubl-ike-profile-abc] quit

# Bl E IPsec A HESE,

[Hubl] ipsec transform-set abc

[Hubl-ipsec-transform-set-abc] encapsulation-mode transport
[Hubl-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hubl-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hubl-ipsec-transform-set-abc] quit

[Hubl] ipsec profile abc isakmp

[Hubl-ipsec-profile-isakmp-abc] transform-set abc
[Hubl-ipsec-profile-isakmp-abc] ike-profile abc
[Hubl-ipsec-profile-isakmp-abc] quit

. fic & OSPFv3 % Hi

# WO E A R A S

[Hub1] ospfv3 1

[Hubl-ospfv3-1] router-id 0.0.0.1

[Hubl-ospfv3-1] area O
[Hubl-ospfv3-1-area-0.0.0.0] quit

[Hubl-ospfv3-1] quit

e [ ADVPN fi

# lil'E GRE 3285501 IPve ADVPN B%iE % 11 Tunnell.
[Hubl] interface tunnell mode advpn gre ipv6
[Hubl-Tunnell] ipv6 address 192:168::1 64
[Hubl-Tunnell] ipv6 address fe80::1 link-local
[Hubl-Tunnell] vam ipv6 client Hubl

[Hub1l-Tunnell] ospfv3 1 area O

[Hub1l-Tunnell] ospfv3 network-type broadcast
[Hub1l-Tunnell] source gigabitethernet 1/0/1
[Hubl-Tunnell] tunnel protection ipsec profile abc
[Hub1l-Tunnell] undo shutdown

[Hubl-Tunnell] quit

(4) & Hub2
. P S LY 1P Mk (%)
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. il & VAM Client
# 412 VAM Client Hub2.

<Hub2> system-view
[Hub2] vam client name Hub2

# ic & VAM Client I J&¥) ADVPN 34 abc.
[Hub2-vam-client-Hub2] advpn-domain abc

# i & VAM Client ({1 Fi3E 225540

[Hub2-vam-client-Hub2] pre-shared-key simple 123456
# L E VAM Client (FIER 400 hub2, #8494 hub2.
[Hub2-vam-client-Hub2] user hub2 password simple hub2
# i E VAM Server [ IP Ml

[Hub2-vam-client-Hub2] server primary ipv6-address 1::11
[Hub2-vam-client-Hub2] server secondary ipv6-address 1::12

# FT 15 VAM Client g,

[Hub2-vam-client-Hub2] client enable
[Hub2-vam-client-Hub2] quit

. Bl & IPsec 224 HE 48

# i IKE HEZE,

[Hub2] ike keychain advpn

[Hub2-ike-keychain-abc] pre-shared-key address ipv6 :: 0 key simple 123456
[Hub2-ike-keychain-abc] quit

[Hub2] ike profile abc

[Hub2-ike-profile-abc] keychain abc

[Hub2-ike-profile-abc] quit

# Bl E IPsec ZAHEZE,

[Hub2] ipsec transform-set abc

[Hub2-ipsec-transform-set-abc] encapsulation-mode transport
[Hub2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hub2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hub2-ipsec-transform-set-abc] quit

[Hub2] ipsec profile abc isakmp

[Hub2-ipsec-profile-isakmp-abc] transform-set abc
[Hub2-ipsec-profile-isakmp-abc] ike-profile abc
[Hub2-ipsec-profile-isakmp-abc] quit

e it OSPFV3 i h

# B E A R A S

[Hub2] ospfv3 1

[Hub2-o0spfv3-1] router-id 0.0.0.2
[Hub2-o0spfv3-1] area O
[Hub2-ospfv3-1-area-0.0.0.0] quit
[Hub2-ospfv3-1] quit

e  [il% ADVPN i

# il E GRE #1351 IPve ADVPN B%iE#: 11 Tunnell.

[Hub2] interface tunnell mode advpn gre ipv6
[Hub2-Tunnell] ipv6 address 192:168::2 64
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[Hubl-Tunnell] ipv6 address fe80::2 link-local
[Hub2-Tunnell] vam ipv6 client Hub2

[Hub2-Tunnell] ospfv3 1 area O

[Hub2-Tunnell] ospfv3 network-type broadcast
[Hub2-Tunnell] source gigabitethernet 1/0/1
[Hub2-Tunnell] tunnel protection ipsec profile abc
[Hub2-Tunnell] undo shutdown

[Hub2-Tunnell] quit

(5) M.E Spokel

o FUESEOMIP HuHE (HE
e it VAM Client

# {7 VAM Client Spokel.

<Spokel> system-view

[Spokel] vam client name Spokel

# Tic & VAM Client JJTJ&1¥) ADVPN %4 abc.
[Spokel-vam-client-Spokel] advpn-domain abc

# fiL'E VAM Client [ L5254

[Spokel-vam-client-Spokel] pre-shared-key simple 123456

# L& VAM Client [FIAUEH F 4400 spokel, #6524 spokel.
[Spokel-vam-client-Spokel] user spokel password simple spokel
# FiL'E VAM Server (1) 1P Mkt

[Spokel-vam-client-Spokel] server primary ipv6-address 1::11
[Spokel-vam-client-Spokel] server secondary ipv6-address 1::12
# JF)3 VAM Client Jjfit..

[Spokel-vam-client-Spokel] client enable
[Spokel-vam-client-Spokel] quit

o [ilE IPsec %AHES

# L IKE FESE.

[Spokel] ike keychain advpn

[Spokel-ike-keychain-abc] pre-shared-key address ipv6 :: 0 key simple 123456
[Spokel-ike-keychain-abc] quit

[Spokel] ike profile abc

[Spokel-ike-profile-abc] keychain abc

[Spokel-ike-profile-abc] quit

# ICE IPsec 2 4HELL,

[Spokel] ipsec transform-set abc

[Spokel-ipsec-transform-set-abc] encapsulation-mode transport
[Spokel-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spokel-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spokel-ipsec-transform-set-abc] quit

[Spokel] ipsec profile abc isakmp
[Spokel-ipsec-profile-isakmp-abc] transform-set abc
[Spokel-ipsec-profile-isakmp-abc] ike-profile abc
[Spokel-ipsec-profile-isakmp-abc] quit

. fic & OSPFv3 % Hi
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# TG AL PO 11 % AT R

[Spokel] ospfv3 1

[Spokel-ospfv3-1] router-id 0.0.0.3
[Spokel-ospfv3-1] area O
[Spokel-ospfv3-1-area-0.0.0.0] quit
[Spokel-ospfv3-1] quit

e [itE ADVPN Pt

# I ¥ GRE %51 IPv6 ADVPN %1t 11 Tunnell,
[Spokel] interface tunnell mode advpn gre ipv6
[Spokel-Tunnell] ipv6 address 192:168::3 64
[Hubl-Tunnell] ipv6 address fe80::3 link-local
[Spokel-Tunnell] vam ipv6 client Spokel
[Spokel-Tunnell] ospfv3 1 area O
[Spokel-Tunnell] ospfv3 network-type broadcast
[Spokel-Tunnell] ospfv3 dr-priority 0
[Spokel-Tunnell] source gigabitethernet 1/0/1
[Spokel-Tunnell] tunnel protection ipsec profile abc
[Spokel-Tunnell] undo shutdown

[Spokel-Tunnell] quit

(6) M Spoke2

o JCE SN IP HikE (1)
) fi & VAM Client

# {1 VAM Client Spoke2.

<Spoke2> system-view

[Spoke2] vam client name Spoke2

# Tic & VAM Client JJTJ&1¥) ADVPN %4 abc.
[Spoke2-vam-client-Spoke2] advpn-domain abc

# i & VAM Client ({1 Fi3E 225540

[Spoke2-vam-client-Spoke2] pre-shared-key simple 123456

# L& VAM Client [P UEH ' 448 spoke2, #6544 spoke2.
[Spoke2-vam-client-Spoke2] user spoke2 password simple spoke2
# FL'E VAM Server [f] 1P Hihik.

[Spoke2-vam-client-Spoke2] server primary ipv6-address 1::11
[Spoke2-vam-client-Spoke2] server secondary ipv6-address 1::12
# JF)3 VAM Client Jjfit.

[Spoke2-vam-client-Spoke2] client enable
[Spoke2-vam-client-Spoke2] quit

e [idH IPsec ZAHELE

# fiLHE IKE AESE.

[Spoke2] ike keychain advpn

[Spoke2-ike-keychain-abc] pre-shared-key address ipv6 :: 0 key simple 123456
[Spoke2-ike-keychain-abc] quit

[Spoke2] ike profile abc

[Spoke2-ike-profile-abc] keychain abc
[Spoke2-ike-profile-abc] quit
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# lU'E IPsec ZAHESE,

[Spoke2] ipsec transform-set abc

[Spoke2-ipsec-transform-set-abc] encapsulation-mode transport
[Spoke2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spoke2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spoke2-ipsec-transform-set-abc] quit

[Spoke2] ipsec profile abc isakmp
[Spoke2-ipsec-profile-isakmp-abc] transform-set abc
[Spoke2-ipsec-profile-isakmp-abc] ike-profile abc
[Spoke2-ipsec-profile-isakmp-abc] quit

e [i'E OSPFv3 i h

# OB A R % A

[Spoke2] ospfv3 1

[Spoke2-ospfv3-1] router-id 0.0.0.4
[Spoke2-ospfv3-1] area O
[Spoke2-ospfv3-1-area-0.0.0.0] quit
[Spoke2-ospfv3-1] quit

e [l ADVPN fi

# fil'E GRE %41 IPv6 ADVPN f%iE#: 11 Tunnell.,
[Spoke2] interface tunnell mode advpn gre ipv6
[Spoke2-Tunnell] ipv6 address 192:168::4 64
[Hubl-Tunnell] ipv6 address fe80::4 link-local
[Spoke2-Tunnell] vam ipv6 client Spoke2
[Spoke2-Tunnell] ospfv3 1 area O
[Spoke2-Tunnell] ospfv3 network-type broadcast
[Spoke2-Tunnell] ospfv3 dr-priority 0O
[Spoke2-Tunnell] source gigabitethernet 1/0/1
[Spoke2-Tunnell] tunnel protection ipsec profile abc
[Spoke2-Tunnell] undo shutdown

[Spoke2-Tunnell] quit

4. Wik &
# oM R E VAM Server [T VAM Client (¥ 1Pv6 FA k4 ik s 45 & o
[PrimaryServer] display vam server ipv6 address-map

ADVPN domain name: 1
Total private address mappings: 4

Group Private address Public address Type NAT Holding time
0 192:168::1 1::1 Hub No OH 52M 7S
0 192:168::2 1::2 Hub No OH 47M 31S
0 192:168::3 1::3 Spoke No OH 28M 25S
0 192:168::4 1::4 Spoke No  OH 19M 15S

# TR M R % VAM Server (T4 VAM Client [¥] 1Pv6 FA R4 ik s 45 & o
[SecondaryServer] display vam server ipv6 address-map

ADVPN domain name: 1

Total private address mappings: 4

Group Private address Public address Type NAT Holding time
0 192:168::1 1::1 Hub No OH 52M 7S
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0 192:168::2 1::2 Hub No OH 47M 31S
0 192:168::3 1::3 Spoke No OH 28M 25S
0 192:168::4 1::4 Spoke No OH 19M 15S

DL 8RS8 Hubl, Hub2. Spokel 1 Spoke2 4 Ut bk bt B M 2] VAM Server.
# 71 Hubl 1) IPv6 ADVPN P& (5 8

[Hubl] display advpn ipv6 session

Interface : Tunnell

Number of sessions: 3

Private address Public address Port Type State Holding time
192:168::2 1::2 - H-H Success OH 46M 8S
192:168::3 1::3 - H-S Success OH 27M 27S
192:168::4 1::4 - H-S Success OH 18M 18S

PL_E S oRfE %78 Hubl 5 Hub2. Spokel. Spoke2 #1377 /K AB%iE . Hub2 E ) &7~ 15 5 Hubl
FAL

# 171 Spokel If¥] IPv6 ADVPN B&iE 5 5 .

[Spokel] display advpn session

Interface : Tunnell

Number of sessions: 2

Private address Public address Port Type State Holding time
192:168::1 1::1 - S-H  Success OH 46M 8S
192:168::2 1::2 - S-H Success OH 46M 8S

DL R {5 B3R Spokel 5 Hubl. Hub2 #1377 Hub-Spoke 7k AR%iE . Spoke2 ¥ EnfE H 5
Spokel 1L,

# {f Spokel I ping Spoke2 [{)FA ki 192:168::4.,

[Spoke2] ping ipv6 192:168::4

Ping6(56 data bytes) 192:168::4 --> 192:168::4, press CTRL_C to break

56 bytes from 192:168::4, icmp_seq=0 hlim=64 time=3.000 ms

56 bytes from 192:168::4

56 bytes from 192:168::4, icmp_seq=2 hlim=64 time=1.000 ms
56 bytes from 192:168::4, icmp_seq=3 hlim=64 time=1.000 ms
56 bytes from 192:168::4

, icmp_seqg=1 hlim=64 time=0.000 ms

, icmp_seg=4 hlim=64 time=1.000 ms

--- Ping6 statistics for 192:168::4 ---

5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/1.200/3.000/0.980 ms
# 7~ Spokel L1 IPv6 ADVPN P&t {5 8 .

[Spokel] display advpn session

Interface : Tunnell

Number of sessions: 3

Private address Public address Port Type State Holding time
192:168::1 1::1 - S-H Success OH 46M 8S
192:168::2 1::2 - S-H Success OH 46M 8S
192.168::4 1::4 - S-S Success OH OM 1S

DL E B R B 3£ Spokel 5 Hubl. Hub2 #5377 Hub-Spoke 7k A f%i . Spokel 5 Spoke2 #1r.
7 Spoke-Spoke It F%iE . Spoke2 &) B R{E E 5 Spokel Z5B.
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1.10.3 IPv4 Hub-SpokeZEZIADVPN # £ it & 245

1. AR E K
7£ IPv4 Hub-Spoke HIZH M 5 XK, #diiEid Hub-Spoke BEEHE4 T8 % . . % VAM Server
FITE ., S RME R AAA RS T VAM Client AT IERITE 228 81 AN
Hub B &4, 5057 B i AN e 5 B As e

Spoke 5 Hub 2 [F] {37 7K A BE i %42 .

2. A E
[E|1-9 IPv4 Hub-Spoke Z£Z! ADVPN £H ¥ [&]

Hub1 Hub2
GE1/0/1 GE1/0/1
Tunnelt Tunnel AAA server
i GE1/0/1 ‘E;E;'
e O
Primary server
Tunnell Tunnell
GE1/0/1 GE1/0/1 GE1/0/1
Spoke1 Spoke2 —%
GE1/0/2 GE1/0/2 Secondary server
"Hub-to-Hub static tunnel
< = T‘|LT bIoTSEo;e_s?agc_tu;n;I
Hub 1 GE1/0/1 1.0.0.1/24 Spoke 1 GE1/0/1 1.0.0.3/24
Tunnell 192.168.0.1/24 GE1/0/2 192.168.1.1/24
Hub 2 GE1/0/1 1.0.0.2/24 Tunnell 192.168.0.3/24
Tunnell 192.168.0.2/24 Spoke 2 GE1/0/1 1.0.0.4/24
AAA server 1.0.0.10/24 GE1/0/2 192.168.2.1/24
Primary server GE1/0/1 1.0.0.11/24 Tunnell 192.168.0.4/24
Secondary server | GE1/0/1 1.0.0.12/24

3 EBESE

(1)

fid ® = VAM Server

e B AN 2 L) 1P ik (gD

o TCE AAANIE
# L& RADIUS J5 %,

<PrimaryServer> system-view

[PrimaryServer] radius scheme abc

[PrimaryServer-radius-abc]
[PrimaryServer-radius-abc]
[PrimaryServer-radius-abc]
[PrimaryServer-radius-abc]
[PrimaryServer-radius-abc]

key accounting simple 123

primary authentication 1.0.0.10 1812
primary accounting 1.0.0.10 1813
key authentication simple 123

user-name-format without-domain



[PrimaryServer-radius-abc] quit

[PrimaryServer] radius session-control enable

# WUE ISP 3 AAA T 5.

[PrimaryServer] domain abc

[PrimaryServer-isp-abc] authentication advpn radius-scheme abc
[PrimaryServer-isp-abc] accounting advpn radius-scheme abc
[PrimaryServer-isp-abc] quit

[PrimaryServer] domain default enable abc

e [ilE VAM Server

# {0l ADVPN 1 abc.

[PrimaryServer] vam server advpn-domain abc id 1

# fJ% Hub 41 0.

[PrimaryServer-vam-server-domain-abc] hub-group O

# $57E Hub 414 Hub [1) IPv4 FARM Ml .
[PrimaryServer-vam-server-domain-abc-hub-group-0] hub private-address 192.168.0.1
[PrimaryServer-vam-server-domain-abc-hub-group-0] hub private-address 192.168.0.2

# ¥8E Hub 41/ Spoke (1) IPv4 FA M ki [

[PrimaryServer-vam-server-domain-abc-hub-group-0] spoke private-address network
192.168.0.0 255.255.255.0

[PrimaryServer-vam-server-domain-abc-hub-group-0] quit

# iLE VAM Server (L 289108 123456,
[PrimaryServer-vam-server-domain-abc] pre-shared-key simple 123456
# BiC X VAM Client 24T CHAP JAiIE.
[PrimaryServer-vam-server-domain-abc] authentication-method chap
# JF#))1% ADVPN 15[f] VAM Server Jjfit .
[PrimaryServer-vam-server-domain-abc] server enable
[PrimaryServer-vam-server-domain-abc] quit

(2) HcE S VAM Server

Bk 1P Huhib4k, % VAM Server ff] ADVPN [it'# 55 32 VAM Server #l[d], REH#b .
(3) MlE Hubl

o FEBHM P HbE (HK

e [it# VAM Client

# )% VAM Client Hub1.

<Hubl1> system-view

[Hub1l] vam client name Hubl

# IiLE VAM Client i1 J& ) ADVPN ) abc.
[Hubl-vam-client-Hubl] advpn-domain abc

# fil'E VAM Client [ 3L 5234 .

[Hubl-vam-client-Hubl] pre-shared-key simple 123456

# lic & VAM Client [FIAIEH] 7 4424 hubl, #6474 hubl.
[Hubl-vam-client-Hubl] user hubl password simple hubl

# FiL'E VAM Server (1) 1P Mkt

[Hubl-vam-client-Hubl] server primary ip-address 1.0.0.11
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[Hubl-vam-client-Hubl] server secondary ip-address 1.0.0.12

# JF)3 VAM Client Tt

[Hubl-vam-client-Hubl] client enable

[Hubl-vam-client-Hubl] quit

o [iL'H IPsec ZAHELY

# TLE IKE HESE.,

[Hubl] ike keychain advpn

[Hubl-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Hubl-ike-keychain-abc] quit

[Hubl] ike profile abc

[Hubl-ike-profile-abc] keychain abc

[Hubl-ike-profile-abc] quit

# lLE IPsec ZAHESL,

[Hubl] ipsec transform-set abc

[Hubl-ipsec-transform-set-abc] encapsulation-mode transport
[Hubl-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hubl-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hubl-ipsec-transform-set-abc] quit

[Hubl] ipsec profile abc isakmp

[Hubl-ipsec-profile-isakmp-abc] transform-set abc
[Hubl-ipsec-profile-isakmp-abc] ike-profile abc
[Hubl-ipsec-profile-isakmp-abc] quit

e it OSPF % H

# T AL Y 1 % R A R

[Hubl] ospf 1

[Hubl-ospf-1] area O

[Hubl-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Hubl-ospf-1-area-0.0.0.0] quit

[Hubl-ospf-1] quit

e  [it% ADVPN P

# fil'E GRE :%£(1) IPv4 ADVPN F%iE#2 11 Tunnell.,
[Hubl] interface tunnell mode advpn gre
[Hubl-Tunnell] ip address 192.168.0.1 255.255.255.0
[Hub1l-Tunnell] vam client Hubl

[Hub1l-Tunnell] ospf network-type p2mp
[Hub1l-Tunnell] source gigabitethernet 1/0/1
[Hub1l-Tunnell] tunnel protection ipsec profile abc
[Hub1l-Tunnell] undo shutdown

[Hubl-Tunnell] quit

(4) TE Hub2

o UESBOM IP HbE (B

e L VAM Client

# €17 VAM Client Hub2.
<Hub2> system-view
[Hub2] vam client name Hub2
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# ML 'E VAM Client JitJ& 1) ADVPN 375 abc.
[Hub2-vam-client-Hub2] advpn-domain abc

# fil'E VAM Client [ 3L 52534 .

[Hub2-vam-client-Hub2] pre-shared-key simple 123456
# liC & VAM Client [FIAIER] 7 444 Hub2, #5154 Hub2.
[Hub2-vam-client-Hub2] user hub2 password simple hub2
# fi'® VAM Server (1) IP Mkt

[Hub2-vam-client-Hub2] server primary ip-address 1.0.0.11
[Hub2-vam-client-Hub2] server secondary ip-address 1.0.0.12

# 7 )5 VAM Client D,

[Hub2-vam-client-Hub2] client enable
[Hub2-vam-client-Hub2] quit

. it & IPsec 4 HEZE

# L E IKE FESE.

[Hub2] ike keychain advpn

[Hub2-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Hub2-ike-keychain-abc] quit

[Hub2] ike profile abc

[Hub2-ike-profile-abc] keychain abc

[Hub2-ike-profile-abc] quit

# WUE IPsec 24 HEsE,

[Hub2] ipsec transform-set abc

[Hub2-ipsec-transform-set-abc] encapsulation-mode transport
[Hub2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hub2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hub2-ipsec-transform-set-abc] quit

[Hub2] ipsec profile abc isakmp

[Hub2-ipsec-profile-isakmp-abc] transform-set abc
[Hub2-ipsec-profile-isakmp-abc] ike-profile abc
[Hub2-ipsec-profile-isakmp-abc] quit

e [ OSPF i

# OB A R % A

[Hub2] ospf 1

[Hub2-ospf-1] area O

[Hub2-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Hub2-ospf-1-area-0.0.0.0] quit

[Hub2-ospf-1] quit

e [l ADVPN fi

# fil'E GRE %41 IPv4 ADVPN f%iE #2111 Tunnell.,
[Hub2] interface tunnell mode advpn gre
[Hub2-Tunnell] ip address 192.168.0.2 255.255.255.0
[Hub2-Tunnell] vam client Hub2

[Hub2-Tunnell] ospf network-type p2mp
[Hub2-Tunnell] source gigabitethernet 1/0/1
[Hub2-Tunnell] tunnel protection ipsec profile abc
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[Hub2-Tunnell] undo shutdown
[Hub2-Tunnell] quit

(5) M.E Spokel

o FUESEOMIP HuHE (HE
e it VAM Client

# {7 VAM Client Spokel.

<Spokel> system-view

[Spokel] vam client name Spokel

# ML % VAM Client [f] ADVPN 3% abc.
[Spokel-vam-client-Spokel] advpn-domain abc

# fiL'E VAM Client [ L5254

[Spokel-vam-client-Spokel] pre-shared-key simple 123456

# L& VAM Client [FIAUEH F 440 spokel, #6524 spokel.
[Spokel-vam-client-Spokel] user spokel password simple spokel
# FiL'E VAM Server (1) 1P Ml

[Spokel-vam-client-Spokel] server primary ip-address 1.0.0.11
[Spokel-vam-client-Spokel] server secondary ip-address 1.0.0.12

# JF )it VAM Client Jig.
[Spokel-vam-client-Spokel] client enable
[Spokel-vam-client-Spokel] quit

e [iL'E IPsec LAHEL

# L IKE FESE.

[Spokel] ike keychain advpn

[Spokel-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Spokel-ike-keychain-abc] quit

[Spokel] ike profile abc

[Spokel-ike-profile-abc] keychain abc

[Spokel-ike-profile-abc] quit

# ML 'H IPsec ZAHESE,

[Spokel] ipsec transform-set abc

[Spokel-ipsec-transform-set-abc] encapsulation-mode transport
[Spokel-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spokel-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spokel-ipsec-transform-set-abc] quit

[Spokel] ipsec profile abc isakmp
[Spokel-ipsec-profile-isakmp-abc] transform-set abc
[Spokel-ipsec-profile-isakmp-abc] ike-profile abc
[Spokel-ipsec-profile-isakmp-abc] quit

e [it¥ OSPF %

# B E A R A

[Spokel] ospf 1

[Spokel-ospf-1] area O

[Spokel-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Spokel-ospf-1-area-0.0.0.0] network 192.168.1.0 0.0.0.255
[Spokel-ospf-1l-area-0.0.0.0] quit
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[Spokel-ospf-1] quit
e  T[il% ADVPN i

# il B GRE 311 IPv4 ADVPN F%iE 2 11 Tunnell.
[Spokel] interface tunnell mode advpn gre
[Spokel-Tunnell] ip address 192.168.0.3 255.255.255.0
[Spokel-Tunnell] vam client Spokel

[Spokel-Tunnell] ospf network-type p2mp
[Spokel-Tunnell] ospf dr-priority O

[Spokel-Tunnell] source gigabitethernet 1/0/1
[Spokel-Tunnell] tunnel protection ipsec profile abc
[Spokel-Tunnell] undo shutdown

[Spokel-Tunnell] quit

(6) A& Spoke2

o REAFELIM P HubE (BE)
e [il’E VAM Client

# G VAM Client Spoke2.

<Spoke2> system-view
[Spoke2] vam client name Spoke2

# [iL & VAM Client fITJ&[f) ADVPN 2 abc.
[Spoke2-vam-client-Spoke2] advpn-domain abc

# il E VAM Client [ TIE =254

[Spoke2-vam-client-Spoke2] pre-shared-key simple 123456

# WL E VAM Client [FAIEH 2 4404 spoke2, #5724 spoke2.
[Spoke2-vam-client-Spoke2] user spoke2 password simple spoke2
# i & VAM Server [ IP Ml

[Spoke2-vam-client-Spoke2] server primary ip-address 1.0.0.11
[Spoke2-vam-client-Spoke2] server secondary ip-address 1.0.0.12

# JF)3 VAM Client Tt
[Spoke2-vam-client-Spoke2] client enable
[Spoke2-vam-client-Spoke2] quit

o [iL'H IPsec ZAHELY

# L IKE HEZE,

[Spoke2] ike keychain advpn

[Spoke2-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Spoke2-ike-keychain-abc] quit

[Spoke2] ike profile abc

[Spoke2-ike-profile-abc] keychain abc

[Spoke2-ike-profile-abc] quit

# lLE IPsec ZAHESL,

[Spoke2] ipsec transform-set abc

[Spoke2-ipsec-transform-set-abc] encapsulation-mode transport
[Spoke2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spoke2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spoke2-ipsec-transform-set-abc] quit

[Spoke2] ipsec profile abc isakmp
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[Spoke2-ipsec-profile-isakmp-abc]
[Spoke2-ipsec-profile-isakmp-abc]
[Spoke2-ipsec-profile-isakmp-abc]

transform-set abc
ike-profile abc
quit

. il & OSPF %
# W0 B AL I T4 R

[Spoke2] ospf 1

[Spoke2-ospf-1] area O

[Spoke2-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Spoke2-ospf-1-area-0.0.0.0] network 192.168.2.0 0.0.0.255
[Spoke2-ospf-1-area-0.0.0.0] quit

[Spoke2-ospf-1] quit

e [l ADVPN fzi

# fil'E GRE 241 IPv4 ADVPN f%iE#: 11 Tunnell.,

[Spoke2] interface tunnell mode advpn gre

[Spoke2-Tunnel1]
[Spoke2-Tunnel1]
[Spoke2-Tunnell]
[Spoke2-Tunnel1l]
[Spoke2-Tunnel1]
[Spoke2-Tunnell]
[Spoke2-Tunnel1]
[Spoke2-Tunnel1]

ip address 192.168.0.4 255.255.255.0
vam client Spoke2

ospf network-type p2mp

ospf dr-priority 0O

source gigabitethernet 1/0/1

tunnel protection ipsec profile abc
undo shutdown

quit

4. IGFBCE
# WoRTEME] T VAM Server [T VAM Client [£] 1Pv4 FA R Hs bk et o

[PrimaryServer] display vam server address-map
ADVPN domain name: 1
Total private address mappings: 4

Group Private address Public address Type NAT Holding time
0 192.168.0.1 1.0.0.1 Hub No OH 52M 7S
0 192.168.0.2 1.0.0.2 Hub No OH 47M 31S
0 192.168.0.3 1.0.0.3 Spoke No  OH 28M 25S
0 192.168.0.4 1.0.0.4 Spoke No OH 19M 15S

# WoRvEM 2] VAM Server [{1FTH VAM Client (1) IPv4 FA R otk i S .
[SecondaryServer] display vam server address-map

ADVPN domain name: 1

Total private address mappings: 4

Group Private address Public address Type NAT Holding time
0 192.168.0.1 1.0.0.1 Hub No OH 52M 7S
0 192.168.0.2 1.0.0.2 Hub No OH 47M 31S
0 192.168.0.3 1.0.0.3 Spoke No  OH 28M 25S
0 192.168.0.4 1.0.0.4 Spoke No OH 19M 15S

P E @ orfs B %78 Hubl, Hub2. Spokel 11 Spoke2 15 T Huhik Wi 5 ELE I 3] VAM Server.,
# 7K Hubl L) IPv4 ADVPN B&iE {5 B

[Hubl] display advpn session
Interface : Tunnell

Number of sessions: 3
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Private address Public address Port Type State Holding time

192.168.0.2 1.0.0.2 - H-H Success OH 46M 8S
192.168.0.3 1.0.0.3 - H-S Success OH 27M 27S
192.168.0.4 1.0.0.4 -— H-S Success OH 18M 18S

DA E 7R M B3R Hubl 55 Hub2. Spokel. Spoke2 @57 Tk AB%iE . Hub2 b &7r 15 B 5 Hubl
eV

# %7 Spokel Lff) IPv4 ADVPN FZitE (5 &
[Spokel] display advpn session
Interface : Tunnell

Number of sessions: 2

Private address Public address Port Type State Holding time
192.168.0.1 1.0.0.1 - S-H Success OH 46M 8S
192.168.0.2 1.0.0.2 - S-H Success OH 46M 8S

DL B R s &R Spokel 5 Hubl. Hub2 #1377 Hub-Spoke 7k AFiE .. Spoke2 1) 2 nfE B 5
Spokel 258,

# {F Spokel I ping Spoke2 i FAM il 192.168.0.4,

[Spoke2] ping 192.168.0.4

Ping 192.168.0.4 (192.168.0.4): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.0.4: icmp_seq=0 ttl=255 time=4.000 ms

56 bytes from 192.168.0.4: icmp_seqg=1 ttl=255 time=0.000 ms

56 bytes from 192.168.0.4: icmp_seq=2 ttl=255 time=0.000 ms

56 bytes from 192.168.0.4: icmp_seq=3 ttl=255 time=0.000 ms

56 bytes from 192.168.0.4: icmp_seq=4 ttl=255 time=1.000 ms

--— Ping statistics for 192.168.0.4 ---
5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/1.000/4.000/1.549 ms

1.10.4 IPv6 Hub-SpokeZkZIADVPNELEIFiL B 2545

1. A EK

e {EIPv6 Hub-Spoke [I41M 7 K, T, 4 VAM Server 7ot B H ., i &N 50065 S AAA
R 55 45 61 5% VAM Client BT UGEFITE 9837 EE ;. A Hub BR800y, 571 53 4508 1R 55 2 Fn i el
15 RIACHe o

e Spoke 5 Hub Z [AI V77K A P TE &
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2. tAM[E

[E1-10 1Pv6 Hub-Spoke 2! ADVPN 4H W &

Hub1 Hub2
GE1/0/1 GE1/0/1
Tunnelt Tunnell AAA server
_ GE1/0/1 %
e O
Primary server
Tunnel1 Tunnel1
GE1/0/1 GE1/0/1 GE1/0/1
Spoke1 Spoke2 —%
GE1/0/2 GE1/0/2 Secondary server
"Hub-to-Hub static tunnel
e e T—Iu_ bIoTSEo_ke_s?aEc_tu;n;I
&4 #wm P34k & #En [P,k
Hub 1 GE1/0/1 1::1/64 Spoke 1 GE1/0/1 1::3/64
Tunnell 192:168::1/64 GE1/0/2 192:168:1::1/64
Hub 2 GE1/0/1 1::2/64 Tunnell 192:168::3/64
Tunnell 192:168::2/64 Spoke 2 GE1/0/1 1::4/64
AAA server 1::10/64 GE1/0/2 192:168:2::1/64
Primary server GE1/0/1 1::111/64 Tunnell 192:168::4/64
Secondary server GE1/0/1 1::12/64

3. EBESE

(1) EEFE VAM Server
o FUESAEOM P HHE (B8

o TCE AAANIE

# Ii'E RADIUS 7%

<PrimaryServer> system-view

[PrimaryServer] radius scheme abc

[PrimaryServer-radius-abc]
[PrimaryServer-radius-abc]
[PrimaryServer-radius-abc]
[PrimaryServer-radius-abc]
[PrimaryServer-radius-abc]
[PrimaryServer-radius-abc]
[PrimaryServer] radius session-control enable

# IC'E ISP 1K1 AAA J7 %

[PrimaryServer] domain abc

primary authentication ipv6 1::10 1812

primary accounting ipv6 1::10 1813

key authentication simple 123

key accounting simple 123

user-name-format without-domain

quit

[PrimaryServer-isp-abc] authentication advpn radius-scheme abc

[PrimaryServer-isp-abc] accounting advpn radius-scheme abc

[PrimaryServer-isp-abc] quit
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[PrimaryServer] domain default enable abc

) fil'& VAM Server
# g ADVPN I abc.

[PrimaryServer] vam server advpn-domain abc id 1
# 017 Hub 41 0.
[PrimaryServer-vam-server-domain-abc] hub-group 0
# $8752 Hub 41P49 Hub [1) 1Pv6 FAM Mkl

[PrimaryServer-vam-server-domain-abc-hub-group-0] hub ipv6 private-address 192:168::1
[PrimaryServer-vam-server-domain-abc-hub-group-0] hub ipv6 private-address 192:168::2

# 852 Hub 41/ Spoke 1) IPv6 FA M Hiuhikyu i

[PrimaryServer-vam-server-domain-abc-hub-group-0] spoke ipv6 private-address network
192:168::0 64

[PrimaryServer-vam-server-domain-abc-hub-group-0] quit

# liC & VAM Server [TUL 2% 10 123456.
[PrimaryServer-vam-server-domain-abc] pre-shared-key simple 123456
# L E ST VAM Client 34T CHAP AIIE,
[PrimaryServer-vam-server-domain-abc] authentication-method chap
# JA5))1% ADVPN 5[] VAM Server Jjfit..
[PrimaryServer-vam-server-domain-abc] server enable
[PrimaryServer-vam-server-domain-abc] quit

(2) H'® 4% VAM Server

B 1P Hulib4k, % VAM Server () ADVPN it & 5 = VAM Server Milr], RAEHRE.
(3) Mi# Hubl

o JCE SN IP HikE (1)

) fi & VAM Client

# {17 VAM Client Hub1.

<Hubl> system-view

[Hub1l] vam client name Hubl

# IC'E VAM Client fitJ& i) ADVPN 305 abc.
[Hubl-vam-client-Hubl] advpn-domain abc

# il & VAM Client ({1 FilE 24540

[Hubl-vam-client-Hubl] pre-shared-key simple 123456
# liC & VAM Client [fIAIER 1 444 hubl, #8424 hubl.
[Hubl-vam-client-Hubl] user hubl password simple hubl
# FL'E VAM Server [f] 1P Hihik.

[Hubl-vam-client-Hubl] server primary ipv6-address 1::11
[Hubl-vam-client-Hubl] server secondary ipv6-address 1::12

# 75 VAM Client I fE.

[Hubl-vam-client-Hubl] client enable
[Hubl-vam-client-Hubl] quit

o [iLHE IPsec Z4HEYY
# il E IKE HESE
[Hubl] ike keychain advpn
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[Hubl-ike-keychain-abc] pre-shared-key address ipv6 :: 0 key simple 123456
[Hubl-ike-keychain-abc] quit

[Hubl] ike profile abc

[Hubl-ike-profile-abc] keychain abc

[Hubl-ike-profile-abc] quit

# IL'H IPsec ZAHESE,

[Hub1] ipsec transform-set abc

[Hubl-ipsec-transform-set-abc] encapsulation-mode transport
[Hubl-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hubl-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hubl-ipsec-transform-set-abc] quit

[Hubl] ipsec profile abc isakmp

[Hubl-ipsec-profile-isakmp-abc] transform-set abc
[Hubl-ipsec-profile-isakmp-abc] ike-profile abc
[Hubl-ipsec-profile-isakmp-abc] quit

e [it# OSPFV3 i

# WO E A R A

[Hub1] ospfv3 1

[Hubl-ospfv3-1] router-id 0.0.0.1
[Hubl-ospfv3-1] area O
[Hubl-ospfv3-1-area-0.0.0.0] quit
[Hubl-ospfv3-1] quit

e  [iiE ADVPN f%i

# L E GRE $13f) IPve ADVPN [%i582 11 Tunnell.
[Hubl] interface tunnell mode advpn gre ipv6
[Hubl-Tunnell] ipv6 address 192:168::1 64
[Hubl-Tunnell] ipv6 address fe80::1 link-local
[Hubl-Tunnell] vam ipv6 client Hubl
[Hubl-Tunnell] ospfv3 1 area O

[Hub1-Tunnell] ospfv3 network-type p2mp
[Hub1l-Tunnell] source gigabitethernet 1/0/1
[Hubl-Tunnell] tunnel protection ipsec profile abc
[Hubl-Tunnell] undo shutdown

[Hubl-Tunnell] quit

(4) [iiE Hub2

o LERHEIINIP HHE (1)

e  [il# VAM Client

# 1) VAM Client Hub2.
<Hub2> system-view
[Hub2] vam client name Hub2

# Tic & VAM Client JJTJ&1¥) ADVPN %4 abc.
[Hub2-vam-client-Hub2] advpn-domain abc

# fiL'E VAM Client [ 3L 5254
[Hub2-vam-client-Hub2] pre-shared-key simple 123456
# [iLE VAM Client [IAIEH] ' 440 hub2, #6474 hub2.
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[Hub2-vam-client-Hub2] user hub2 password simple hub2
# FiL'E VAM Server (1) 1P Hihl.

[Hub2-vam-client-Hub2] server primary ipv6-address 1::11
[Hub2-vam-client-Hub2] server secondary ipv6-address 1::12

# FT 15 VAM Client g,

[Hub2-vam-client-Hub2] client enable
[Hub2-vam-client-Hub2] quit

. it & IPsec 224 HE4E

# L IKE HEZE,

[Hub2] ike keychain advpn

[Hub2-i1ke-keychain-abc] pre-shared-key address ipv6 :: 0 key simple 123456
[Hub2-ike-keychain-abc] quit

[Hub2] ike profile abc

[Hub2-ike-profile-abc] keychain abc

[Hub2-ike-profile-abc] quit

# lLE IPsec ZAHESL,

[Hub2] ipsec transform-set abc

[Hub2-ipsec-transform-set-abc] encapsulation-mode transport
[Hub2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hub2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hub2-ipsec-transform-set-abc] quit

[Hub2] ipsec profile abc isakmp

[Hub2-ipsec-profile-isakmp-abc] transform-set abc
[Hub2-ipsec-profile-isakmp-abc] ike-profile abc
[Hub2-ipsec-profile-isakmp-abc] quit

e [i'E OSPFv3 i h

# T AL O 1 % R AR R

[Hub2] ospfv3 1

[Hub2-o0spfv3-1] router-id 0.0.0.2
[Hub2-ospfv3-1] area O
[Hub2-ospfv3-1-area-0.0.0.0] quit
[Hub2-ospfv3-1] quit

e  [itE ADVPN P

# fil'E GRE :%£(1) IPv6 ADVPN f%iE#: 11 Tunnell.,
[Hub2] interface tunnell mode advpn gre ipv6
[Hub2-Tunnell] ipv6 address 192:168::2 64
[Hubl-Tunnell] ipv6 address fe80::2 link-local
[Hub2-Tunnell] vam ipv6 client Hub2
[Hub2-Tunnell] ospfv3 1 area O

[Hub2-Tunnell] ospfv3 network-type p2mp
[Hub2-Tunnell] source gigabitethernet 1/0/1
[Hub2-Tunnell] tunnel protection ipsec profile abc
[Hub2-Tunnell] undo shutdown

[Hub2-Tunnell] quit

(5) Hc#E Spokel
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o PUELEEIMNIP ML (18
o fic & VAM Client
# {7 VAM Client Spokel.

<Spokel> system-view

[Spokel] vam client name Spokel

# TiC & VAM Client JJTJ&1¥) ADVPN %4 abc.
[Spokel-vam-client-Spokel] advpn-domain abc

# fiL'E VAM Client [ 3L 5254

[Spokel-vam-client-Spokel] pre-shared-key simple 123456

# L& VAM Client [FIAUEH F 448 spokel, #6574 spokel.
[Spokel-vam-client-Spokel] user spokel password simple spokel
# FiL'E VAM Server (1) 1P Ml

[Spokel-vam-client-Spokel] server primary ipv6-address 1::11
[Spokel-vam-client-Spokel] server secondary ipv6-address 1::12
# JF)3 VAM Client Jjfit..

[Spokel-vam-client-Spokel] client enable
[Spokel-vam-client-Spokel] quit

o [ilE IPsec %AHES

# L IKE FESE.

[Spokel] ike keychain advpn

[Spokel-ike-keychain-abc] pre-shared-key address ipv6 :: 0 key simple 123456
[Spokel-ike-keychain-abc] quit

[Spokel] ike profile abc

[Spokel-ike-profile-abc] keychain abc

[Spokel-ike-profile-abc] quit

# W E IPsec LA HELE,

[Spokel] ipsec transform-set abc

[Spokel-ipsec-transform-set-abc] encapsulation-mode transport
[Spokel-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spokel-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spokel-ipsec-transform-set-abc] quit

[Spokel] ipsec profile abc isakmp
[Spokel-ipsec-profile-isakmp-abc] transform-set abc
[Spokel-ipsec-profile-isakmp-abc] ike-profile abc
[Spokel-ipsec-profile-isakmp-abc] quit

. fic & OSPFv3 4% Hi

# WO E A R % A

[Spokel] ospfv3 1

[Spokel-ospfv3-1] router-id 0.0.0.3
[Spokel-ospfv3-1] area O
[Spokel-ospfv3-1-area-0.0.0.0] quit
[Spokel-ospfv3-1] quit

e  [iE ADVPN f%i

# L E GRE 3351 IPve ADVPN B%iE#: 11 Tunnell.
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[Spokel] interface tunnell mode advpn gre ipv6
[Spokel-Tunnell] ipv6 address 192:168::3 64
[Hub1l-Tunnell] ipv6 address fe80::3 link-local
[Spokel-Tunnell] vam ipv6 client Spokel
[Spokel-Tunnell] ospfv3 1 area O
[Spokel-Tunnell] ospfv3 network-type p2mp
[Spokel-Tunnell] ospfv3 dr-priority O
[Spokel-Tunnell] source gigabitethernet 1/0/1
[Spokel-Tunnell] tunnel protection ipsec profile abc
[Spokel-Tunnell] undo shutdown
[Spokel-Tunnell] quit

(6) MCE Spoke2

o FUESEOMIP HuHE (HE
e it VAM Client

# A7 VAM Client Spoke2.

<Spoke2> system-view

[Spoke2] vam client name Spoke2

# Tic & VAM Client JJTJ&1¥) ADVPN %4 abc.
[Spoke2-vam-client-Spoke2] advpn-domain abc

# fil'E VAM Client [ 3L 5254

[Spoke2-vam-client-Spoke2] pre-shared-key simple 123456

# L& VAM Client [FIAUEH F 440 spoke2, #6524 spoke2.
[Spoke2-vam-client-Spoke2] user spoke2 password simple spoke2
# FiL'E VAM Server (1) 1P Mkt

[Spoke2-vam-client-Spoke2] server primary ipv6-address 1::11
[Spoke2-vam-client-Spoke2] server secondary ipv6-address 1::12
# 713 VAM Client [f3)jfig

[Spoke2-vam-client-Spoke2] client enable
[Spoke2-vam-client-Spoke2] quit

o ilE IPsec %AHES

# L IKE FESE.

[Spoke2] ike keychain advpn

[Spoke2-ike-keychain-abc] pre-shared-key address ipv6 :: O key simple 123456
[Spoke2-ike-keychain-abc] quit

[Spoke2] ike profile abc

[Spoke2-ike-profile-abc] keychain abc

[Spoke2-ike-profile-abc] quit

# IL'H IPsec ZAHESE,

[Spoke2] ipsec transform-set abc

[Spoke2-ipsec-transform-set-abc] encapsulation-mode transport
[Spoke2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spoke2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spoke2-ipsec-transform-set-abc] quit

[Spoke2] ipsec profile abc isakmp
[Spoke2-ipsec-profile-isakmp-abc] transform-set abc
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[Spoke2-ipsec-profile-isakmp-abc] ike-profile abc
[Spoke2-ipsec-profile-isakmp-abc] quit
e it OSPFV3 i h

# 0 AL Y (1 % A R

[Spoke2] ospfv3 1

[Spoke2-ospfv3-1] router-id 0.0.0.4
[Spoke2-ospfv3-1] area O
[Spoke2-ospfv3-1-area-0.0.0.0] quit
[Spoke2-ospfv3-1] quit

e  [it% ADVPN P

# I ¥ GRE %51 IPv6 ADVPN %12 11 Tunnell,
[Spoke2] interface tunnell mode advpn gre ipv6
[Spoke2-Tunnell] ipv6 address 192:168::4 64
[Hubl-Tunnell] ipv6 address fe80::4 link-local
[Spoke2-Tunnel1l]
[Spoke2-Tunnel1]
[Spoke2-Tunnell]
[Spoke2-Tunnell]
[Spoke2-Tunnel1]

vam ipv6 client Spoke2
ospfv3 1 area O

ospfv3 network-type p2mp
ospfv3 dr-priority 0

source gigabitethernet 1/0/1

[Spoke2-Tunnell]
[Spoke2-Tunnell]
[Spoke2-Tunnel1]

tunnel protection ipsec profile abc
undo shutdown
quit

4. IGFBCE
# WoRTEME] T VAM Server [T VAM Client [£] 1Pv6 FA K Hs bk et 8 o

[PrimaryServer] display vam server ipv6 address-map
ADVPN domain name: 1
Total private address mappings: 4

Group Private address Public address Type NAT Holding time
0 192:168::1 1::1 Hub No OH 52M 7S
0 192:168::2 1::2 Hub No OH 47M 31S
0 192:168::3 1::3 Spoke No OH 28M 25S
0 192:168::4 1::4 Spoke No OH 19M 15S

# WoRvEM 2] VAM Server 15T VAM Client (1) IPv6 FA M Mtk w5 S .
[SecondaryServer] display vam server ipv6 address-map

ADVPN domain name: 1

Total private address mappings: 4

Group Private address Public address Type NAT Holding time
0 192:168::1 1::1 Hub No OH 52M 7S
0 192:168::2 1::2 Hub No OH 47M 31S
0 192:168::3 1::3 Spoke No OH 28M 25S
0 192:168::4 1::4 Spoke No OH 19M 15S

P E @ orfs B %78 Hubl, Hub2. Spokel 11 Spoke2 15 T Huhik Wi 5 ELE I 3] VAM Server.,
# 7K Hubl L) IPv6 ADVPN B&iE {5 B .

[Hubl] display advpn ipv6 session

Interface : Tunnell

Number of sessions: 3
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Private address Public address Port Type State Holding time

192:168::2 1::2 - H-H Success OH 46M 8S

192:168::3 1::3 - H-S Success OH 27M 27S

192:168::4 1::4 - H-S  Success OH 18M 18S

PAE R4 B35 Hubl 5 Hub2. Spokel. Spoke2 #3717k AR&iE . Hub2 ) 25345 855 Hubl
eV

# {71k Spokel ff] IPv6 ADVPN B&iEfs & .
[Spokel] display advpn session
Interface : Tunnell

Number of sessions: 2

Private address Public address Port Type State Holding time
192:168::1 1::1 - S-H Success OH 46M 8S

192:168::2 1::2 - S-H Success OH 46M 8S

DL B R s &R Spokel 5 Hubl. Hub2 #1377 Hub-Spoke 7k AFiE .. Spoke2 1) 2 nfE B 5
Spokel 258,

# 1F Spokel I ping Spoke2 [#) 74/ il 192:168::4.

[Spoke2] ping ipv6 192:168::4

Ping6(56 data bytes) 192:168::4 --> 192:168::4, press CTRL_C to break
56 bytes from 192:168::4, icmp_seq=0 hlim=64 time=3.000 ms

56 bytes from 192:168::
56 bytes from 192:168::
56 bytes from 192:168::
56 bytes from 192:168::

, icmp_seq=1 hlim=64 time=0.000 ms
icmp_seq=2 hlim=64 time=1.000 ms
icmp_seq=3 hlim=64 time=1.000 ms

A A DB

, icmp_seq=4 hlim=64 time=1.000 ms

--— Ping6 statistics for 192:168::4 ---
5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/1.200/3.000/0.980 ms

1.10.5 X#1EIPv4 Full-MeshZEEIADVPN BB fir F 2451

1. A EK

o TEKHIHL IPv4 Full-Mesh ZH M J7 20K, 321 % VAM Server 545 B i85 &A1 1045 B
AAA 5545 L TTRT VAM Client AT IAERITH SR BE s PIAS Hub BN &4y, S oa$idis 105
5 H 15 RS #e

e Spoke 5 Hub 2 [A] % 37 7K A BE T8 &

e [A— ADVPN i, (ERIP Spoke 2 [A]LEAT Hd I h 4 2 37 Bg i 1%
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2. AME
E1-11 K#4E IPv4 Full-Mesh 22! ADVPN AW E

ROUTI

GE1/0/

AAA server

GE1/0/1 %

Primary server

GE1/0/1 %

Spoke1 Secondary server

T T e e . — ———— - - -
=, -— =
- -

-
- -———

Hub-to-Hub  static tunnel Spoke-to-Spoke dynamic
tunnel in one group

Hub-to-Spoke  static tunnel Spoke-to-Spoke dynamic tunnel

between two groups

Hub 1 GE1/0/1 1.0.0.1/24 Spoke 1 GE1/0/1 1.0.0.4/24
Tunnell 192.168.1.1/24 GE1/0/2 192.168.10.1/24
Tunnel2 192.168.0.1/24 Tunnell 192.168.1.3/24
Hub 2 GE1/0/1 1.0.0.2/24 Spoke 2 GE1/0/1 1.0.0.5/24
Tunnell 192.168.1.2/24 GE1/0/2 192.168.20.1/24
Tunnel2 192.168.0.2/24 GE1/0/3 192.168.30.1/24
Hub 3 GE1/0/1 1.0.0.3/24 Tunnell 192.168.1.4/24
Tunnell 192.168.2.1/24 Spoke 3 GE1/0/1 1.0.0.6/24
Tunnel2 192.168.0.3/24 GE1/0/2 192.168.40.1/24
AAA server 1.0.0.10/24 Tunnell 192.168.2.2/24
Primary server GE1/0/1 1.0.0.11/24 Spoke 4 GE1/0/1 1.0.0.7/24
Secondary server GE1/0/1 1.0.0.12/24 GE1/0/2 192.168.50.1/24
GE1/0/3 192.168.60.1/24
Tunnell 192.168.2.3/24

I METE

(1) fid'®E T VAM Server

o FUESAEOM IP HHE (BX)
o i AAAIAIE

# it '® RADIUS 7%,

<PrimaryServer> system-view

[PrimaryServer] radius scheme abc

[PrimaryServer-radius-abc] primary authentication 1.0.0.10 1812
[PrimaryServer-radius-abc] primary accounting 1.0.0.10 1813
[PrimaryServer-radius-abc] key authentication simple 123
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[PrimaryServer-radius-abc] key accounting simple 123

[PrimaryServer-radius-abc] user-name-format without-domain

[PrimaryServer-radius-abc] quit
[PrimaryServer] radius session-control enable

# Hic & ISP 111 AAA 7%

[PrimaryServer] domain abc

[PrimaryServer-isp-abc] authentication advpn radius-scheme abc

[PrimaryServer-isp-abc] accounting advpn radius-scheme abc

[PrimaryServer-isp-abc] quit
[PrimaryServer] domain default enable abc

) fil ‘& VAM Server
# g ADVPN I abc.

[PrimaryServer] vam server advpn-domain abc id 1
# B4 Hub 41 0.
[PrimaryServer-vam-server-domain-abc] hub-group 0
# $55€ Hub 414 Hub 11 IPv4 FA M ikt
[PrimaryServer-vam-server-domain-abc-hub-group-0]
[PrimaryServer-vam-server-domain-abc-hub-group-0]
[PrimaryServer-vam-server-domain-abc-hub-group-0]
[PrimaryServer-vam-server-domain-abc-hub-group-0]

# A4 Hub 41 1.
[PrimaryServer-vam-server-domain-abc] hub-group 1
# $57E Hub 414 Hub (1) IPv4 FARM Huhl .
[PrimaryServer-vam-server-domain-abc-hub-group-1]
[PrimaryServer-vam-server-domain-abc-hub-group-1]
# 4552 Hub 4114 Spoke 1) IPv4 FAM Mkt Y5 [ .

[PrimaryServer-vam-server-domain-abc-hub-group-1]
192.168.1.0 255.255.255.0

# TS 4 Spoke-Spoke HIERSIE .
[PrimaryServer-vam-server-domain-abc-hub-group-1]
[PrimaryServer-vam-server-domain-abc-hub-group-1]
# 017 Hub 41 2.
[PrimaryServer-vam-server-domain-abc] hub-group 2
# 4552 Hub 4179 Hub 1) 1Pv4 ARtk
[PrimaryServer-vam-server-domain-abc-hub-group-2]
# 4552 Hub 4114 Spoke 1) IPv4 FAM Mkt Y5 [ .

[PrimaryServer-vam-server-domain-abc-hub-group-2]
192.168.2.0 255.255.255.0

[PrimaryServer-vam-server-domain-abc-hub-group-1]
[PrimaryServer-vam-server-domain-abc-hub-group-2]

# It VAM Server [T 2% 4] J 123456,

hub private-address 192.168.0.1
hub private-address 192.168.0.2
hub private-address 192.168.0.3
quit

hub private-address 192.168.1.1
hub private-address 192.168.1.2

spoke private-address network

shortcut interest all
quit

hub private-address 192.168.2.1

spoke private-address network

shortcut interest all
quit

[PrimaryServer-vam-server-domain-abc] pre-shared-key simple 123456

# W B X VAM Client i#£47 CHAP JAiIE .

[PrimaryServer-vam-server-domain-abc] authentication-method chap

# A 81% ADVPN 11 VAM Server I .
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[PrimaryServer-vam-server-domain-abc] server enable
[PrimaryServer-vam-server-domain-abc] quit

(2) H'® 4% VAM Server

B 1P Hulib4k, % VAM Server [f) ADVPN it & 5 = VAM Server #llrl, AEHRE.,
(3) Mi# Hubl

o JCE SN IP HikE (1)

. fi & VAM Client

# {17 VAM Client Hub1GroupO.

<Hubl> system-view

[Hubl] vam client name Hubl

# ic & VAM Client I J&¥) ADVPN 34 abc.
[Hubl-vam-client-HublGroup0O] advpn-domain abc

# i & VAM Client ({1 Fi3E 24540

[Hubl-vam-client-HublGroupO] pre-shared-key simple 123456
# liCE VAM Client [fIAIER ' 444 hubl, #8428 hubl.
[Hubl-vam-client-HublGroupO] user hubl password simple hubl
# FL'E VAM Server [f] IP Hihik.

[Hubl-vam-client-HublGroupO] server primary ip-address 1.0.0.11
[Hubl-vam-client-HublGroupO] server secondary ip-address 1.0.0.12

# JF)3 VAM Client Jjfit.

[Hubl-vam-client-HublGroupO] client enable
[Hubl-vam-client-HublGroupO] quit

# )% VAM Client Hub1Group1.

[Hubl] vam client name HublGroupl

# ic & VAM Client I J&¥) ADVPN 34 abc.
[Hubl-vam-client-HublGroupl] advpn-domain abc

# i & VAM Client ({1 Fi3E 225540
[Hubl-vam-client-HublGroupl] pre-shared-key simple 123456
# liCE VAM Client [fIAIER 1 444 hubl, #8424 hubl.
[Hubl-vam-client-HublGroupl] user hubl password simple hubl
# FL'E VAM Server [f] 1P Hihik.

[Hubl-vam-client-HublGroupl] server primary ip-address 1.0.0.11
[Hubl-vam-client-HublGroupl] server secondary ip-address 1.0.0.12
# JFJe VAM Client Jg.

[Hubl-vam-client-HublGroupl] client enable
[Hubl-vam-client-HublGroupl] quit

o [iLHE IPsec Z4HEYY

# L E IKE HESE

[Hubl] ike keychain advpn

[Hubl-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Hubl-ike-keychain-abc] quit

[Hubl] ike profile abc

[Hubl-ike-profile-abc] keychain abc
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[Hubl-ike-profile-abc] quit
# Il E IPsec 22 4HELE,

[Hubl] ipsec transform-set abc

[Hubl-ipsec-transform-set-abc] encapsulation-mode transport
[Hubl-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hubl-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hubl-ipsec-transform-set-abc] quit

[Hubl] ipsec profile abc isakmp

[Hubl-ipsec-profile-isakmp-abc] transform-set abc
[Hubl-ipsec-profile-isakmp-abc] ike-profile abc
[Hubl-ipsec-profile-isakmp-abc] quit

e [iL'® OSPF i

# 0 AL Y (1 % R A R

[Hubl] ospf 1

[Hubl-ospf-1] area O

[Hubl-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Hubl-ospf-1-area-0.0.0.0] quit

[Hubl-ospf-1] area 1

[Hubl-ospf-1-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Hubl-ospf-1l-area-0.0.0.1] quit

[Hubl-ospf-1] quit

e  [il% ADVPN i

# fil & UDP #2411 IPv4 ADVPN B2ii#:11 Tunnell.
[Hubl] interface tunnell mode advpn udp
[Hub1l-Tunnell] ip address 192.168.1.1 255.255.255.0
[Hubl-Tunnell] vam client HublGroupl

[Hub1l-Tunnell] ospf network-type broadcast
[Hub1l-Tunnell] source gigabitethernet 1/0/1
[Hubl-Tunnell] tunnel protection ipsec profile abc
[Hub1l-Tunnell] undo shutdown

[Hub1l-Tunnell] quit

# fil & UDP 12411 IPv4 ADVPN P21 #:11 Tunnel2.
[Hubl] interface tunnell mode advpn udp
[Hub1l-Tunnell] ip address 192.168.0.1 255.255.255.0
[Hub1l-Tunnell] vam client HublGroupO

[Hub1l-Tunnell] ospf network-type broadcast
[Hub1l-Tunnell] source gigabitethernet 1/0/1
[Hubl-Tunnell] tunnel protection ipsec profile abc
[Hub1l-Tunnell] undo shutdown

[Hubl-Tunnell] quit

(4) ME Hub2

o FUESEMIP HuHE (HE
e [il'® VAM Client

# )% VAM Client Hub2GroupO.

<Hub2> system-view
[Hub2] vam client name Hub2GroupO
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# ML 'E VAM Client JitJ& 1) ADVPN 375 abc.
[Hub2-vam-client-Hub2Group0] advpn-domain abc

# fil'E VAM Client [ 3L 52534 .

[Hub2-vam-client-Hub2Group0] pre-shared-key simple 123456

# Iic & VAM Client [FIAIER] 7 4404 hub2, #6424 hub2.
[Hub2-vam-client-Hub2Group0] user hub2 password simple hub2

# fi'® VAM Server (1) IP Mkt

[Hub2-vam-client-Hub2Group0] server primary ip-address 1.0.0.11
[Hub2-vam-client-Hub2Group0] server secondary ip-address 1.0.0.12
# 7F)3 VAM Client Zjfit .

[Hub2-vam-client-Hub2Group0] client enable
[Hub2-vam-client-Hub2GroupO] quit

# G VAM Client Hub2Group1.

[Hub2] vam client name Hub2Groupl

# ML 'E VAM Client fitJ& 1) ADVPN 375 abc.
[Hub2-vam-client-Hub2Groupl] advpn-domain abc

# fil'E VAM Client [ 3L 5234 .

[Hub2-vam-client-Hub2Groupl] pre-shared-key simple 123456

# [iLE VAM Client [IAIEH] ' 440 hub2, #6424 hub2.
[Hub2-vam-client-Hub2Groupl] user Hub2 password simple Hub2

# FiL'E VAM Server (1) 1P Mkt

[Hub2-vam-client-Hub2Groupl] server primary ip-address 1.0.0.11
[Hub2-vam-client-Hub2Groupl] server secondary ip-address 1.0.0.12
# JF)3 VAM Client Jjfit..

[Hub2-vam-client-Hub2Groupl] client enable
[Hub2-vam-client-Hub2Groupl] quit

. it & IPsec %4 HEZE

# L IKE FESE.

[Hub2] ike keychain advpn

[Hub2-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Hub2-i1ke-keychain-abc] quit

[Hub2] ike profile abc

[Hub2-ike-profile-abc] keychain abc

[Hub2-i1ke-profile-abc] quit

# IC'E IPsec 2 aHESL,

[Hub2] ipsec transform-set abc

[Hub2-ipsec-transform-set-abc] encapsulation-mode transport
[Hub2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hub2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hub2-ipsec-transform-set-abc] quit

[Hub2] ipsec profile abc isakmp

[Hub2-ipsec-profile-isakmp-abc] transform-set abc
[Hub2-ipsec-profile-isakmp-abc] ike-profile abc
[Hub2-ipsec-profile-isakmp-abc] quit
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. il & OSPF %

# BCE A R A

[Hub2] ospf 1

[Hub2-ospf-1] area O

[Hub2-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Hub2-ospf-1-area-0.0.0.0] quit

[Hub2-ospf-1] area 1

[Hub2-ospf-1-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Hub2-ospf-1-area-0.0.0.1] quit

[Hub2-ospf-1] quit

e  [iE ADVPN f%i

# I & UDP #1351 IPv4 ADVPN F$iE 211 Tunnell.
[Hub2] interface tunnell mode advpn udp
[Hub2-Tunnell] ip address 192.168.1.2 255.255.255.0
[Hub2-Tunnell] vam client Hub2Groupl

[Hub2-Tunnell] ospf network-type broadcast
[Hub2-Tunnell] source gigabitethernet 1/0/1
[Hub2-Tunnell] tunnel protection ipsec profile abc
[Hub2-Tunnell] undo shutdown

[Hub2-Tunnell] quit

# I & UDP :35(1) IPv4 ADVPN F$iE 211 Tunnel2.
[Hub2] interface tunnell mode advpn udp
[Hub2-Tunnell] ip address 192.168.0.2 255.255.255.0
[Hub2-Tunnell] vam client Hub2GroupO

[Hub2-Tunnell] ospf network-type broadcast
[Hub2-Tunnell] source gigabitethernet 1/0/1
[Hub2-Tunnell] tunnel protection ipsec profile abc
[Hub2-Tunnell] undo shutdown

[Hub2-Tunnell] quit

(5) HAd#E Hub3

o FUEZHM P HbE (HK
e [il’E VAM Client

# 1% VAM Client Hub3GroupO.

<Hub3> system-view
[Hub3] vam client name Hub3GroupO

# ML 'E VAM Client JitJ& 1) ADVPN 575 abc.
[Hub3-vam-client-Hub3Group0] advpn-domain abc

# fil'E VAM Client [ Fi3L 5234

[Hub3-vam-client-Hub3Group0] pre-shared-key simple 123456
# lic & VAM Client [FIAIEH] J7 4424 hub3, #6474 hub3.
[Hub3-vam-client-Hub3Group0] user hub3 password simple hub3
# i 'E VAM Server (1) IP Hiht.

[Hub3-vam-client-Hub3Group0] server primary ip-address 1.0.0.11
[Hub3-vam-client-Hub3Group0] server secondary ip-address 1.0.0.12

# 7 )5 VAM Client I,

1-58



[Hub3-vam-client-Hub3Group0] client enable
[Hub3-vam-client-Hub3Group0] quit

# )% VAM Client Hub3Group1.

[Hub3] vam client name Hub3Groupl

# ic & VAM Client I J&¥) ADVPN 34 abc.
[Hub3-vam-client-Hub3Groupl] advpn-domain abc

# il B VAM Client [ TIE =254

[Hub3-vam-client-Hub3Groupl] pre-shared-key simple 123456
# L E VAM Client [FIAER 7 40 hub3, ##4°4 hub3.
[Hub3-vam-client-Hub3Groupl] user hub3 password simple hub3
# i & VAM Server [ IP Ml

[Hub3-vam-client-Hub3Groupl] server primary ip-address 1.0.0.11
[Hub3-vam-client-Hub3Groupl] server secondary ip-address 1.0.0.12

# FT 15 VAM Client g,

[Hub3-vam-client-Hub3Groupl] client enable
[Hub3-vam-client-Hub3Groupl] quit

. it & IPsec 224 HE4E

# il E IKE HESE

[Hub3] ike keychain advpn

[Hub3-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Hub3-ike-keychain-abc] quit

[Hub3] ike profile abc

[Hub3-ike-profile-abc] keychain abc

[Hub3-ike-profile-abc] quit

# lLE IPsec ZAHESL,

[Hub3] ipsec transform-set abc

[Hub3-ipsec-transform-set-abc] encapsulation-mode transport
[Hub3-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hub3-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hub3-ipsec-transform-set-abc] quit

[Hub3] ipsec profile abc isakmp

[Hub3-ipsec-profile-isakmp-abc] transform-set abc
[Hub3-ipsec-profile-isakmp-abc] ike-profile abc
[Hub3-ipsec-profile-isakmp-abc] quit

e [iL'® OSPF i

# TIC AL Y (1 % R A R

[Hub3] ospf 1

[Hub3-ospf-1] area O

[Hub3-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Hub3-ospf-1-area-0.0.0.0] quit

[Hub3-ospf-1] area 2

[Hub3-ospf-1-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Hub3-ospf-1l-area-0.0.0.2] quit

[Hub3-ospf-1] quit

e  [il% ADVPN i
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# fid & UDP E3%11) IPv4 ADVPN P51 11 Tunnell.
[Hub3] interface tunnell mode advpn udp
[Hub3-Tunnell] ip address 192.168.2.1 255.255.255.0
[Hub3-Tunnell] vam client Hub3Groupl
[Hub3-Tunnell] ospf network-type broadcast
[Hub3-Tunnell] source gigabitethernet 1/0/1
[Hub3-Tunnell] tunnel protection ipsec profile abc
[Hub3-Tunnell] undo shutdown

[Hub3-Tunnell] quit

# fil & UDP E3%11) IPv4 ADVPN P51 11 Tunnel2.
[Hub3] interface tunnell mode advpn udp
[Hub3-Tunnell] ip address 192.168.0.3 255.255.255.0
[Hub3-Tunnell] vam client Hub3GroupO
[Hub3-Tunnell] ospf network-type broadcast
[Hub3-Tunnell] source gigabitethernet 1/0/1
[Hub3-Tunnell] tunnel protection ipsec profile abc
[Hub3-Tunnell] undo shutdown

[Hub3-Tunnell] quit

(6) MCE Spokel

o PREAILIIN IP HibE (W)

e [il’E VAM Client

# 1] VAM Client Spokel.

<Spokel> system-view

[Spokel] vam client name Spokel

# [iL & VAM Client It &[] ADVPN 2 abc.
[Spokel-vam-client-Spokel] advpn-domain abc

# LB VAM Client [ TIE =254 .

[Spokel-vam-client-Spokel] pre-shared-key simple 123456

# L& VAM Client [FAIEH 2 4404 spokel, #6574 spokel.
[Spokel-vam-client-Spokel] user spokel password simple spokel
# i & VAM Server [ IP Ml

[Spokel-vam-client-Spokel] server primary ip-address 1.0.0.11
[Spokel-vam-client-Spokel] server secondary ip-address 1.0.0.12
# JFJH VAM Client Zhfig.

[Spokel-vam-client-Spokel] client enable
[Spokel-vam-client-Spokel] quit

o [iL'H IPsec ZAHELY

# L IKE HEZE.,

[Spokel] ike keychain advpn

[Spokel-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Spokel-ike-keychain-abc] quit

[Spokel] ike profile abc

[Spokel-ike-profile-abc] keychain abc

[Spokel-ike-profile-abc] quit

# lLE IPsec ZAHESL,
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[Spokel] ipsec transform-set abc

[Spokel-ipsec-transform-set-abc] encapsulation-mode transport
[Spokel-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spokel-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spokel-ipsec-transform-set-abc] quit

[Spokel] ipsec profile abc isakmp
[Spokel-ipsec-profile-isakmp-abc] transform-set abc
[Spokel-ipsec-profile-isakmp-abc] ike-profile abc
[Spokel-ipsec-profile-isakmp-abc] quit

e [it% OSPF ¥ H

# WO E A R A

[Spokel] ospf 1

[Spokel-ospf-1] area 1

[Spokel-ospf-1-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Spokel-ospf-1-area-0.0.0.1] network 192.168.10.0 0.0.0.255
[Spokel-ospf-1-area-0.0.0.1] quit

[Spokel-ospf-1] quit

e [l ADVPN fi

# fid & UDP 1351 IPv4 ADVPN B%iE#11 Tunnell.

[Spokel] interface tunnell mode advpn udp
[Spokel-Tunnell] ip address 192.168.1.3 255.255.255.0
[Spokel-Tunnell] vam client Spokel

[Spokel-Tunnell] ospf network-type broadcast
[Spokel-Tunnell] ospf dr-priority O

[Spokel-Tunnell] advpn network 192.168.10.0 255.255.255.0
[Spokel-Tunnell] source gigabitethernet 1/0/1
[Spokel-Tunnell] tunnel protection ipsec profile abc
[Spokel-Tunnell] undo shutdown

[Spokel-Tunnell] quit

(7) B Spoke2

o MUESELIIMIP MY (W)

e it VAM Client

# A7 VAM Client Spoke2.

<Spoke2> system-view

[Spoke2] vam client name Spoke2

# IL'E VAM Client JitJ& i) ADVPN 24 abc.
[Spoke2-vam-client-Spoke2] advpn-domain abc

# fil'E VAM Client [ Fi3L 5234

[Spoke2-vam-client-Spoke2] pre-shared-key simple 123456

# BCE VAM Client [FJIAIEH 2 4404 spoke2, #1657 spoke2.
[Spoke2-vam-client-Spoke2] user spoke2 password simple spoke2
# ' VAM Server (1) IP Mkt

[Spoke2-vam-client-Spoke2] server primary ip-address 1.0.0.11
[Spoke2-vam-client-Spoke2] server secondary ip-address 1.0.0.12

# 7 )5 VAM Client I,
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[Spoke2-vam-client-Spoke2] client enable
[Spoke2-vam-client-Spoke2] quit
o  [iLH IPsec AHELL

# L E IKE HESE

[Spoke2] ike keychain advpn

[Spoke2-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Spoke2-ike-keychain-abc] quit

[Spoke2] ike profile abc

[Spoke2-ike-profile-abc] keychain abc

[Spoke2-ike-profile-abc] quit

# ML'E IPsec ZAHESE,

[Spoke2] ipsec transform-set abc

[Spoke2-ipsec-transform-set-abc] encapsulation-mode transport
[Spoke2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spoke2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spoke2-ipsec-transform-set-abc] quit

[Spoke2] ipsec profile abc isakmp
[Spoke2-ipsec-profile-isakmp-abc] transform-set abc
[Spoke2-ipsec-profile-isakmp-abc] ike-profile abc
[Spoke2-ipsec-profile-isakmp-abc] quit

e [iL'® OSPF i

# B E A R A S

[Spoke2] ospf 1

[Spoke2-ospf-1] area 1

[Spoke2-ospf-1-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Spoke2-ospf-1-area-0.0.0.1] network 192.168.20.0 0.0.0.255
[Spoke2-ospf-1-area-0.0.0.1] network 192.168.30.0 0.0.0.255
[Spoke2-ospf-1-area-0.0.0.1] quit

[Spoke2-ospf-1] quit

e  [itE ADVPN P

# Jid & UDP 13411 IPv4 ADVPN B%iE# 11 Tunnell.

[Spoke2] interface tunnell mode advpn udp

[Spoke2-Tunnell] ip address 192.168.1.4 255.255.255.0
[Spoke2-Tunnell] vam client Spoke2

[Spoke2-Tunnell] ospf network-type broadcast
[Spoke2-Tunnell] ospf dr-priority O

[Spoke2-Tunnell] advpn network 192.168.20.0 255.255.255.0
[Spoke2-Tunnell] advpn network 192.168.30.0 255.255.255.0
[Spoke2-Tunnell] source gigabitethernet 1/0/1
[Spoke2-Tunnell] tunnel protection ipsec profile abc
[Spoke2-Tunnell] undo shutdown

[Spoke2-Tunnell] quit

(8) MHc#® Spoke3
o FUELSRELN P HLE (8
. fil & VAM Client
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# {7 VAM Client Spoke3.

<Spoke3> system-view

[Spoke3] vam client name Spoke3

# ML 'E VAM Client JitJ& 1) ADVPN 575 abc.
[Spoke3-vam-client-Spoke3] advpn-domain abc

# fil'E VAM Client [ 3L 5234

[Spoke3-vam-client-Spoke3] pre-shared-key simple 123456

# BCE VAM Client [FJIAIEH 2 4404 spoke3, #fi5° spoke3.
[Spoke3-vam-client-Spoke3] user spoke3 password simple spoke3
# i VAM Server (1) 1P Hiht.

[Spoke3-vam-client-Spoke3] server primary ip-address 1.0.0.11
[Spoke3-vam-client-Spoke3] server secondary ip-address 1.0.0.12

# JFJ3 VAM Client Lifg.
[Spoke3-vam-client-Spoke3] client enable
[Spoke3-vam-client-Spoke3] quit

o FilE IPsec %A HERY

# L IKE FESEL.

[Spoke3] ike keychain advpn

[Spoke3-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Spoke3-ike-keychain-abc] quit

[Spoke3] ike profile abc

[Spoke3-ike-profile-abc] keychain abc

[Spoke3-ike-profile-abc] quit

# & IPsec 4 HELH,

[Spoke3d] ipsec transform-set abc

[Spoke3-ipsec-transform-set-abc] encapsulation-mode transport
[Spoke3-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spoke3-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spoke3-ipsec-transform-set-abc] quit

[Spoke3] ipsec profile abc isakmp
[Spoke3-ipsec-profile-isakmp-abc] transform-set abc
[Spoke3-ipsec-profile-isakmp-abc] ike-profile abc
[Spoke3-ipsec-profile-isakmp-abc] quit

e it OSPF % H

# O E A R % A S

[Spoke3] ospf 1

[Spoke3-ospf-1] area 2

[Spoke3-ospf-1-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Spoke3-ospf-1-area-0.0.0.2] network 192.168.40.0 0.0.0.255
[Spoke3-ospf-1-area-0.0.0.2] quit

[Spoke3-ospf-1] quit

e  [il% ADVPN i

# fil & UDP #2411 IPv4 ADVPN B2ii#: 11 Tunnell.
[Spoke3] interface tunnell mode advpn udp
[Spoke3-Tunnell] ip address 192.168.2.2 255.255.255.0
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[Spoke3-Tunnell] vam client Spoke3

[Spoke3-Tunnell] ospf network-type broadcast
[Spoke3-Tunnell] ospf dr-priority O

[Spoke3-Tunnell] advpn network 192.168.40.0 255.255.255.0
[Spoke3-Tunnell] source gigabitethernet 1/0/1
[Spoke3-Tunnell] tunnel protection ipsec profile abc
[Spoke3-Tunnell] undo shutdown

[Spoke3-Tunnell] quit

(9) M'E Spoked

o FUESEOMIP HuHE (HE
e it VAM Client

# {7 VAM Client Spoke4.

<Spoke4> system-view

[Spoke4] vam client name Spoke4

# Tic & VAM Client JJTJ&1¥) ADVPN %4 abc.
[Spoke4-vam-client-Spoke4] advpn-domain abc

# fiL'E VAM Client [ L5254

[Spoke4-vam-client-Spoke4] pre-shared-key simple 123456

# L& VAM Client [FIAUEH F 440 spoked, #1654 spoked .
[Spoked-vam-client-Spoke4] user spoked4 password simple spoke4
# FiL'E VAM Server (1) 1P Mkt

[Spoke4-vam-client-Spoke4] server primary ip-address 1.0.0.11
[Spoke4-vam-client-Spoke4] server secondary ip-address 1.0.0.12

# JF )it VAM Client Jig.
[Spoke4-vam-client-Spoke4] client enable
[Spoke4-vam-client-Spoke4] quit

e  [iLH IPsec %A HELL

# L IKE FESE.

[Spoked4] ike keychain advpn

[Spoke4-ike-keychain-abc] pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456
[Spoke4-ike-keychain-abc] quit

[Spoke4] ike profile abc

[Spoke4-ike-profile-abc] keychain abc

[Spoke4-ike-profile-abc] quit

# ICE IPsec 2 4HELL,

[Spoke4] ipsec transform-set abc

[Spoked-ipsec-transform-set-abc] encapsulation-mode transport
[Spoked-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spoke4-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spoked-ipsec-transform-set-abc] quit

[Spoke4] ipsec profile abc isakmp
[Spoke4-ipsec-profile-isakmp-abc] transform-set abc
[Spoked-ipsec-profile-isakmp-abc] ike-profile abc
[Spoked-ipsec-profile-isakmp-abc] quit

e [ OSPF i
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# TG AL PO 11 % AT R

[Spoke4] ospf 1

[Spoked4-ospf-1] area 2

[Spoke4-ospf-1-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Spoked4-ospf-1-area-0.0.0.2] network 192.168.50.0 0.0.0.255
[Spoked-ospf-1-area-0.0.0.2] network 192.168.60.0 0.0.0.255
[Spoke4-ospf-1-area-0.0.0.2] quit

[Spoke4-ospf-1] quit

e [l ADVPN fi

# fil & UDP £3%11) IPv4 ADVPN P51 # 11 Tunnell.

[Spoke4] interface tunnell mode advpn udp

[Spoke4-Tunnell] ip address 192.168.2.3 255.255.255.0
[Spoke4-Tunnell] vam client Spoke4

[Spoke4-Tunnell] ospf network-type broadcast
[Spoke4-Tunnell] ospf dr-priority O

[Spoke4-Tunnell] advpn network 192.168.50.0 255.255.255.0
[Spoke4-Tunnell] advpn network 192.168.60.0 255.255.255.0
[Spoke4-Tunnell] source gigabitethernet 1/0/1
[Spoke4-Tunnell] tunnel protection ipsec profile abc
[Spoke4-Tunnell] undo shutdown

[Spoke4-Tunnell] quit

4. Wik E
# WoniE MR E VAM Server [T VAM Client (¥ 1Pv4 FA k4 ik s 45 o
[PrimaryServer] display vam server address-map

ADVPN domain name: 1
Total private address mappings: 10

Group Private address Public address Type NAT Holding time
0 192.168.0.1 1.0.0.1 Hub No OH 52M 7S
0 192.168.0.2 1.0.0.2 Hub No OH 47M 31S
0 192.168.0.3 1.0.0.3 Hub No OH 28M 25S
1 192.168.1.1 1.0.0.1 Hub No OH 52M 7S
1 192.168.1.2 1.0.0.2 Hub No OH 47M 31S
1 192.168.1.3 1.0.0.4 Spoke No OH 18M 26S
1 192.168.1.4 1.0.0.5 Spoke No OH 28M 25S
2 192.168.2.1 1.0.0.3 Hub No OH 28M 25S
2 192.168.2.2 1.0.0.6 Spoke No  OH 25M 40S
2 192.168.2.3 1.0.0.7 Spoke No OH 25M 31S

# TR R % VAM Server [T VAM Client (1] 1Pv4 FA R4 ik s 45 & o
[SecondaryServer] display vam server address-map

ADVPN domain name: 1

Total private address mappings: 10

Group Private address Public address Type NAT Holding time
0 192.168.0.1 1.0.0.1 Hub No OH 52M 7S
0 192.168.0.2 1.0.0.2 Hub No OH 47M 31S
0 192.168.0.3 1.0.0.3 Hub No OH 28M 25S
1 192.168.1.1 1.0.0.1 Hub No OH 52M 7S
1 192.168.1.2 1.0.0.2 Hub No OH 47M 31S
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1 192.168.1.3 1.0.0.4 Spoke No OH 18M 26S
1 192.168.1.4 1.0.0.5 Spoke No  OH 28M 25S
2 192.168.2.1 1.0.0.3 Hub No OH 28M 25S
2 192.168.2.2 1.0.0.6 Spoke No  OH 25M 40S
2 192.168.2.3 1.0.0.7 Spoke No  OH 25M 31S

PLE B 5 &R Hubl, Hub2. Hub3. Spokel. Spoke2. Spoke3 Fl Spoked 4 Tk M bk e}
w5 EE M E] VAM Server

# 7K Hubl Lff) IPv4 ADVPN Bt {5 5 o

[Hubl] display advpn session

Interface : Tunnell

Number of sessions: 3

Private address Public address Port Type State Holding time
192.168.1.2 1.0.0.2 18001 H-H  Success OH 46M 8S
192.168.1.3 1.0.0.3 18001 H-S  Success OH 27M 27S
192.168.1.4 1.0.0.4 18001 H-S  Success OH 18M 18S
Interface > Tunnel2

Number of sessions: 2

Private address Public address Port Type State Holding time
192.168.0.2 1.0.0.2 18001 H-H  Success OH 46M 8S
192.168.0.3 1.0.0.3 18001 H-H  Success OH 27M 27S

PLESoR{E E %78 Hubl 5 Hub2. Hub3. Spokel. Spoke2 @ 7 T /K AF%iE. Hub2 L EoR{E
B Hubl 2.

# .7~ Spokel L ff) IPv4 ADVPN BEiE (5 5

[Spokel] display advpn session

Interface : Tunnell

Number of sessions: 2

Private address Public address Port Type State Holding time
192.168.1.1 1.0.0.1 18001 S-H  Success OH 46M 8S
192.168.1.2 1.0.0.2 18001 S-H  Success OH 46M 8S

DL R {5 B3R Spokel 5 Hubl. Hub2 #1377 Hub-Spoke 7k AR%iE . Spoke2 ¥ EonfEH 5
Spokel 1L,

# 7r Spoke3 LI IPv4 ADVPN B&is {5 8

[Spoke3] display advpn session

Interface : Tunnell

Number of sessions: 2

Private address Public address Port Type State Holding time
192.168.2.1 1.0.0.3 18001 S-H Success OH 46M 8S

DL R fs B~ Spoke3 5 Hub3 #1571 Hub-Spoke 7k A F% il . Spoked L (1) 715 B 55 Spoke3
FAh.
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1.10.6 K#H#EIPv6 Full-MeshZEIADVPN 28 fip B 245

1. dEMFEX

o 7E KM IPV6 Full-Mesh 4R J7 20 K, 32, % VAM Server 758 BE L 43 &A1 01 B
AAA Ik % 23 71500 VAM Client BEATUGERITH 2245 B PIAS Hub B 454y, G o B8l 15
5 b A SRS e

e Spoke 5 Hub 22 [H]3# 37 7K A BE I & %

e [A— ADVPN i, (ERIMP Spoke 2 IR EAT Hd I 5h 24 i 37 g i i %

2. AW E

El1-12 K##& IPv6 Full-Mesh 28 ADVPN 28 [/ [

Group 0

AAA server

GE1/0/1 %

Primary server

GE1/0/1

Secondary server

L T T e - - - - - -
- Dl pe———
-
-
-

- S
- P

Hub-to-Hub static tunnel Spoke-to-Spoke dynamic
tunnel in one group

Hub-to-Spoke static tunnel Spoke-to-Spoke dynamic tunnel

between two groups
e o IP3e 1k & o P31k
Hub 1 GE1/0/1 1::1/64 Spoke 1 GE1/0/1 1::4/64
Tunnell 192:168:1::1/64 GE1/0/2 192:168:10::1/64
Tunnel2 192:168::1/64 Tunnell 192:168:1::3/64
Hub 2 GE1/0/1 1::2/64 Spoke 2 GE1/0/1 1::5/64
Tunnell 192:168:1::2/64 GE1/0/2 192:168:20::1/64
Tunnel2 192:168::2/64 GE1/0/3 192:168:30::1/64
Hub 3 GE1/0/1 1::3/64 Tunnell 192:168:1::4/64
Tunnell 192:168:2::1/64 Spoke 3 GE1/0/1 1::6/64
Tunnel2 192:168::3/64 GE1/0/2 192:168:40::1/64
AAA server 1::10/64 Tunnell 192:168:2::2/64
Primary server GE1/0/1 1::11/64 Spoke 4 GE1/0/1 1::7/64
Secondary server GE1/0/1 1::12/64 GE1/0/2 192:168:50::1/64
GE1/0/3 192:168:60::1/64
Tunnell 192:168:2::3/64
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I EBEVE

(1) T#d#EFE VAM Server

o UESATLOM IP HikE (B
o [i'E AAALAILE

# L & RADIUS 7%,

<PrimaryServer> system-view
[PrimaryServer] radius scheme abc
[PrimaryServer-radius-abc] primary authentication

ipv6 1::10 1812

[PrimaryServer-radius-abc] primary accounting ipv6 1::10 1813

[PrimaryServer-radius-abc] key authentication simple 123

[PrimaryServer-radius-abc] key accounting simple 123

[PrimaryServer-radius-abc] user-name-format without-domain

[PrimaryServer-radius-abc] quit
[PrimaryServer] radius session-control enable

# WL E ISP 1T AAA %,

[PrimaryServer] domain abc

[PrimaryServer-isp-abc] authentication advpn radius-scheme abc

[PrimaryServer-isp-abc] accounting advpn radius-scheme abc

[PrimaryServer-isp-abc] quit
[PrimaryServer] domain default enable abc
e [il'H VAM Server

# {4 ADVPN 1 abc.

[PrimaryServer] vam server advpn-domain abc id 1
# A5 Hub 41 0.
[PrimaryServer-vam-server-domain-abc] hub-group 0
# 1572 Hub 4174 Hub (1) IPv6 FA M Huht .

[PrimaryServer-vam-server-domain-abc-hub-group-0]
[PrimaryServer-vam-server-domain-abc-hub-group-0]
[PrimaryServer-vam-server-domain-abc-hub-group-0]
[PrimaryServer-vam-server-domain-abc-hub-group-0]
# 0% Hub 41 1.
[PrimaryServer-vam-server-domain-abc] hub-group 1
# 455 Hub 4174 Hub ) IPv6 FAR Mtk
[PrimaryServer-vam-server-domain-abc-hub-group-1]
[PrimaryServer-vam-server-domain-abc-hub-group-1]

# ¥87E Hub 41/ Spoke (1) IPv6 FA M iy [H .

[PrimaryServer-vam-server-domain-abc-hub-group-1]
192:168:1::0 64

# TS 4 Spoke-Spoke HIERSIE .
[PrimaryServer-vam-server-domain-abc-hub-group-1]
[PrimaryServer-vam-server-domain-abc-hub-group-1]

# Al Hub 41 2.
[PrimaryServer-vam-server-domain-abc] hub-group 2

# 55 Hub 414 Hub (7] IPv6 F4 W it .

1-68

hub ipv6 private-address 192:168::1
hub ipv6 private-address 192:168::2
hub ipv6 private-address 192:168::3
quit

hub ipv6 private-address 192:168:1::1
hub ipv6 private-address 192:168:1::2

spoke ipv6 private-address network

shortcut ipv6 interest all
quit



[PrimaryServer-vam-server-domain-abc-hub-group-2] hub ipv6 private-address 192:168:2::1
# $55€ Hub 4114 Spoke 1) IPv6 FARM Mkl v [ .

[PrimaryServer-vam-server-domain-abc-hub-group-2] spoke ipv6 private-address network
192:168:2::0 64

[PrimaryServer-vam-server-domain-abc-hub-group-1] shortcut ipv6 interest all
[PrimaryServer-vam-server-domain-abc-hub-group-2] quit

# [iL'H VAM Server (7L 528914 123456.
[PrimaryServer-vam-server-domain-abc] pre-shared-key simple 123456
# BiL &4 VAM Client 24T CHAP TAIE.
[PrimaryServer-vam-server-domain-abc] authentication-method chap
# J5 8% ADVPN 5[] VAM Server JjGE.
[PrimaryServer-vam-server-domain-abc] server enable
[PrimaryServer-vam-server-domain-abc] quit

(2) W&+ VAM Server

B 1P Huhib4k, % VAM Server [f] ADVPN [it'# 55 32 VAM Server #l[d], RNEHb .
(3) HA#E Hubl

o FUEBHM P HubE (HE

e [il’E VAM Client

# 1% VAM Client Hub1GroupO.

<Hubl> system-view

[Hub1l] vam client name HublGroupO

# I A VAM Client i J&[f) ADVPN 1 abc.
[Hubl-vam-client-HublGroupO] advpn-domain abc

# fil'E VAM Client [ 3L 5234

[Hubl-vam-client-HublGroupO] pre-shared-key simple 123456
# lic & VAM Client [FIAIEH] 7 4424 hubl, #6474 hubl.
[Hubl-vam-client-HublGroupO] user hubl password simple hubl
# i VAM Server (1) IP Hiht.

[Hubl-vam-client-HublGroupO] server primary ipv6-address 1::11
[Hubl-vam-client-HublGroupO] server secondary ipv6-address 1::12

# 7 )5 VAM Client D,

[Hubl-vam-client-HublGroupO] client enable
[Hubl-vam-client-HublGroupO] quit

# G VAM Client Hub1Group1.

[Hub1l] vam client name HublGroupl

# I VAM Client i1 &) ADVPN £} abc.
[Hubl-vam-client-HublGroupl] advpn-domain abc

# fil'E VAM Client [ 3L 5234 .

[Hubl-vam-client-HublGroupl] pre-shared-key simple 123456
# IiC & VAM Client [FIAIEH] 7 4404 hubl, #6474 hubl.
[Hubl-vam-client-HublGroupl] user hubl password simple hubl
# i '® VAM Server (1) IP Hiht.

[Hubl-vam-client-HublGroupl] server primary ipv6-address 1::11
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[Hubl-vam-client-HublGroupl] server secondary ipv6-address 1::12
# JFJH VAM Client Zhfig.

[Hubl-vam-client-HublGroupl] client enable
[Hubl-vam-client-HublGroupl] quit

. it & IPsec 224 HE4E

# TLE IKE HESE.,

[Hubl] ike keychain advpn

[Hubl-ike-keychain-abc] pre-shared-key address :: O key simple 123456
[Hubl-ike-keychain-abc] quit

[Hubl] ike profile abc

[Hubl-ike-profile-abc] keychain abc

[Hubl-ike-profile-abc] quit

# lLE IPsec ZAHESL,

[Hubl] ipsec transform-set abc

[Hubl-ipsec-transform-set-abc] encapsulation-mode transport
[Hubl-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hubl-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hubl-ipsec-transform-set-abc] quit

[Hubl] ipsec profile abc isakmp

[Hubl-ipsec-profile-isakmp-abc] transform-set abc
[Hubl-ipsec-profile-isakmp-abc] ike-profile abc
[Hubl-ipsec-profile-isakmp-abc] quit

e [i'E OSPFv3 i h

# T AL Y 1 % R A R

[Hubl] ospfv3 1

[Hubl-ospfv3-1] router-id 0.0.0.1
[Hubl-ospfv3-1] area O
[Hubl-ospfv3-1-area-0.0.0.0] quit
[Hubl-ospfv3-1] area 1
[Hubl-ospfv3-1-area-0.0.0.1] quit
[Hubl-ospfv3-1] quit

e  [iiE ADVPN f%i

# fil & UDP E3%11) IPv6 ADVPN B5ii# 11 Tunnell.
[Hubl] interface tunnell mode advpn udp
[Hubl-Tunnell] ipv6 address 192:168:1::1 64
[Hubl-Tunnell] ipv6 address fe80::1:1 link-local
[Hubl-Tunnell] vam ipv6 client HublGroupl
[Hub1l-Tunnell] ospfv3 1 area 1

[Hub1-Tunnell] ospfv3 network-type broadcast
[Hub1l-Tunnell] source gigabitethernet 1/0/1
[Hubl-Tunnell] tunnel protection ipsec profile abc
[Hub1l-Tunnell] undo shutdown

[Hubl-Tunnell] quit

# I & UDP :3%(1) IPv6 ADVPN F¥iE 211 Tunnel2.

[Hubl] interface tunnel2 mode advpn udp
[Hubl-Tunnel2] ipv6 address 192:168::1 64
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[Hub1-Tunnel2] ipv6 address fe80::1 link-local
[Hubl-Tunnel2] vam ipv6 client HublGroupO
[Hub1l-Tunnel2] ospfv3 1 area O

[Hub1-Tunnel2] ospf network-type broadcast
[Hub1l-Tunnel2] source gigabitethernet 1/0/1
[Hubl-Tunnel2] tunnel protection ipsec profile abc
[Hub1l-Tunnel2] undo shutdown

[Hubl-Tunnel2] quit

(4) ME Hub2

o FUESEOMIP HuHE (HE
e it VAM Client

# )% VAM Client Hub2GroupO.

<Hub2> system-view

[Hub2] vam client name Hub2GroupO

# Tic & VAM Client JJTJ&1¥) ADVPN %4 abc.
[Hub2-vam-client-Hub2Group0] advpn-domain abc

# fiL'E VAM Client [ L5254

[Hub2-vam-client-Hub2Group0] pre-shared-key simple 123456
# [iLE VAM Client [IAIEH] ' 4470 hub2, #6474 hub2.
[Hub2-vam-client-Hub2Group0] user hub2 password simple hub2
# FiL'E VAM Server (1) 1P Mkt

[Hub2-vam-client-Hub2GroupO] server primary ipv6-address 1::11
[Hub2-vam-client-Hub2Group0] server secondary ipv6-address 1::12

# FFJ5 VAM Client D,

[Hub2-vam-client-Hub2Group0] client enable
[Hub2-vam-client-Hub2Group0] quit

# 1% VAM Client Hub2Group1.

[Hub2] vam client name Hub2Groupl

# L& VAM Client JitJ& i) ADVPN 324 abc.
[Hub2-vam-client-Hub2Groupl] advpn-domain abc

# fiL'E VAM Client [ 3L 5254

[Hub2-vam-client-Hub2Groupl] pre-shared-key simple 123456
# [iLE VAM Client [IAIEH] ' 4470 hub2, #6474 hub2.
[Hub2-vam-client-Hub2Groupl] user hub2 password simple hub2
# FiL'E VAM Server (1) 1P Ml

[Hub2-vam-client-Hub2Groupl] server primary ipv6-address 1::11
[Hub2-vam-client-Hub2Groupl] server secondary ipv6-address 1::12

# FFJ5 VAM Client D,

[Hub2-vam-client-Hub2Groupl] client enable
[Hub2-vam-client-Hub2Groupl] quit

. Bl E IPsec LA HESE
# & IKE HEZE,

[Hub2] ike keychain advpn
[Hub2-ike-keychain-abc] pre-shared-key address :: 0 key simple 123456
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[Hub2-ike-keychain-abc] quit

[Hub2] ike profile abc
[Hub2-ike-profile-abc] keychain abc
[Hub2-ike-profile-abc] quit

# FE IPsec ‘LA HELE,

[Hub2] ipsec transform-set abc

[Hub2-ipsec-transform-set-abc] encapsulation-mode transport
[Hub2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hub2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Hub2-ipsec-transform-set-abc] quit

[Hub2] ipsec profile abc isakmp

[Hub2-ipsec-profile-isakmp-abc] transform-set abc
[Hub2-ipsec-profile-isakmp-abc] ike-profile abc
[Hub2-ipsec-profile-isakmp-abc] quit

e it OSPFV3 i h

# 0 AL Y (1 % R AR R

[Hub2] ospfv3 1

[Hub2-o0spfv3-1] router-id 0.0.0.2
[Hub2-o0spfv3-1] area O
[Hub2-ospfv3-1-area-0.0.0.0] quit
[Hub2-ospfv3-1] area 1
[Hub2-ospfv3-1-area-0.0.0.1] quit
[Hub2-ospfv3-1] quit

e [l ADVPN fi

# [l UDP 351 1Pv6 ADVPN B¥iti % 11 Tunnell.
[Hub2] interface tunnell mode advpn udp
[Hub2-Tunnell] ipv6 address 192:168:1::2 64
[Hub2-Tunnell] ipv6 address fe80::1:2 link-local
[Hub2-Tunnell] vam ipv6 client Hub2Groupl
[Hub2-Tunnell] ospfv3 1 area 1

[Hub2-Tunnell] ospfv3 network-type broadcast
[Hub2-Tunnell] source gigabitethernet 1/0/1
[Hub2-Tunnell] tunnel protection ipsec profile abc
[Hub2-Tunnell] undo shutdown

[Hub2-Tunnell] quit

# Il 'E UDP 2411 IPv6 ADVPN F#iEi£2 1 Tunnel2.
[Hub2] interface tunnel2 mode advpn udp
[Hub2-Tunnel2] ipv6 address 192:168::2 64
[Hub2-Tunnel2] ipv6 address fe80::2 link-local
[Hub2-Tunnel2] vam ipv6 client Hub2GroupO
[Hub2-Tunnel2] ospfv3 1 area O

[Hub2-Tunnel2] ospfv3 network-type broadcast
[Hub2-Tunnel2] source gigabitethernet 1/0/1
[Hub2-Tunnel2] tunnel protection ipsec profile abc
[Hub2-Tunnel2] undo shutdown

[Hub2-Tunnel2] quit

(5) Mt Hub3
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o FUESEM P HuHE (HE
e  [idE VAM Client
# )% VAM Client Hub3GroupO.

<Hub3> system-view

[Hub3] vam client name Hub3GroupO

# TiC & VAM Client JJTJ&1¥) ADVPN %4 abc.
[Hub3-vam-client-Hub3Group0] advpn-domain abc

# fic & VAM Client (1Tt =224

[Hub3-vam-client-Hub3Group0] pre-shared-key simple 123456

# [iLE VAM Client [IAIEH] ' 440 hub3, #6424 hub3.
[Hub3-vam-client-Hub3Group0] user hub3 password simple hub3

# FiL'E VAM Server (1) 1P Ml

[Hub3-vam-client-Hub3Group0] server primary ipv6-address 1::11
[Hub3-vam-client-Hub3Group0] server secondary ipv6-address 1::12
# JFJ3 VAM Client Djfg .

[Hub3-vam-client-Hub3Group0] client enable
[Hub3-vam-client-Hub3Group0] quit

# 1% VAM Client Hub3Groupl.

[Hub3] vam client name Hub3Groupl

# Tic & VAM Client JJJ&¥) ADVPN %4 abc.
[Hub3—vam—client—HubBGroupl] advpn-domain abc

# BL'E VAM Client [T =254

[Hub3-vam-client-Hub3Groupl] pre-shared-key simple 123456

# [iLE VAM Client [IAIEH] ' 4470 hub3, #6424 hub3.
[Hub3-vam-client-Hub3Groupl] user hub3 password simple hub3

# FL'E VAM Server [f] IP Hihik.

[Hub3-vam-client-Hub3Groupl] server primary ipv6-address 1::11
[Hub3-vam-client-Hub3Groupl] server secondary ipv6-address 1::12
# JF)3 VAM Client Jjfit..

[Hub3-vam-client-Hub3Groupl] client enable
[Hub3-vam-client-Hub3Groupl] quit

. Bl E IPsec LA HESE

# ML 'E IKE FEZE

[Hub3] ike keychain advpn

[Hub3-ike-keychain-abc] pre-shared-key address :: 0 key simple 123456
[Hub3-ike-keychain-abc] quit

[Hub3] ike profile abc

[Hub3-ike-profile-abc] keychain abc

[Hub3-ike-profile-abc] quit

# TCE IPsec 4 HEXR

[Hub3] ipsec transform-set abc

[Hub3-ipsec-transform-set-abc] encapsulation-mode transport
[Hub3-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Hub3-ipsec-transform-set-abc] esp authentication-algorithm shal
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[Hub3-ipsec-transform-set-abc] quit

[Hub3] ipsec profile abc isakmp

[Hub3-ipsec-profile-isakmp-abc]
[Hub3-ipsec-profile-isakmp-abc]
[Hub3-ipsec-profile-isakmp-abc]

transform-set abc
ike-profile abc
quit

. il & OSPFv3 %
# 0B AL S R

[Hub3] ospfv3 1

[Hub3-o0spfv3-1] router-id 0.0.0.3
[Hub3-o0spfv3-1] area O
[Hub3-ospfv3-1-area-0.0.0.0] quit
[Hub3-ospfv3-1] area 2
[Hub3-ospfv3-1-area-0.0.0.2] quit
[Hub3-ospfv3-1] quit

e [l ADVPN fzi

# Il & UDP 12511 IPv6 ADVPN F#iE 211 Tunnell.
[Hub3] interface tunnell mode advpn udp

[Hub3-Tunnell]
[Hub3-Tunnell]
[Hub3-Tunnell]
[Hub3-Tunnell]
[Hub3-Tunnell]
[Hub3-Tunnell]
[Hub3-Tunnell]
[Hub3-Tunnell]
[Hub3-Tunnell]

ipv6 address 192:168:2::1 64

ipv6 address fe80::2:1 link-local
vam ipv6 client Hub3Groupl

ospfv3 1 area 2

ospfv3 network-type broadcast
source gigabitethernet 1/0/1

tunnel protection ipsec profile abc
undo shutdown

quit

# I & UDP :3%(1) IPv6 ADVPN F¥iE 211 Tunnel2.
[Hub3] interface tunnel2 mode advpn udp

[Hub3-Tunnel2]
[Hub3-Tunnel2]
[Hub3-Tunnel2]
[Hub3-Tunnel2]
[Hub3-Tunnel2]
[Hub3-Tunnel2]
[Hub3-Tunnel2]
[Hub3-Tunnel2]
[Hub3-Tunnel2]

(6)

ipv6 address 192:168::3 64

ipv6 address fe80::3 link-local

vam ipv6 client Hub3GroupO

ospfv3d 1 area O

ospfv3 network-type broadcast
source gigabitethernet 1/0/1

tunnel protection ipsec profile abc
undo shutdown

quit

fic & Spokel

o FUELSEEIMNIP HHE (%)
) il 'E VAM Client
# {7 VAM Client Spokel.

<Spokel> system-view

[Spokel] vam client name Spokel
# L& VAM Client JITJ& ) ADVPN 154 abc.
[Spokel-vam-client-Spokel] advpn-domain abc
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# LB VAM Client [ TIE =254 .

[Spokel-vam-client-Spokel] pre-shared-key simple 123456

# lLE VAM Client [FAIEH 2 4404 spokel, #6574 spokel.
[Spokel-vam-client-Spokel] user spokel password simple spokel
# i & VAM Server [ IP Ml

[Spokel-vam-client-Spokel] server primary ipv6-address 1::11
[Spokel-vam-client-Spokel] server secondary ipv6-address 1::12
# JF )5 VAM Client ZfE.

[Spokel-vam-client-Spokel] client enable
[Spokel-vam-client-Spokel] quit

e [idH IPsec ZAHELE

# il E IKE HEZE

[Spokel] ike keychain advpn

[Spokel-ike-keychain-abc] pre-shared-key address :: 0 key simple 123456
[Spokel-ike-keychain-abc] quit

[Spokel] ike profile abc

[Spokel-ike-profile-abc] keychain abc

[Spokel-ike-profile-abc] quit

# lLE IPsec ZAHESL,

[Spokel] ipsec transform-set abc

[Spokel-ipsec-transform-set-abc] encapsulation-mode transport
[Spokel-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spokel-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spokel-ipsec-transform-set-abc] quit

[Spokel] ipsec profile abc isakmp
[Spokel-ipsec-profile-isakmp-abc] transform-set abc
[Spokel-ipsec-profile-isakmp-abc] ike-profile abc
[Spokel-ipsec-profile-isakmp-abc] quit

e it OSPFV3 i h

# 0 AL O (1 % R A R

[Spokel] ospfv3 1

[Spokel-ospfv3-1] router-id 0.0.0.4
[Spokel-ospfv3-1] area O
[Spokel-ospfv3-1-area-0.0.0.0] quit
[Spokel-ospfv3-1] area 1
[Spokel-ospfv3-1-area-0.0.0.1] quit
[Spokel-ospfv3-1] quit

[Spokel] interface gigabitethernet 1/0/2
[Spokel-GigabitEthernetl/0/2] ospfv3 1 area 1
[Spokel-GigabitEthernetl/0/2] quit

e [l ADVPN fi

# fil & UDP £3%11) IPv6 ADVPN B%i# 11 Tunnell.
[Spokel] interface tunnell mode advpn udp
[Spokel-Tunnell] ipv6 address 192:168:1::3 64
[Spokel-Tunnell] ipv6 address fe80::1:3 link-local
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[Spokel-Tunnell] vam ipv6 client Spokel
[Spokel-Tunnell] ospfv3 1 area 1

[Spokel-Tunnell] ospfv3 network-type broadcast
[Spokel-Tunnell] ospf dr-priority O

[Spokel-Tunnell] advpn ipv6 network 192:168:10::0 64
[Spokel-Tunnell] source gigabitethernet 1/0/1
[Spokel-Tunnell] tunnel protection ipsec profile abc
[Spokel-Tunnell] undo shutdown

[Spokel-Tunnell] quit

(7) Hd#E Spoke2

o REAFELIM P HubE (BE)
e [il’E VAM Client

# G VAM Client Spoke2.

<Spoke2> system-view

[Spoke2] vam client name Spoke2

# [iL & VAM Client fiTJ&[f) ADVPN 2 abc.
[Spoke2-vam-client-Spoke2] advpn-domain abc

# il E VAM Client [ TIE =254 .

[Spoke2-vam-client-Spoke2] pre-shared-key simple 123456

# BCE VAM Client [FJAIEH 2 4404 spoke2, #fi5° spoke2.
[Spoke2-vam-client-Spoke2] user spoke2 password simple spoke2
# ' VAM Server (1) IP Hiht.

[Spoke2-vam-client-Spoke2] server primary ipv6-address 1::11
[Spoke2-vam-client-Spoke2] server secondary ipv6-address 1::12

# JF )it VAM Client Zhfg.
[Spoke2-vam-client-Spoke2] client enable
[Spoke2-vam-client-Spoke2] quit

o [iL'H IPsec ZAHELY

# L IKE HEZE,

[Spoke2] ike keychain advpn

[Spoke2-ike-keychain-abc] pre-shared-key address :: 0 key simple 123456
[Spoke2-ike-keychain-abc] quit

[Spoke2] ike profile abc

[Spoke2-ike-profile-abc] keychain abc

[Spoke2-ike-profile-abc] quit

# lLE IPsec ZAHESL,

[Spoke2] ipsec transform-set abc

[Spoke2-ipsec-transform-set-abc] encapsulation-mode transport
[Spoke2-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spoke2-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spoke2-ipsec-transform-set-abc] quit

[Spoke2] ipsec profile abc isakmp
[Spoke2-ipsec-profile-isakmp-abc] transform-set abc
[Spoke2-ipsec-profile-isakmp-abc] ike-profile abc
[Spoke2-ipsec-profile-isakmp-abc] quit
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. il & OSPFv3 i

# BCE A R A

[Spoke2] ospfv3 1

[Spoke2-ospfv3-1] router-id 0.0.0.5
[Spoke2-ospfv3-1] area O
[Spoke2-ospfv3-1-area-0.0.0.0] quit
[Spoke2-ospfv3-1] area 1
[Spoke2-ospfv3-1-area-0.0.0.1] quit
[Spoke2-ospfv3-1] quit

[Spokel] interface gigabitethernet 1/0/2
[Spokel-GigabitEthernetl/0/2] ospfv3 1 area 1
[Spokel-GigabitEthernetl/0/2] quit

[Spokel] interface gigabitethernet 1/0/3
[Spokel-GigabitEthernetl/0/3] ospfv3 1 area 1
[Spokel-GigabitEthernetl/0/3] quit

e  [it% ADVPN P

# I & UDP #4411 IPv6 ADVPN F%iEi# 11 Tunnell.
[Spoke2] interface tunnell mode advpn udp
[Spoke2-Tunnell] ipv6 address 192:168:1::4 64
[Spoke2-Tunnell] ipv6 address fe80::1:4 link-local
[Spoke2-Tunnell] vam ipv6 client Spoke2
[Spoke2-Tunnell] ospfv3 1 area 1

[Spoke2-Tunnell] ospfv3 network-type broadcast
[Spoke2-Tunnell] ospf dr-priority O

[Spoke2-Tunnell] advpn ipv6 network 192:168:20::0 64
[Spoke2-Tunnell] advpn ipv6 network 192:168:30::0 64
[Spoke2-Tunnell] source gigabitethernet 1/0/1
[Spoke2-Tunnell] tunnel protection ipsec profile abc
[Spoke2-Tunnell] undo shutdown

[Spoke2-Tunnell] quit

(8) MCE Spoke3

o FUESEMIP HbE (8%

e L VAM Client

# 173 VAM Client Spoke3.

<Spoke3> system-view

[Spoke3] vam client name Spoke3

# [iL & VAM Client JJT g (1) ADVPN 4 abc.
[Spoke3-vam-client-Spoke3] advpn-domain abc

# LB VAM Client [ TIE =254 .

[Spoke3-vam-client-Spoke3] pre-shared-key simple 123456

# L& VAM Client [FAIEH 2 4404 spoke3, #6574 spoke3.
[Spoke3-vam-client-Spoke3] user spoke3 password simple spoke3
# i & VAM Server [ IP Ml

[Spoke3-vam-client-Spoke3] server primary ipv6-address 1::11
[Spoke3-vam-client-Spoke3] server secondary ipv6-address 1::12
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# JF )it VAM Client Zig.
[Spoke3-vam-client-Spoke3] client enable
[Spoke3-vam-client-Spoke3] quit

e [iL'E IPsec LAHEL

# L IKE FESE.

[Spoke3] ike keychain advpn

[Spoke3-ike-keychain-abc] pre-shared-key address :: 0 key simple 123456
[Spoke3-ike-keychain-abc] quit

[Spoke3] ike profile abc

[Spoke3-ike-profile-abc] keychain abc

[Spoke3-ike-profile-abc] quit

# ML 'H IPsec ZAHESE,

[Spoke3] ipsec transform-set abc

[Spoke3-ipsec-transform-set-abc] encapsulation-mode transport
[Spoke3-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spoke3-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spoke3-ipsec-transform-set-abc] quit

[Spoke3d] ipsec profile abc isakmp
[Spoke3-ipsec-profile-isakmp-abc] transform-set abc
[Spoke3-ipsec-profile-isakmp-abc] ike-profile abc
[Spoke3-ipsec-profile-isakmp-abc] quit

. fic & OSPFv3 4% Hi

# B E A R A

[Spoke3] ospfv3 1

[Spoke3-ospfv3-1] router-id 0.0.0.6
[Spoke3-ospfv3-1] area O
[Spoke3-ospfv3-1-area-0.0.0.0] quit
[Spoke3-ospfv3-1] area 2
[Spoke3-ospfv3-1-area-0.0.0.2] quit
[Spoke3-ospfv3-1] quit

[Spoke3] interface gigabitethernet 1/0/2
[Spoke3-GigabitEthernetl/0/2] ospfv3 1 area 1
[Spoke3-GigabitEthernetl/0/2] quit

. il ADVPN % iE

# I & UDP 13511 IPv6 ADVPN F$iE 4211 Tunnell.
[Spoke3] interface tunnell mode advpn udp
[Spoke3-Tunnell] ipv6 address 192:168:2::2 64
[Spoke3-Tunnell] ipv6 address fe80::2:2 link-local
[Spoke3-Tunnell] vam ipv6 client Spoke3
[Spoke3-Tunnell] ospfv3 1 area 2

[Spoke3-Tunnell] ospfv3 network-type broadcast
[Spoke3-Tunnell] ospf dr-priority O

[Spoke3-Tunnell] advpn ipv6 network 192:168:40::0 64
[Spoke3-Tunnell] source gigabitethernet 1/0/1
[Spoke3-Tunnell] tunnel protection ipsec profile abc
[Spoke3-Tunnell] undo shutdown
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[Spoke3-Tunnell] quit

(9) MHcH Spoke4

o UESBOM IP HbE (B
e it VAM Client

# {17 VAM Client Spoke4.

<Spoke4> system-view

[Spoke4] vam client name Spoke4

# L& VAM Client fitJ& ) ADVPN 154 abc.
[Spoke4-vam-client-Spoke4] advpn-domain abc

# [iL'E VAM Client [ T34

[Spoke4-vam-client-Spoke4] pre-shared-key simple 123456

# li'E VAM Client [{IAUER] 444 spoked, #fH7% spoke4.
[Spoke4-vam-client-Spoke4] user spoke4 password simple spoke4
# L& VAM Server [1) IP Hitlk.

[Spoke4-vam-client-Spoke4] server primary ipv6-address 1::11
[Spoke4-vam-client-Spoke4] server secondary ipv6-address 1::12
# JF )i VAM Client Jgg.

[Spoke4-vam-client-Spoke4] client enable
[Spoke4-vam-client-Spoke4] quit

o [iLHE IPsec Z4HEYY

# L E IKE HESE

[Spoke4] ike keychain advpn

[Spoked-ike-keychain-abc] pre-shared-key address :: 0 key simple 123456
[Spoke4-ike-keychain-abc] quit

[Spoke4] ike profile abc

[Spoked-ike-profile-abc] keychain abc

[Spoke4-ike-profile-abc] quit

# L E IPsec 24 HEZE

[Spoke4] ipsec transform-set abc
[Spoke4-ipsec-transform-set-abc] encapsulation-mode transport
[Spoked-ipsec-transform-set-abc] esp encryption-algorithm des-cbc
[Spoked-ipsec-transform-set-abc] esp authentication-algorithm shal
[Spoke4-ipsec-transform-set-abc] quit

[Spoke4] ipsec profile abc isakmp
[Spoked-ipsec-profile-isakmp-abc] transform-set abc
[Spoked-ipsec-profile-isakmp-abc] ike-profile abc
[Spoked-ipsec-profile-isakmp-abc] quit

e it OSPFV3 i h

# B E A R A S o

[Spoke4] ospfv3 1

[Spoke4-ospfv3-1] router-id 0.0.0.7
[Spoke4-ospfv3-1] area O
[Spoke4-ospfv3-1-area-0.0.0.0] quit
[Spoke4-ospfv3-1] area 2
[Spoke4-ospfv3-1-area-0.0.0.2] quit
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[Spoke4-ospfv3-1] quit

[Spoke4] interface gigabitethernet 1/0/2
[Spoke4-GigabitEthernetl/0/2] ospfv3 1 area 1
[Spoke4-GigabitEthernetl/0/2] quit

[Spoke4] interface gigabitethernet 1/0/3
[Spoke4-GigabitEthernetl/0/3] ospfv3 1 area 1
[Spoke4-GigabitEthernetl1/0/3] quit

e  [il% ADVPN i
# I & UDP #1351 IPv6 ADVPN F$iE 2 11 Tunnell.
[Spoke4] interface tunnell mode advpn udp

[Spoke4-Tunnell]
[Spoke4-Tunnell]
[Spoke4-Tunnell]
[Spoke4-Tunnell]
[Spoke4-Tunnell]
[Spoke4-Tunnell]
[Spoke4-Tunnell]
[Spoke4-Tunnell]
[Spoke4-Tunnell]
[Spoke4-Tunnell]
[Spoke4-Tunnel1]
[Spoke4-Tunnell]

4. WEECE

ipv6 address 192:168:2::3 64

ipv6 address fe80::2:3 link-local
vam ipv6 client Spoke4

ospfv3 1 area 2

ospfv3 network-type broadcast

ospf dr-priority O

advpn ipv6 network 192:168:50::0 64
advpn ipv6 network 192:168:60::0 64
source gigabitethernet 1/0/1

tunnel protection ipsec profile abc
undo shutdown

quit

# WoRvEM 2] E VAM Server 15T VAM Client (1) IPv6 FA M itk w5 S .
[PrimaryServer] display vam server address-map
ADVPN domain name: 1

Total private address mappings: 10

Group Private address Public address
0 192:168::1 1::1
0 192:168::2 1::2
0 192:168::3 1::3
1 192:168:1::1 1::1
1 192:168:1::2 1::2
1 192:168:1::3 1::4
1 192:168:1::4 1::5
2 192:168:2::1 1::3
2 192:168:2::2 1::6
2 192:168:2::3 1::7

Type
Hub
Hub
Hub
Hub
Hub
Spoke
Spoke
Hub
Spoke
Spoke

NAT Holding time
No OH 52M 7S
No OH 47M 31S
No OH 28M 25S
No OH 52M 7S
No OH 47M 31S
No OH 18M 26S
No OH 28M 25S
No OH 28M 25S
No OH 25M 40S
No OH 25M 31S

# WoRvEM 2] VAM Server {157 VAM Client (1) IPv6 FA M Mtk w5 S .
[SecondaryServer] display vam server address-map
ADVPN domain name: 1

Total private address mappings: 10

Group Private address Public address
0 192:168::1 1::1
0 192:168::2 1::2
0 192:168::3 1::3
1 192:168:1::1 1::1
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Hub
Hub
Hub
Hub

NAT Holding time
No OH 52M 7S
No OH 47M 31S
No OH 28M 25S
No OH 52M 7S



1 192:168:1::2 1::2 Hub No OH 47M 31S
1 192:168:1::3 1::4 Spoke No OH 18M 26S
1 192:168:1::4 1::5 Spoke No OH 28M 25S
2 192:168:2::1 1::3 Hub No OH 28M 25S
2 192:168:2::2 1::6 Spoke No OH 25M 40S
2 192:168:2::3 1::7 Spoke No OH 25M 31S

PLE B B3R Hubl, Hub2. Hub3. Spokel. Spoke2. Spoke3 Fl Spoked UK Hhik e}
5 M 2] VAM Server

# %78 Hubl Lff) IPv6 ADVPN BEIiE {5 &

[Hubl] display advpn session

Interface : Tunnell

Number of sessions: 3

Private address Public address Port Type State Holding time
192:168:1::2 1::2 18001 H-H Success OH 46M 8S
192:168:1::3 1::3 18001 H-S Success OH 27M 27S
192:168:1::4 1::4 18001 H-S Success OH 18M 18S
Interface : Tunnel2

Number of sessions: 2

Private address Public address Port Type State Holding time
192:168::2 1::2 18001 H-H Success OH 46M 8S
192:168::3 1::3 18001 H-H Success OH 27M 27S

PLESoR{E E %78 Hubl 5 Hub2. Hub3. Spokel. Spoke2 @ 7 T /K AF%iE. Hub2 L EoR{E
B Hubl 2.

# .7~ Spokel L[] IPv6 ADVPN B&iE (5 5

[Spokel] display advpn session

Interface : Tunnell

Number of sessions: 2

Private address Public address Port Type State Holding time
192:168:1::1 1::1 18001 S-H  Success OH 46M 8S
192:168:1::2 1::2 18001 S-H Success OH 46M 8S

DL R {5 B3R Spokel 5 Hubl. Hub2 #1377 Hub-Spoke 7k AR%iE . Spoke2 ¥ EonfEH 5
Spokel 1L,

# 7~ Spoke3 L1 IPv6 ADVPN P&t {5 8 .

[Spoke3] display advpn session

Interface : Tunnell

Number of sessions: 2

Private address Public address Port Type State Holding time
192:168:2::1 1::3 18001 S-H Success OH 46M 8S

DL R fs B~ Spoke3 5 Hub3 #1571 Hub-Spoke 7k A F% il . Spoked L (1) 715 B 55 Spoke3
FAh.
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1.10.7 IPv4 Full-MeshZF #ENATZEIADVPN BB fif T 2445

1. (AR ER
1E IPv4 Full-Mesh 4L 77 F, F. %% VAM Server it

2. A&

k=S¥
DUE

B BT RNGEE AAA

JIk 55 45 11506 VAM Client ZEATERIT S B PIAS Hub BN &40, S Se ol IO e A A i i
(ERSY e

Spoke 55 Hub Z [AJ LR ABEIEIE .

[A— ADVPN s+, fEE R Spoke 2 1A {E G Bl I 5h A 8 37 s i 4%
VAM Server F15AN 17 535 7E NAT X2 5 o

[E]1-13 IPv4 Full-Mesh Fit NAT 2! ADVPN 40 W [&]

GE1/0/2

Hub1

Hub2

NS e~a o

GE1/0/
~ ~
~ ~

GE1/0/1
Spoke2

GE1/0/2

GE1/0/1
Tunnell
-
<

AAA server

GE1/0/1 %

Primary server

GE1/0/1

Secondary server

Spoke-to-Spoke dynamic tunnel

Hub 1 GE1/0/1 10.0.0.2/24 Spoke 1 GE1/0/1 10.0.0.2/24
Tunnell 192.168.0.1/24 GE1/0/2 192.168.1.1/24

Hub 2 GE1/0/1 10.0.0.3/24 Tunnell 192.168.0.3/24
Tunnell 192.168.0.2/24 Spoke 2 GE1/0/1 10.0.0.2/24

NAT1 GE1/0/1 1.0.0.1 GE1/0/2 192.168.2.1/24
GE1/0/2 10.0.0.1 Tunnell 192.168.0.4/24

NAT2 GE1/0/1 1.0.0.2 NAT4 GE1/0/1 1.0.04
GE1/0/2 10.0.0.1 GE1/0/2 10.0.0.1

NAT3 GE1/0/1 1.0.0.3 AAA server 10.0.0.2/24
GE1/0/2 10.0.0.1 Primary server GE1/0/1 10.0.0.3/24

Secondary server GE1/0/1 10.0.0.4/24
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JEMEDE

(1) T#d#EFE VAM Server

o UESAENIP HHE (5D
. fit & AAA TALE

# fid & RADIUS J5 %

<PrimaryServer> system-view

[PrimaryServer] radius scheme abc

[PrimaryServer-radius-abc] primary authentication 10.0.0.2 1812
[PrimaryServer-radius-abc] primary accounting 10.0.0.2 1813
[PrimaryServer-radius-abc] key authentication simple 123
[PrimaryServer-radius-abc] key accounting simple 123
[PrimaryServer-radius-abc] user-name-format without-domain
[PrimaryServer-radius-abc] quit

[PrimaryServer] radius session-control enable

# MUE ISP 1Y AAA J5 %

[PrimaryServer] domain abc

[PrimaryServer-isp-abc] authentication advpn radius-scheme abc
[PrimaryServer-isp-abc] accounting advpn radius-scheme abc
[PrimaryServer-isp-abc] quit

[PrimaryServer] domain default enable abc

e [il'H VAM Server

# {4 ADVPN 1 abc.

[PrimaryServer] vam server advpn-domain abc id 1
# A5 Hub 41 0.
[PrimaryServer-vam-server-domain-abc] hub-group 0
# 4552 Hub 4179 Hub 1) 1Pv4 ARtk

[PrimaryServer-vam-server-domain-abc-hub-group-0] hub private-address 192.168.0.1
public-address 1.0.0.1 advpn-port 4001

[PrimaryServer-vam-server-domain-abc-hub-group-0] hub private-address 192.168.0.2
public-address 1.0.0.1 advpn-port 4002

# 187€ Hub 414 Spoke ] IPv4 FAM Hihil o [ .

[PrimaryServer-vam-server-domain-abc-hub-group-0] spoke private-address network
192.168.0.0 255.255.255.0

[PrimaryServer-vam-server-domain-abc-hub-group-0] quit

# L& VAM Server [T 2% 10 123456.
[PrimaryServer-vam-server-domain-abc] pre-shared-key simple 123456
# L& 4T VAM Client HE47 CHAP AIE .
[PrimaryServer-vam-server-domain-abc] authentication-method chap
# JA 51% ADVPN 4[] VAM Server Jjfit .
[PrimaryServer-vam-server-domain-abc] server enable
[PrimaryServer-vam-server-domain-abc] quit

o HCEEIAREH.

[PrimaryServer] ip route-static 0.0.0.0 0 10.0.0.1
(2) 'A% VAM Server
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B 1P Hulib4h, % VAM Server [f] ADVPN it & 5 = VAM Server #ilrl, RAEHRE.,
(3) Mi# Hubl

o FE SN IP HikE (%)

. fi & VAM Client

# {17 VAM Client Hub1.

<Hubl> system-view

[Hubl] vam client name Hubl

# ic & VAM Client I J&¥) ADVPN 34 abc.
[Hubl-vam-client-Hubl] advpn-domain abc

# i & VAM Client ({1 Fi3E 25540

[Hubl-vam-client-Hubl] pre-shared-key simple 123456
# liCE VAM Client [fIAIER 1 444 hubl, #8428 hubl.
[Hubl-vam-client-Hubl] user hubl password simple hubl
# FL'E VAM Server [f] IP Hihik.

[Hubl-vam-client-Hubl] server primary ip-address 1.0.0.4 port 4001
[Hubl-vam-client-Hubl] server secondary ip-address 1.0.0.4 port 4002
# JF )i VAM Client Jgg.

[Hubl-vam-client-Hubl] client enable

[Hubl-vam-client-Hubl] quit

. il & OSPF % i

# B E AR S S

[Hubl] ospf 1

[Hubl-ospf-1] area O

[Hubl-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Hubl-ospf-1l-area-0.0.0.0] quit

[Hubl-ospf-1] quit

# e B BRI

[Hubl] ip route-static 0.0.0.0 0 10.0.0.1

e [itE ADVPN Pt

# Il & UDP 1241 IPv4 ADVPN F#iE£2 11 Tunnell.
[Hubl] interface tunnell mode advpn udp
[Hubl-Tunnell] ip address 192.168.0.1 255.255.255.0
[Hub1l-Tunnell] vam client Hubl

[Hub1l-Tunnell] ospf network-type broadcast
[Hub1-Tunnell] source gigabitethernet 1/0/1
[Hub1l-Tunnell] undo shutdown

[Hub1l-Tunnell] quit

(4) TWE Hub2

o FUEBHM P HbE (HK
e [il’E VAM Client

# {7 VAM Client Hub2,

<Hub2> system-view
[Hub2] vam client name Hub2
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# IiLE VAM Client i1 &) ADVPN £} abc.
[Hub2-vam-client-Hub2] advpn-domain abc

# fil'E VAM Client [ 3L 52534 .

[Hub2-vam-client-Hub2] pre-shared-key simple 123456
# Iic & VAM Client [FIAIER] 7 4404 hub2, #6424 hub2.
[Hub2-vam-client-Hub2] user hub2 password simple hub2
# fi'® VAM Server (1) IP Mkt

[Hub2-vam-client-Hub2] server primary ip-address 1.0.0.4 port 4001
[Hub2-vam-client-Hub2] server secondary ip-address 1.0.0.4 port 4002
# JF )it VAM Client Zhfg.

[Hub2-vam-client-Hub2] client enable

[Hub2-vam-client-Hub2] quit

. fil & OSPF % H

# B E AR A

[Hub2] ospf 1

[Hub2-ospf-1] area O

[Hub2-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Hub2-ospf-1-area-0.0.0.0] quit

[Hub2-ospf-1] quit

# TC B BN o

[Hub2] ip route-static 0.0.0.0 0 10.0.0.1

e  [il% ADVPN i

# I & UDP B35 (1) IPv4 ADVPN F$iE 211 Tunnell.
[Hub2] interface tunnell mode advpn udp
[Hub2-Tunnell] ip address 192.168.0.2 255.255.255.0
[Hub2-Tunnell] vam client Hub2

[Hub2-Tunnell] ospf network-type broadcast
[Hub2-Tunnell] source gigabitethernet 1/0/1
[Hub2-Tunnell] undo shutdown

[Hub2-Tunnell] quit

(5) ME Spokel

o TUESEOMN P HbE (gD

e [it# VAM Client

# {1 VAM Client Spokel.

<Spokel> system-view

[Spokel] vam client name Spokel

# ic & VAM Client I J&¥) ADVPN 34 abc.
[Spokel-vam-client-Spokel] advpn-domain abc

# i & VAM Client ({1 Fil3E 224540
[Spokel-vam-client-Spokel] pre-shared-key simple 123456
# IiL'E VAM Client [FIAUIER] J' 44 spokel, #1424 spokel.
[Spokel-vam-client-Spokel] user spokel password simple spokel

# Wi E VAM Server 1) 1P Hudik,
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[Spokel-vam-client-Spokel] server primary ip-address 1.0.0.4 port 4001
[Spokel-vam-client-Spokel] server secondary ip-address 1.0.0.4 port 4002
# JF )i VAM Client Jg.

[Spokel-vam-client-Spokel] client enable
[Spokel-vam-client-Spokel] quit

e [iL'® OSPF i

# 0 AL Y (1 % R A R

[Spokel] ospf 1

[Spokel-ospf-1] area O

[Spokel-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Spokel-ospf-1-area-0.0.0.0] quit

[Spokel-ospf-1] quit

# e B BRI

[Spokel] ip route-static 0.0.0.0 0 10.0.0.1

e [l ADVPN fi

# fid & UDP 1351 IPv4 ADVPN B%iE# 11 Tunnell.

[Spokel] interface tunnell mode advpn udp

[Spokel-Tunnell] ip address 192.168.0.3 255.255.255.0
[Spokel-Tunnell] vam client Spokel

[Spokel-Tunnell] ospf network-type broadcast
[Spoke2-Tunnell] ospf dr-priority O

[Spokel-Tunnell] source gigabitethernet 1/0/1
[Spokel-Tunnell] undo shutdown

[Spokel-Tunnell] quit

(6) MHc#E Spoke2

o JE SN IP HikE (1)
. fic'& VAM Client

# {1 VAM Client Spoke2.

<Spoke2> system-view
[Spoke2] vam client name Spoke2

# ic & VAM Client I J&¥) ADVPN 34 abc.
[Spoke2-vam-client-Spoke2] advpn-domain abc

# i & VAM Client ({1 Fi3E 225540

[Spoke2-vam-client-Spoke2] pre-shared-key simple 123456

# BLE VAM Client [FAIEH 2 4404 spoke2, #6574 spoke2.
[Spoke2-vam-client-Spoke2] user spoke2 password simple spoke2
# i & VAM Server [ IP Ml

[Spoke2-vam-client-Spoke2] server primary ip-address 1.0.0.4 port 4001
[Spoke2-vam-client-Spoke2] server secondary ip-address 1.0.0.4 port 4002

# JF 5 VAM Client ZfE.
[Spoke2-vam-client-Spoke2] client enable
[Spoke2-vam-client-Spoke2] quit

e L OSPF #h

# T DA 14 1 135
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[Spoke2] ospf 1

[Spoke2-ospf-1] area O

[Spoke2-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Spoke2-ospf-1-area-0.0.0.0] quit

[Spoke2-ospf-1] quit

# TC BB EK

[Spoke2] ip route-static 0.0.0.0 0 10.0.0.1

e [l ADVPN f%i

# I & UDP :3%(1) IPv4 ADVPN F%iE 211 Tunnell.
[Spoke2] interface tunnell mode advpn udp
[Spoke2-Tunnell] ip address 192.168.0.4 255.255.255.0
[Spoke2-Tunnell] vam client Spoke2

[Spoke2-Tunnell] ospf network-type broadcast
[Spoke2-Tunnell] ospf dr-priority O

[Spoke2-Tunnell] source gigabitethernet 1/0/1
[Spoke2-Tunnell] undo shutdown

[Spoke2-Tunnell] quit

(7) TFHE NATL

o TUESFEIN IP HuliE (1%

o TiE NAT WHEBARSS 2

# fiL'E ACL 2000, FCiFXT 4% 1 10.0.0.0/24 W B4R SCIEAT Mk 4 46

<NAT1> system-view

[NAT1] acl number 2000

[NAT1-acl-basic-2000] rule permit source 10.0.0.0 0.0.0.255

[NAT1-acl-basic-2000] quit

# {r 1 GigabitEthernet1/0/1 FACE NAT W54, ARVFFMM ADVPN 45 il ik 1.0.0.1
Vit A Hubl A1 Hub2, [FE {45 P4 I Hubl 1 Hub2 [f45 ST AZEAT H f k4% 46t o

[NAT1] interface gigabitethernet 1/0/1

[NAT1-GigabitEthernetl/0/1] nat server protocol udp global current-interface 4001 inside
10.0.0.2 18001

[NAT1-GigabitEthernetl/0/1] nat server protocol udp global current-interface 4002 inside
10.0.0.3 18001

[NAT1-GigabitEthernetl1/0/1] nat outbound 2000
[NAT1-GigabitGigabitEthernetl/0/1] quit

# 7£32 11 GigabitEthernet1/0/2 L fiifit NAT hairpin B .
[NAT1] interface gigabitethernet 1/0/2
[NAT1-GigabitEthernetl/0/2] nat hairpin enable
[NAT1-GigabitEthernetl/0/2] quit

(8) MLHE NAT2

o TUESFEIIN IP HuliE (1%

o i NAT WHEBARSS 2

# fiL'E ACL 2000, FCiFXT 4% 1 10.0.0.0/24 W B4R SCIEAT Mkt 4 46

<NAT2> system-view
[NAT2] acl number 2000
[NAT2-acl-basic-2000] rule permit source 10.0.0.0 0.0.0.255
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[NAT2-acl-basic-2000] quit

# Qb4 1.

[NAT2] nat address-group 1

# YN Ik 20 51 1.0.0.2.

[NAT2-nat-address-group-1] address 1.0.0.2 1.0.0.2

[NAT2-nat-address-group-1] quit

# {E42 11 GigabitEthernet1/0/1 |- fic & Py W vl LLEAT H bk 5 46

[NAT2] interface gigabitethernet 1/0/1

[NAT2-GigabitEthernetl/0/1] nat outbound 2000 address-group 1
[NAT2-GigabitEthernetl/0/1] quit

# IO E PAT J7 30 N AL R EIM, B UEDR SR FR R ik A 11 ¥ HLUL RS ACL 2000
RS, AR H k2 AR, I PAT #e4m, FLs bk RIS - #R R e 46 h [m] AN S5
bk A 1S

[NAT2] nat mapping-behavior endpoint-independent acl 2000

(9) TCHE NAT3

NAT3 (L E 5 NAT2 IECE AL, X HLAA .

(10) FCE NAT4

o LEREIINIP HHE (1

o [iLE NAT WS4
<NAT4> system-view
[NAT4] interface gigabitethernet 1/0/1

[NAT4-GigabitEthernetl/0/1] nat server protocol udp global current-interface 4001 inside
10.0.0.3 18000

[NAT4-GigabitEthernetl/0/1] nat server protocol udp global current-interface 4002 inside
10.0.0.4 18000
4. WERCE

# LN R VAM Server 1T VAM Client (¥ 1Pv4 FA R ik 45 5L
[PrimaryServer] display vam server address-map

ADVPN domain name: 1

Total private address mappings: 4

Group Private address Public address Type NAT Holding time
0 192.168.0.1 1.0.0.1 Hub Yes OH 52M 7S
0 192.168.0.2 1.0.0.1 Hub Yes OH 47M 31S
0 192.168.0.3 1.0.0.2 Spoke Yes OH 28M 25S
0 192.168.0.4 1.0.0.3 Spoke Yes OH 19M 15S

# WoRVENM % VAM Server [{i47 VAM Client (1) IPv4 FA B bk Bes 5 S o
[SecondaryServer] display vam server address-map

ADVPN domain name: 1

Total private address mappings: 4

Group Private address Public address Type NAT Holding time
0 192.168.0.1 1.0.0.1 Hub Yes OH 52M 7S
0 192.168.0.2 1.0.0.1 Hub Yes OH 47M 31S
0 192.168.0.3 1.0.0.2 Spoke Yes OH 28M 25S
0 192.168.0.4 1.0.0.3 Spoke Yes OH 19M 15S

PLE BoR{E S E78 Hubl, Hub2. Spokel 1 Spoke2 14 coks bk w5 Sy E M 81 VAM Server.
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# 7K Hubl 1) IPv4 ADVPN P& (5 & .
[Hubl] display advpn session
Interface : Tunnell

Number of sessions: 3

Private address Public address Port Type State Holding time
192.168.0.2 1.0.0.1 4002 H-H  Success OH 46M 8S
192.168.0.3 1.0.0.2 2001 H-S  Success OH 27M 27S
192.168.0.4 1.0.0.3 2001 H-S  Success OH 18M 18S

PLE B B3R Hubl 5 Hub2. Spokel. Spoke2 37 T 7k AR%iE . Hub2 L) 8~ B 5 Hubl
FAelo

# 7r Spokel LI IPv4 ADVPN B&iE {5 4

[Spokel] display advpn session

Interface : Tunnell

Number of sessions: 2

Private address Public address Port Type State Holding time
192.168.0.1 1.0.0.1 4001 S-H Success OH 46M 8S
192.168.0.2 1.0.0.1 4002 S-H  Success OH 46M 8S

L F 7R {5 B3R Spokel 5 Hubl. Hub2 %57 7 Hub-Spoke /K AB%iE . Spoke2 )& 1 B
Spokel 4L,

# 1t Spokel I ping Spoke2 (1AM il 192.168.0.4.

[Spoke2] ping 192.168.0.4

Ping 192.168.0.4 (192.168.0.4): 56 data bytes, press CTRL _C to break
56 bytes from 192.168.0.4: icmp_seq=0 ttl=255 time=4.000 ms

56 bytes from 192.168.0.4: icmp_seq=1 ttl=255 time=0.000 ms

56 bytes from 192.168.0.4: icmp_seq=2 ttl=255 time=0.000 ms

56 bytes from 192.168.0.4: icmp_seq=3 ttl=255 time=0.000 ms

56 bytes from 192.168.0.4: icmp_seq=4 ttl=255 time=1.000 ms

--- Ping statistics for 192.168.0.4 ---
5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/1.000/4.000/1.549 ms
# 27~ Spokel L1 IPv4 ADVPN P& 5 B o

[Spokel] display advpn session
Interface : Tunnell
Number of sessions: 3

Private address Public address Port Type State Holding time
192.168.0.1 1.0.0.1 4001 S-H Success OH 46M 8S
192.168.0.2 1.0.0.1 4002 S-H Success OH 46M 8S
192.168.0.4 1.0.0.3 2001 S-S Success OH OM 1S

DL BoRf5 B3R Spokel 5 Hubl. Hub2 57T Hub-Spoke 7k Af%i. Spokel 5 Spoke2 ## 17
T Spoke-Spoke Il FEiE .. Spoke2 )& i A5 Spokel Z5B.

1-89



	扉页
	00-前言
	适用款型
	读者对象
	本书约定
	1.  命令行格式约定
	2.  各类标志
	3.  图标约定
	4.  端口编号示例约定

	产品配套资料
	资料获取方式
	技术支持
	资料意见反馈

	01-ARP配置
	1  ARP
	1.1   ARP简介
	1.1.1   ARP作用
	1.1.2   ARP报文结构
	1.1.3   ARP地址解析过程
	1.1.4   ARP表
	1.  动态ARP表项
	2.  静态ARP表项


	1.2   配置ARP
	1.2.1   手工添加静态ARP表项
	1.2.2   配置设备学习动态ARP表项的最大个数
	1.2.3   配置接口学习动态ARP表项的最大个数
	1.2.4   配置动态ARP表项的老化时间
	1.2.5   启用动态ARP表项的检查功能
	1.2.6   开启ARP日志信息功能

	1.3   ARP显示和维护
	1.4   ARP典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤


	2  免费ARP
	2.1   免费ARP简介
	1.  免费ARP报文学习功能的作用
	2.  定时发送免费ARP功能的作用

	2.2   配置免费ARP
	2.3   启用源IP地址冲突提示功能

	3  代理ARP
	3.1   代理ARP简介
	3.2   配置代理ARP功能
	3.3   代理ARP显示和维护
	3.4   代理ARP典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤



	02-IP地址配置
	1  IP地址
	1.1   IP地址简介
	1.1.1   IP地址的分类和表示
	1.1.2   特殊的IP地址
	1.1.3   子网和掩码

	1.2   配置接口的IP地址
	1.  功能简介
	2.  配置限制和指导
	3.  配置步骤

	1.3   配置接口借用IP地址
	1.  功能简介
	2.  配置限制和指导
	3.  配置准备
	4.  配置步骤

	1.4   IP地址的显示和维护
	1.5   地址配置和地址借用举例
	1.5.1   IP地址配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.5.2   接口借用IP地址配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置




	03-DHCP配置
	1  DHCP概述
	1.1   DHCP简介
	1.2   DHCP的IP地址分配
	1.2.1   IP地址分配策略
	1.2.2   IP地址获取过程
	1.2.3   IP地址的租约更新

	1.3   DHCP报文格式
	1.4   DHCP选项
	1.4.1   DHCP选项简介
	1.4.2   DHCP常用选项介绍
	1.4.3   自定义的选项格式
	1.  厂商特定信息选项（Option 43）
	2.  中继代理信息选项（Option 82）
	3.  Option 184


	1.5   协议规范

	2  DHCP服务器
	2.1   DHCP服务器简介
	2.1.1   DHCP服务器的应用环境
	2.1.2   DHCP地址池
	1.  地址池的地址管理方式
	2.  地址池的选取原则

	2.1.3   DHCP服务器分配IP地址的优先次序

	2.2   DHCP服务器配置任务简介
	2.3   配置DHCP服务器的地址池
	2.3.1   DHCP服务器地址池配置任务简介
	2.3.2   创建DHCP地址池
	2.3.3   配置为客户端分配的IP地址
	1.  配置一个主网段多个地址范围的动态地址管理方式
	2.  配置一个主网段多个从网段的动态地址管理方式
	3.  配置静态地址绑定

	2.3.4   配置DHCP客户端使用的网关地址
	2.3.5   配置DHCP客户端使用的域名后缀
	2.3.6   配置DHCP客户端使用的DNS服务器地址
	2.3.7   配置DHCP客户端使用的WINS服务器地址和NetBIOS节点类型
	2.3.8   配置DHCP客户端使用的BIMS服务器信息
	2.3.9   配置DHCP客户端使用的TFTP服务器地址及启动文件名
	2.3.10   配置DHCP客户端使用的下一个提供服务的服务器IP地址
	2.3.11   配置DHCP客户端使用的Option 184参数
	2.3.12   自定义DHCP选项

	2.4   启用DHCP服务
	2.5   配置接口工作在DHCP服务器模式
	2.6   配置接口引用地址池
	2.7   配置IP地址冲突检测功能
	2.8   配置Option 82的处理方式
	2.9   配置DHCP服务器兼容性
	2.9.1   配置DHCP服务器始终以广播方式回复请求报文
	2.9.2   配置DHCP服务器忽略BOOTP请求报文
	2.9.3   配置DHCP服务器以RFC 1048规定的格式发送BOOTP应答报文

	2.10   配置DHCP服务器发送DHCP报文的DSCP优先级
	2.11   DHCP服务器显示和维护
	2.12   DHCP服务器典型配置举例
	2.12.1   静态绑定地址典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	2.12.2   动态分配地址典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	2.12.3   用户类典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	2.12.4   主从网段典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	2.12.5   自定义DHCP选项典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	2.13   DHCP服务器常见配置错误举例
	1.  故障现象
	2.  故障分析
	3.  故障处理


	3  DHCP中继
	3.1   DHCP中继简介
	3.1.1   DHCP中继的应用环境
	3.1.2   DHCP中继的基本原理
	3.1.3   DHCP中继支持Option 82功能

	3.2   DHCP中继配置任务简介
	3.3   配置DHCP中继
	3.3.1   启用DHCP服务
	3.3.2   配置接口工作在DHCP中继模式
	3.3.3   指定DHCP服务器的地址
	3.3.4   配置DHCP中继的安全功能
	1.  配置DHCP中继用户地址表项记录功能
	2.  配置DHCP中继动态用户地址表项定时刷新功能
	3.  配置防止DHCP饿死攻击

	3.3.5   配置通过DHCP中继释放客户端的IP地址
	3.3.6   配置DHCP中继支持Option 82功能
	3.3.7   配置DHCP中继发送DHCP报文的DSCP优先级

	3.4   DHCP中继显示和维护
	3.5   DHCP中继典型配置举例
	3.5.1   DHCP中继配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤

	3.5.2   DHCP中继支持Option 82配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤


	3.6   DHCP中继常见配置错误举例
	1.  故障现象
	2.  故障分析
	3.  故障处理


	4  DHCP客户端
	4.1   DHCP客户端简介
	4.2   配置接口通过DHCP协议获取IP地址
	4.3   配置接口使用的DHCP客户端ID
	4.4   使能地址冲突检查功能
	4.5   配置DHCP客户端发送DHCP报文的DSCP优先级
	4.6   DHCP客户端显示和维护
	4.7   DHCP客户端典型配置举例
	1.  组网需求
	2.  2. 组网图
	3.  配置步骤
	4.  验证配置


	5  DHCP Snooping
	5.1   DHCP Snooping简介
	5.1.1   DHCP Snooping作用
	1.  保证客户端从合法的服务器获取IP地址
	2.  记录DHCP客户端IP地址与MAC地址的对应关系

	5.1.2   信任端口的典型应用环境
	1.  连接DHCP服务器
	2.  DHCP Snooping级联网络

	5.1.3   DHCP Snooping支持Option 82功能

	5.2   DHCP Snooping配置任务简介
	5.3   配置DHCP Snooping基本功能
	5.4   配置DHCP Snooping支持Option 82功能
	5.5   配置DHCP Snooping表项备份功能
	5.6   配置防止DHCP饿死攻击
	5.7   配置防止伪造DHCP请求方向报文攻击
	5.8   配置接口动态学习DHCP Snooping表项的最大数目
	5.9   DHCP Snooping显示和维护
	5.10   DHCP Snooping典型配置举例
	5.10.1   DHCP Snooping配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	5.10.2   DHCP Snooping支持Option 82配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置



	6  BOOTP客户端
	6.1   BOOTP客户端简介
	6.1.1   BOOTP客户端的应用环境
	6.1.2   IP地址动态获取过程
	6.1.3   协议规范

	6.2   配置接口通过BOOTP协议获取IP地址
	6.3   BOOTP客户端显示和维护
	6.4   BOOTP客户端典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤



	04-域名解析配置
	1  域名解析
	1.1   域名解析简介
	1.1.1   静态域名解析
	1.1.2   动态域名解析
	1.  解析过程
	2.  域名后缀列表功能

	1.1.3   DNS代理
	1.  DNS代理简介
	2.  DNS代理的工作机制

	1.1.4   DNS Spoofing

	1.2   域名解析配置任务简介
	1.3   配置IPv4 DNS client
	1.3.1   配置静态域名解析
	1.3.2   配置动态域名解析
	1.  功能简介
	2.  配置限制和指导
	3.  配置步骤


	1.4   配置IPv6 DNS client
	1.4.1   配置静态域名解析
	1.4.2   配置动态域名解析
	1.  功能简介
	2.  配置限制和指导
	3.  配置步骤


	1.5   配置DNS proxy
	1.6   配置DNS spoofing
	1.  配置准备
	2.  配置步骤

	1.7   配置DNS报文的源接口
	1.8   配置DNS信任接口
	1.9   配置DNS报文的DSCP优先级
	1.10   域名解析显示和维护
	1.11   IPv4域名解析典型配置举例
	1.11.1   静态域名解析配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤

	1.11.2   动态域名解析配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.11.3   DNS proxy典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	1.12   IPv6域名解析典型配置举例
	1.12.1   静态域名解析配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤

	1.12.2   动态域名解析配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.12.3   DNS proxy典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	1.13   常见配置错误举例
	1.13.1   IPv4域名解析常见配置错误举例
	1.  现象描述
	2.  故障分析
	3.  故障排除

	1.13.2   IPv6域名解析常见配置错误举例
	1.  现象描述
	2.  故障分析
	3.  故障排除



	2  DDNS
	2.1   DDNS简介
	2.1.1   概述
	2.1.2   DDNS典型组网应用

	2.2   设备作为DDNS客户端配置任务简介
	2.3   配置DDNS策略
	1.  功能简介
	2.  配置限制和指导
	3.  配置准备
	4.  配置步骤

	2.4   在接口上应用DDNS策略
	1.  配置准备
	2.  配置步骤

	2.5   配置DDNS报文的DSCP优先级
	2.6   DDNS显示和维护
	2.7   DDNS典型配置举例
	2.7.1   与www.3322.org(www.pubyun.com)互通的配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤

	2.7.2   与花生壳DDNS服务器互通的配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤




	05-NAT配置
	1  NAT
	1.1   NAT简介
	1.1.1   NAT工作机制
	1.  基本概念
	2.  NAT的基本组网类型
	3.  传统NAT的典型工作过程

	1.1.2   NAT转换控制
	1.1.3   NAT实现方式
	1.  静态方式
	2.  动态方式
	3.  内部服务器
	4.  NAT444端口块方式

	1.1.4   NAT表项
	1.  NAT会话表项
	2.  EIM表项
	3.  NO-PAT表项
	4.  NAT444端口块表项

	1.1.5   NAT支持多VPN实例
	1.1.6   DNS mapping
	1.1.7   NAT支持ALG

	1.2   NAT配置任务简介
	1.3   配置静态地址转换
	1.3.1   配置准备
	1.3.2   配置出方向一对一静态地址转换
	1.3.3   配置出方向网段对网段静态地址转换
	1.3.4   配置入方向一对一静态地址转换
	1.3.5   配置入方向网段对网段静态地址转换

	1.4   配置动态地址转换
	1.4.1   配置限制和指导
	1.4.2   配置准备
	1.4.3   配置出方向动态地址转换
	1.4.4   配置入方向动态地址转换

	1.5   配置内部服务器
	1.5.1   配置普通内部服务器
	1.5.2   配置负载分担内部服务器

	1.6   配置NAT444地址转换
	1.6.1   配置NAT444端口块静态映射
	1.6.2   配置NAT444端口块动态映射

	1.7   配置DNS mapping
	1.8   配置NAT hairpin功能
	1.9   配置NAT ALG
	1.10   配置NAT日志功能
	1.10.1   配置NAT会话日志功能
	1.10.2   配置NAT444用户日志功能
	1.10.3   配置NAT444告警信息日志功能

	1.11   NAT显示和维护
	1.12   NAT典型配置举例
	1.12.1   内网用户通过NAT地址访问外网（静态地址转换）
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.12.2   内网用户通过NAT地址访问外网（地址不重叠）
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.12.3   内网用户通过NAT地址访问外网（地址重叠）
	1.  组网需求
	2.  组网图
	3.  配置思路
	4.  配置步骤
	5.  验证配置

	1.12.4   外网用户通过外网地址访问内网服务器
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.12.5   外网用户通过域名访问内网服务器（地址不重叠）
	1.  组网需求
	2.  组网图
	3.  配置思路
	4.  配置步骤
	5.  验证配置

	1.12.6   外网用户通过域名访问内网服务器（地址重叠）
	1.  组网需求
	2.  组网图
	3.  配置思路
	4.  配置步骤
	5.  验证配置

	1.12.7   内网用户通过NAT地址访问内网服务器
	1.  组网需求
	2.  组网图
	3.  配置思路
	4.  配置步骤
	5.  验证配置

	1.12.8   内网用户通过NAT地址互访
	1.  组网需求
	2.  组网图
	3.  配置思路
	4.  配置步骤
	5.  验证配置

	1.12.9   地址重叠的两个VPN之间互访
	1.  组网需求
	2.  组网图
	3.  配置思路
	4.  配置步骤
	5.  验证配置

	1.12.10   负载分担内部服务器典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.12.11   NAT DNS mapping典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置思路
	4.  配置步骤
	5.  验证配置

	1.12.12   NAT444端口块静态映射配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.12.13   NAT444端口块动态映射配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置




	06-IP转发基础配置
	1  IP转发基础
	1.1   IP转发概述
	1.1.1   IP转发简介
	1.1.2   IP转发表
	1.  简介
	2.  IP转发表内容


	1.2   IP转发表显示和维护


	07-快速转发配置
	1  快速转发
	1.1   快速转发简介
	1.2   配置快速转发
	1.3   快速转发显示和维护
	1.4   快速转发典型配置举例
	1.4.1   快速转发典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置




	08-流分类配置
	1  流分类
	1.1   流分类简介
	1.2   配置流分类策略


	09-邻接表配置
	1  邻接表
	1.1   邻接表简介
	1.1.1   邻接表介绍
	1.1.2   邻接表内容

	1.2   邻接表显示和维护


	10-IRDP配置
	1  IRDP
	1.1   IRDP简介
	1.1.1   IRDP的产生背景
	1.1.2   IRDP的工作机制
	1.1.3   IRDP基本概念
	1.  IP地址的优先级
	2.  IP地址的生命周期
	3.  周期性发送RA的时间间隔
	4.  RA消息的目的地址
	5.  代理公告IP地址

	1.1.4   协议规范

	1.2   配置IRDP
	1.3   IRDP典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置



	11-IP性能优化配置
	1  IP性能优化
	1.1   IP性能优化简介
	1.2   配置允许接口接收和转发直连网段的定向广播报文
	1.2.1   配置允许接口接收和转发直连网段的定向广播报文
	1.2.2   允许接口接收和转发直连网段的定向广播报文配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤


	1.3   配置接口MTU
	1.4   配置接口的TCP最大报文段长度
	1.5   配置TCP连接的Path MTU探测功能
	1.6   配置TCP的SYN Cookie功能
	1.7   配置TCP连接的缓冲区大小
	1.8   配置TCP定时器
	1.9   配置ICMP差错报文发送功能
	1.10   配置指定时间内发送ICMP差错报文的最大个数
	1.11   配置ICMP报文指定源地址功能
	1.12   IP性能优化显示和维护


	12-UDP Helper配置
	1  UDP Helper
	1.1   UDP Helper简介
	1.1.1   广播转单播UDP Helper
	1.1.2   广播转组播UDP Helper
	1.1.3   组播UDP Helper

	1.2   配置广播转单播UDP Helper
	1.3   配置广播转组播UDP Helper
	1.4   配置组播 UDP Helper
	1.5   UDP Helper显示和维护
	1.6   UDP Helper典型配置举例
	1.6.1   广播转单播UDP Helper典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.6.2   广播转组播UDP Helper典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.6.3   组播UDP Helper典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置




	13-IPv6基础配置
	1  IPv6基础
	1.1   IPv6简介
	1.1.1   IPv6协议特点
	1.  简化的报文头格式
	2.  充足的地址空间
	3.  层次化的地址结构
	4.  地址自动配置
	5.  内置安全性
	6.  支持QoS
	7.  增强的邻居发现机制
	8.  灵活的扩展报文头

	1.1.2   IPv6地址介绍
	1.  IPv6地址表示方式
	2.  IPv6的地址分类
	3.  单播地址的类型
	4.  组播地址
	5.  IEEE EUI-64格式的接口标识符

	1.1.3   IPv6邻居发现协议介绍
	1.  地址解析
	2.  验证邻居是否可达
	3.  重复地址检测
	4.  路由器发现/前缀发现及地址无状态自动配置
	5.  重定向功能

	1.1.4   IPv6 PMTU发现
	1.1.5   IPv6过渡技术介绍
	1.  双协议栈
	2.  隧道技术
	3.  NAT-PT
	4.  6PE

	1.1.6   协议规范

	1.2   IPv6基础配置任务简介
	1.3   配置IPv6基本功能
	1.3.1   配置IPv6全球单播地址
	1.  采用EUI-64格式形成IPv6地址
	2.  手工指定IPv6地址
	3.  无状态自动配置IPv6地址
	4.  手工配置静态IPv6前缀

	1.3.2   配置IPv6链路本地地址
	1.3.3   配置IPv6任播地址

	1.4   配置IPv6邻居发现协议
	1.4.1   配置静态邻居表项
	1.4.2   配置接口上允许动态学习的邻居的最大个数
	1.4.3   配置STALE状态ND表项的老化时间
	1.4.4   配置链路本地ND表项资源占用最小化
	1.4.5   配置设备的跳数限制
	1.4.6   配置RA消息的相关参数
	1.4.7   配置重复地址检测时发送邻居请求消息的次数
	1.4.8   配置ND Proxy功能
	1.  ND Proxy功能简介
	2.  配置ND Proxy功能


	1.5   配置PMTU发现
	1.5.1   配置接口MTU
	1.5.2   配置指定地址的静态PMTU
	1.5.3   配置PMTU老化时间

	1.6   配置ICMPv6报文发送功能
	1.6.1   配置指定时间内发送ICMPv6差错报文的最大个数
	1.6.2   配置允许回复组播形式的Echo request报文
	1.6.3   配置ICMPv6目的不可达差错报文发送功能
	1.6.4   配置ICMPv6超时差错报文发送功能
	1.6.5   配置ICMPv6重定向报文发送功能
	1.6.6   配置ICMPv6报文指定源地址功能

	1.7   IPv6基础显示和维护
	1.8   IPv6基础典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.9   常见配置错误举例
	1.  故障现象
	2.  故障排除



	14-DHCPv6配置
	1  DHCPv6简介
	1.1   DHCPv6概述
	1.2   DHCPv6地址/前缀分配过程
	1.2.1   交互两个消息的快速分配过程
	1.2.2   交互四个消息的分配过程

	1.3   地址/前缀租约更新过程
	1.4   DHCPv6无状态配置
	1.4.1   DHCPv6无状态配置简介
	1.4.2   DHCPv6无状态配置过程

	1.5   协议规范

	2  DHCPv6服务器
	2.1   DHCPv6服务器简介
	2.1.1   DHCPv6服务器应用环境
	1.  DHCPv6服务器为客户端分配IPv6地址和其他网络配置参数
	2.  DHCPv6服务器为客户端分配IPv6前缀

	2.1.2   基本概念
	1.  DHCPv6采用的组播地址
	2.  DUID
	3.  IA
	4.  IAID
	5.  PD

	2.1.3   DHCPv6地址池
	1.  DHCPv6地址池的地址管理方式
	2.  DHCPv6地址池的前缀管理方式
	3.  地址池的选取原则

	2.1.4   地址/前缀的选择优先次序

	2.2   配置DHCPv6服务器
	2.2.1   DHCPv6服务器配置任务简介
	2.2.2   配置为DHCPv6客户端分配IPv6前缀
	2.2.3   配置为DHCPv6客户端分配IPv6地址
	2.2.4   配置为DHCPv6客户端分配网络参数
	2.2.5   配置接口工作在DHCPv6服务器模式，并配置地址/前缀分配策略
	2.2.6   配置DHCPv6服务器发送DHCPv6报文的DSCP优先级

	2.3   DHCPv6服务器显示和维护
	2.4   DHCPv6服务器典型配置举例
	2.4.1   动态分配IPv6前缀典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	2.4.2   动态分配IPv6地址典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置



	3  DHCPv6中继
	3.1   DHCPv6中继简介
	3.1.1   应用环境
	3.1.2   DHCPv6中继的工作过程

	3.2   配置DHCPv6中继
	3.3   DHCPv6中继显示和维护
	3.4   DHCPv6中继典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	4  DHCPv6客户端
	4.1   DHCPv6客户端简介
	4.2   配置DHCPv6客户端
	4.2.1   DHCPv6客户端配置任务简介
	4.2.2   配置DHCPv6客户端获取IPv6地址和网络配置参数
	4.2.3   配置DHCPv6客户端获取IPv6前缀和网络配置参数
	4.2.4   配置DHCPv6客户端获取除地址/前缀外的其他网络配置参数
	4.2.5   配置DHCPv6客户端发送DHCPv6报文的DSCP优先级

	4.3   DHCPv6客户端显示和维护
	4.4   DHCPv6客户端典型配置举例
	4.4.1   DHCPv6客户端申请地址及网络参数配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	4.4.2   DHCPv6客户端申请前缀及网络参数配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	4.4.3   DHCPv6无状态配置典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置



	5  DHCPv6 Snooping
	5.1   DHCPv6 Snooping简介
	1.  保证客户端从合法的服务器获取IPv6地址
	2.  记录DHCPv6客户端IPv6地址与MAC地址的对应关系

	5.2   DHCPv6 Snooping配置任务简介
	5.3   配置DHCPv6 Snooping基本功能
	5.4   配置DHCPv6 Snooping支持Option 18和Option 37功能
	5.5   配置DHCPv6 Snooping表项备份功能
	5.6   配置接口动态学习DHCPv6 Snooping表项的最大数目
	5.7   启用DHCPv6 Snooping的DHCPv6请求方向报文检查功能
	5.8   DHCPv6 Snooping显示和维护
	5.9   DHCPv6 Snooping典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置



	15-IPv6快速转发配置
	1  IPv6快速转发
	1.1   IPv6快速转发简介
	1.2   配置IPv6快速转发
	1.3   IPv6快速转发显示和维护
	1.4   IPv6快速转发典型配置举例
	1.4.1   IPv6快速转发典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置




	16-隧道配置
	1  隧道
	1.1   隧道概述
	1.1.1   IPv6 over IPv4隧道
	1.  IPv6 over IPv4隧道原理
	2.  IPv6 over IPv4隧道模式

	1.1.2   IPv4 over IPv4 隧道
	1.  IPv4 over IPv4隧道简介
	2.  报文封装及解封装

	1.1.3   IPv4 over IPv6隧道
	1.  IPv4 over IPv6隧道原理
	2.  IPv4 over IPv6隧道模式

	1.1.4   IPv6 over IPv6隧道
	1.  IPv6 over IPv6隧道简介
	2.  报文封装及解封装

	1.1.5   协议规范

	1.2   隧道配置任务简介
	1.3   配置Tunnel接口
	1.4   配置IPv6 over IPv4手动隧道
	1.4.1   配置步骤
	1.4.2   配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	1.5   配置IPv4兼容IPv6自动隧道
	1.5.1   配置步骤
	1.5.2   配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	1.6   配置6to4隧道
	1.6.1   配置步骤
	1.6.2   配置6to4隧道举例
	1.  组网需求
	2.  组网图
	3.  配置思路
	4.  配置步骤
	5.  验证配置

	1.6.3   配置6to4中继举例
	1.  组网需求
	2.  组网图
	3.  配置思路
	4.  配置步骤
	5.  验证配置


	1.7   配置ISATAP隧道
	1.7.1   配置步骤
	1.7.2   配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	1.8   配置IPv4 over IPv4隧道
	1.8.1   配置步骤
	1.8.2   配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	1.9   配置IPv4 over IPv6手动隧道
	1.9.1   配置步骤
	1.9.2   配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	1.10   配置DS-Lite隧道
	1.10.1   配置步骤
	1.10.2   配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	1.11   配置IPv6 over IPv6隧道
	1.11.1   配置步骤
	1.11.2   配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	1.12   隧道显示和维护
	1.13   常见错误配置举例
	1.13.1   故障现象
	1.13.2   故障分析
	1.13.3   处理过程



	17-GRE配置
	1  GRE
	1.1   GRE简介
	1.1.1   GRE封装后的报文格式
	1.1.2   GRE隧道原理
	1.1.3   GRE安全机制
	1.  GRE Key验证
	2.  GRE校验和验证

	1.1.4   应用场景
	1.  通过单一协议的骨干网连接采用不同协议的网络
	2.  扩大网络的工作范围
	3.  组建VPN
	4.  与IPsec配合使用

	1.1.5   协议规范

	1.2   配置GRE over IPv4隧道
	1.3   配置GRE over IPv6隧道
	1.4   GRE显示和维护
	1.5   GRE典型配置举例
	1.5.1   GRE over IPv4隧道典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.5.2   GRE over IPv6隧道典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置


	1.6   常见配置错误举例
	1.  故障现象
	2.  故障分析
	3.  故障排除



	18-ADVPN配置
	1  ADVPN
	1.1   ADVPN简介
	1.1.1   ADVPN的基本概念
	1.  ADVPN节点
	2.  VAM Server
	3.  VAM Client
	4.  Hub
	5.  Spoke
	6.  Hub组
	7.  AAA服务器

	1.1.2   ADVPN的基本原理
	1.1.3   ADVPN的组网结构
	1.  Full-Mesh（全互联）网络
	2.  Hub-Spoke网络
	3.  大规模Full-Mesh网络

	1.1.4   ADVPN的工作过程
	1.  连接初始化阶段
	2.  注册阶段
	3.  隧道建立阶段

	1.1.5   设备支持的ADVPN特性
	1.  UDP封装的ADVPN报文对NAT网关自然穿越
	2.  VAM Client对动态IP地址的支持
	3.  VAM Server对VAM Client的AAA身份认证
	4.  利用预共享密钥验证VAM Client和VAM Server的身份
	5.  VAM协议报文的加密保护
	6.  数据报文的IPsec加密保护
	7.  策略的统一管理
	8.  支持多个ADVPN域


	1.2   ADVPN配置任务简介
	1.3   配置AAA
	1.4   配置VAM Server
	1.4.1   VAM Server配置任务简介
	1.4.2   创建ADVPN域
	1.4.3   启动VAM Server功能
	1.4.4   配置VAM Server的预共享密钥
	1.4.5   配置Hub组
	1.  创建Hub组
	2.  配置Hub组内的Hub私网地址
	3.  配置Hub组内的Spoke私网地址范围
	4.  配置跨Hub组建立Spoke-Spoke直连隧道的规则

	1.4.6   配置VAM Server的监听端口号
	1.4.7   配置VAM协议报文的安全参数
	1.4.8   配置对VAM Client的身份认证方式
	1.4.9   配置Keepalive报文参数
	1.4.10   配置请求报文重传参数

	1.5   配置VAM Client
	1.5.1   VAM Client配置任务简介
	1.5.2   创建VAM Client
	1.5.3   启动VAM Client功能
	1.5.4   配置VAM Server的地址
	1.  配置主VAM Server的地址
	2.  配置备VAM Server的地址

	1.5.5   配置VAM Client所属的ADVPN域
	1.5.6   配置VAM Client的预共享密钥
	1.5.7   配置请求报文重传参数
	1.5.8   配置VAM Client连接超时的静默时间
	1.5.9   配置认证用户名和密码

	1.6   配置ADVPN隧道
	1.7   配置路由
	1.8   配置IPsec保护ADVPN隧道报文
	1.9   ADVPN显示和维护
	1.10   ADVPN典型配置举例
	1.10.1   IPv4 Full-Mesh类型ADVPN典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.10.2   IPv6 Full-Mesh类型ADVPN典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.10.3   IPv4 Hub-Spoke类型ADVPN典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.10.4   IPv6 Hub-Spoke类型ADVPN典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.10.5   大规模IPv4 Full-Mesh类型ADVPN典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.10.6   大规模IPv6 Full-Mesh类型ADVPN典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置

	1.10.7   IPv4 Full-Mesh穿越NAT类型ADVPN典型配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	4.  验证配置





